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In the article the method of additional packets formation during the information
transfer on the Internet is offered. Also suggested is the way to use additional packages
to recover lost or corrupted packets. Linear redundant codes are used to recover. An
example of using the proposed method is given.
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Y crarTi 3ampomoHOBaHO MeETON (OpPMyBaHHS JOJATKOBHX MAKETIB IPHU
nepenadi iHdopmamii B IHTepHeT. Takok 3amporoOHOBAHO CMOCIO BUKOPUCTAHHS
JIOJATKOBUX TAKETIB JUIsl BiIHOBJICHHS BTPAYCHHX a00 MOIIKO/DKCHHUX MPU Tepenadi
OCHOBHHX TIaKeTiB. [[J1s1 BiTHOBJICHHSI BUKOPUCTOBYIOTHCS JiHIWHI HAJIAIITKOBI KOJIH.
HaBeneno npukiaj 3acTOCYBaHHS 3aPOTIOHOBAHOTO METOTY.

KarouoBi ciioBa: BimHOBIIOOYI KOIW, iHPOpMAIliliHI TAKETH, BiAHOBIECHHS
MMaKETIB JaHUX, JIHIKNHI KOIH.
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Target setting. In the modern world the role of the Internet is dominant among
the means of data exchange. Since there is a probability of loss, damage or delayed
arrival of data packets over a global network, there is a need to create new methods
and tools to solve these problems [1].

Actual scientific researches and issues analysis. Today the following
technologies are used to reconstruct lost data during transmission: partial or complete
duplication of data and their re-transmission, usage of the Reed-Solomon correction
codes (the disadvantage is the reduction of the data to the solution of the nonlinear
equations system, which is time-consuming), the usage of CRC-codes [2, 3]. The last
two technologies perform error correction at the symbol level, which doesn't allow the
recovery of lost packets during transmission [4].
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Not investigated parts of the general subject. At present great attention is
paid to erasure codes that work at the packet level. The main principle is the transfer of
basic packages along with additional ones, which partially contain the information that
is in the main packets. With the help of erasure codes. It is possible to reconstruct lost
or damaged packets with a certain probability. However, the erasure codes that are
used do not provide high data reconstruction efficiency.

Research objective. The purpose of the article is to investigate the dependence
of the lost data packets reconstruction on the number of main and additional data
packets. Analyze the extermination results and form on the basis of the analysis the
method of data packets reconstruction with the highest probability.

Principal statements. The information packet is divided into n blocks, each of
which is transmitted separately. The block, with the number j, where je{l,..,n},
consists of a sequence of words: a;1,a,,....,a;,. In the process of transmission in case of
loss or distortion of block data with numbers ¢ and », where ¢, re{l,...,n} it is
necessary to restore the words a,1,a.,.....,a4n and a,1,a,2,....,a,, from information,
stored in n-2 main and k& backup blocks. To ensure the possibility of simple data
recovery when one carrier is lost, it is proposed in the first backup block to store the
sum of the module 2 of all the same words of the main blocks:

Vi=l.,n:s,=@Pa, (1)
i=1

Considering the task of reconstruction the ¢ and » main units of the words
Aq1,0g0,. . ..xAgm AN Q41,0,2,....,0,,, their values can be found as a result of solving
systems of two 30oolean equations of the form:

Ay *ta; =2 Ay *a; =2,
or , Vje{l,...,n}, (2)
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where the ‘+’ symbol is denoted by a binary add operation in module 2. The first
equation in systems (2) is transformed from (1), that is, the data stored in the first data
backup block are used to obtain it. Obtaining the first equation of systems (2) is much
more complicated, due to the fact that the a priori values of ¢ and » are unknown. It is
obvious that the second equation of system (2) can be obtained from the system of
linear 30oolean equations, which for any values of ¢ and » contains an equation in
which only a,; or only a,; is included in the term. If 7 is a degree 2, then the example
of such a system may look like:

al_/ +a2_/ +...+am/2,_/ =yj
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In the general case of arbitrary value n, the number of equations of the system
of the form (3) is equal to the nearest whole, equal to or greater than log,n: [log, . In

order to reconstruct the information packet when any two blocks (main or backup) are
lost, it is necessary to save in the same backup unit the sum of the two basic words of
the same name (1), the amounts determined by the system (3) in the backup blocks and
in one more backup unit duplicate the last information block.

Thus, if each word from a pair of blocks that is lost or damaged during data
transfer is reconstructed independently, then the number of backup units (packets) of
the media is:

kp =2+[log, n]|.

General structure. The reconstruction of the lost “pack” of information
packets is proposed to be organized as follows. Assuming that the lost packets belong
to one, for the definiteness of the i-th block, and have sequence numbers from j to (j +
1) in the block, where j € {1,2,...,h(I-1)}, then it is quite obvious that the number of
lost packets in each of the columns of the matrix M does not exceed one. Accordingly,
the recovery of py, pij+1, ..., pig+r packets is performed by calculating the amount by
module 2 of the received packs columns and the corresponding backup code.
Formally, the recovery procedure is described by the formula:

h-1

Pi=Cina® @D Pigiiimoa. (4)

q=0,q%j divl

The proposed method is actually specialized for the dominant type of
information packets loss when broadcasting video information transmission in peer-to-
peer networks. The analysis showed that the main reason for such losses is the
exclusion of the network node, through which the main stream of video information is
transmitted. Accordingly, the dominant type of the continuity violation of delivery to
subscribers of video information is the loss of a group of consecutive packages that
form a “pack.”

Testing. The analysis of the data presented in table 1 indicates that the
proposed approach provides the reconstruction possibility of the loss of blocks of large
multiplicity with a probability close to one for data blocks of real length. In this case,
the number of operations required to determine the positions of blocks, distorted
during the transfer does not exceed log,m. This means that the error correction
of a large multiplicity can almost be done at the rate of data transmission. Situations,
in which the correction is impossible, can be easily detected by analyzing the
differences between the components of the control code. In this case, the errors can be
corrected by re-transmission, but the probability of this, as seen from table 1, is
sufficiently small considering the actual probability of damage of the blocks during the
transfer.
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Table 1
Experimental probability of data recovery
The i mber Number of damaged The number of backup data blocks
of main data
blocks blocks
2 3 4 5
2 0.28 0.67 0.87 1
6 3 0 0.34 0.52 0.86
4 0 0 0.37 0.47
2 0.32 0.72 0.90 1
8 3 0 0.42 0.63 0.82
4 0 0 0.47 0.59
2 0.39 0.76 0.92 1
10 3 0 0.44 0.64 0.79
4 0 0 0.49 0.62

Thus, as a result of the conducted research, the theoretical substantiation and
development of the method of data packet reconstruction during their transmission in
global computer networks on the basis of linear redundant codes, which are executed in
the form of reserving packets, is carried out. Development of a method of formation by
reserving packages and methods for reconstruction lost packets. The simulation carried
out for the experimental study of the use of linear codes for the reconstruction of data
packets in order to select the optimal characteristics for different types of channels and
data transmission errors confirmed, in general, the results obtained theoretically.

Conclusion. As a result of the conducted research, the method of reservation
and reconstruction of data packets for transmission in the global networks was
proposed.

To achieve the goal, a method is proposed for the formation of additional
packets and reconstruction lost, damaged or delayed critical time of the main data
packets using them.
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PO3IINMPEHA AHOTALIA

JI. 10. lopomuieHko,
O. II. MapkoBcbkuii, A. A. I'onuap

OPT'AHI3AILIA PESEPBYBAHHSA TA BIJHOBJIEHHSA JAHUX

AKTyaJbHICTh TeMH JOCJTIIKeHHA. Y CydYacHOMY CBITI CIIOCTEPIraeThCs
3pocTaHHs JOMiHYI04O01 poJii [HTepHeTy B mpoueci nepeaadi indopmaiii, mo BuMarae
pPO3pOOKM HOBHX 3acO0iB Ta METOMIB sl 3a0e3MedeHHS HAAIMHOCTI TMEPECHITKU
IIAKETIB JaHUX.

IMocTanoBka nmpodJemu. [lpu nepenaui iHpopmarii yepes riiodambHI Mepexi
MOJIMBA BTpara, TOMIKO/UKCHHS a0o0 3ami3HeHHS OTpUMaHHA (M0 HACTaHHIO
KPUTHYHOTO MOMEHTY 4acy) MakeTiB JaHuX. BUKOpHCTaHHS 3alIpONOHOBAHOTO METOTY
MiABUIIY€E BIpOTiHICTH BiIHOBJIEHHS BTpayeHOl iH(popMarii mij 9ac nepeaadi.

AHani3 ocTra”HHix gochaigxkeHb i mnyoOJikauniii. Ha ceoronHimHii JaeHb
BUKOPHCTOBYETHCS JIKUIbKA TEXHOJOTIM s BiIHOBIIEHHS BTpadeHoi iH(opmarii.
Haiinpocrimor € yactkoBe a0o MOBHE AyONIOBaHHS BTPAu€HUX MAKETIB JaHUX 1
MIOBTOpHA iX Mepefada, BUKOpUCTaHHS Kopurytounx koaiB Pima-Conomona ta CRC-
KOZIB Ul BUIPABJIEHHS [IOMWJIOK Ha PIBHI CUMBOJIIB, BUKOPUCTAHHS B1JIHOBIIIOIOUUX
KOJIIB.

Buginienns HenocJiiKeHMX 4YACTHH 3arajbHoi mpoduaemu. CrarTs
npucBsiueHa (GOPMYBAaHHS METOAy MOOYIOBH JOJATKOBUX TMAKETIB JaHUX NpU
nepenadi iHGopmarlii Ta aHaizy 3aJIeKHOCTI HAAIMHOCTI Mepeadi JaHuX Bij criocoly
dbopmyBaHHA 10JATKOBUX mMakeTiB. HailOinpmry yBary mpuiiieHO po3poOii MeTomy
dbopMyBaHHS JOJATKOBUX TAKETIB I HAHUOUTBIIOI BipOTiTHOCTI BiTHOBJICHHS
BTpPauCHUX MaKETiB.

IMocTanoBka 3aBaaHHA. 3aBIaHHSAM € po3podouTH Meton (HOopMyBaHHS
JOJJATKOBUX TIAKETIB, KU OU JaB MOXKIIMBICTh HAMOUTBIN €()EKTUBHO BiHOBITIOBATH
BTPAYCHI Ta MOIIKOKEHI OCHOBHI MAKETH JITAHUX.

BukiaageHHss ocHOBHOro marepiajiy. [IpoBemeHo mocii/pkeHHS Ta aHami3
HMOBIpHOCTEH BIAHOBJICHHA BTpPAu€HUX TIAKETIB B 3aJ€KHOCTI BiJl KUIBKOCTI
MOCHJIAHHS JIOJJATKOBUX IMAKETIB Ta KITLKOCTI BTPAUCHUX IMaKeTiB. Bu3HaueHo crocio
dbopMyBaHHS JOJATKOBUX TAKETIB JUIsi HAWOUIBIIOT WMOBIPHOCTI BiJHOBJICHHS
BTPAYEHMX MAKETIB.

BucnoBku. J[ocTipKeHO 3aJI€)KHOCTI BiIHOBJICHHS MMAKETIB TAHUX BiJl CIIOCO0Y
pe3epByBaHHS JaHWX Ta KUIBKOCTI JOJATKOBUX makeTiB. [IpoanamizoBaHo
eKCIepUMEHTAIbHI J1aHI Ta BUAUIEHO HAWKpamli pe3ylbTaTd, Ha OCHOBI SKHX
c(hOpMOBaHO 3aMPOIIOHOBAHUI METO/I.

KuarouoBi ciioBa: BiHOBIIOOYI KOIW, iH(POpMAIliliHI TAKeTH, BiAHOBICHHS
IMaKETIB JaHMX, JIHIHHI KOJIH.



