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The method proposed in this article allows to significantly accelerate the testing
of balanced 3500lean transformations nonlinearity by successive reconstruction of the
nearest by Hamming distance linear function to a given nonlinear function. The results
of experimental simulation, which prove the effectiveness of the proposed method, are
presented.
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Target setting. The automatic construction of cryptographic algorithms
systems, the stages of which are the Boolean transformations generation and the
determination of their cryptostability, are becoming increasingly popular in recent
years. Cloud technologies make the large amount of information processing and
complex calculations performing possible. Therefore, development of new
cryptographic algorithms with increased cryptoresistance has become a current topic
[1,2].

Actual scientific researches and issues analysis. Currently only for the
narrow class of Boolean functions there are nonlinearity evaluation methods which do
not use a brute force. Thus, the problem of the nonlinearity evaluation has an
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exponential complexity, depending on the number of variables n. Majority of existing
methods designed for arbitrary Boolean functions achieved the acceleration of
nonlinearity evaluation by either narrowing the problem or defining a nonlinearity
with a predetermined error [3].

Not investigated parts of general subject. Existing methods do not take into
account such features of Boolean transformations, which are used in cryptographic
protection algorithms in practice, as balancedness. And as a result, these methods
cannot meet the current requirements for testing cryptographic algorithms.

Research objective. The objective of this paper is to propose and investigate a
new method that will allow to organise more effective cryptostability testing of data
protection algorithms based on Boolean transformations by accelerating the
nonlinearity determination.

Principal statements. Nonlinearity is the mandatory property of irreversible
Boolean transformations [4]. Such Boolean transformation is represented by a system
of nonlinear balanced Boolean functions fi(x1,x2,...X,), f2(X1,X2,...X,), ... f(X1,X2,...X,)
from n variables, Vie{l,2,..n}:x, €{0,1}. Testing the Boolean transformation

nonlinearity consists in the nonlinearity evaluation of each of these nonlinear Boolean
functions. Nonlinearity testing of Boolean function f{x;,x,,...x,) is based on its
Hamming  distance =~ HD(f; g) to a linear function  g(xi,x,...x,):
g(x,x,,..x,)=a,®ax ®a,x, ®.Da,x,, where Vje{l2,..n}:a; €{0,]}. The Ham-

ming distance HD(f, g) is determined by the number of input sets xi,x,,...x,, on which
the function f{xi,x,,...x,) and the linear function g(x;,x,,...x,) take different values
(Hamming weight of the functions exclusive disjunction), namely, the Hamming
distance HD(f, g) can be determined by the formula:

HD(f,8) =2, (f(x,%,..%,) @ g(x,,%,....%,)). (1)

Balanced Boolean function f{x;,x,,...x,) from n variables is a function whose
weight is equal to:
HW(f)=2"" (2)

Linear Boolean function is a function that does not contain the product of
variables in Zhegalkin polynomial form.

In turn, the nonlinearity NL(f) of the Boolean function f{x,,x,,...x,) is the
minimal Hamming distance, namely, the Hamming distance to the nearest linear
function. The nonlinearity NL(f) can be determined by the formula:

NL(f)=min HD(f,g) - 3)

To ensure the cryptoresistance of Boolean transformations against cracks using
linear cryptanalysis, they must have the most possible nonlinearity.
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General structure. The linear approximation constructing principle, which is
basic for the proposed method, is the use of the probability p; of changing the function
value while the inverting of the i-th variable x; of the Boolean function f{x;,x,,...x,).
The probability p; can be determined by the formula:

Y SX)@ (X ), )
2 XeQ

where Q is the set of all 2" possible vectors X, C={c;1,ci,...,Cin} 1S an n-bit binary

P =

vector whose i-th component is equal to 1 and all others are 0: Vie{l,..,i-1,i+1,...,n}:
;i =0, ¢;=1.

Analysing the vector P={p,,p,,....p,} of probability values, which of the
coefficients ay,a,,...,a, in the linear equation will have the value of 1 can be assumed.
In the process of analysis the values of the vector P in descending order in n steps, a
set ®,(x,,x,,....,x,) of all possible linear functions from xi,x,,...x, which have the

smallest Hamming distance to a given nonlinear Boolean function f{x,x,,...x,) is
obtained.

Testing. The purpose of experimental modelling was to analyse how the
proposed method is effective in terms of the brute force operations number and how
accurate the evaluated nonlinearity is.

In the experiments nonlinear Boolean functions with different number of
variables have been tested. The graphs of the results are shown in Fig. 1 a) and b).

Received results illustrate that the proposed method, for example, for functions
14
from 14 variables allows to accelerate computation approximately by 07 ~ 153 times.

Such an acceleration is achieved by the admissibility of the error in the
nonlinearity evaluation.

As can be seen from Fig. 1 b), the proposed method extremely efficient for
functions from a large number of variables, which is an advantage, since such
functions are used in practice.
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Fig. 1. The dependencies of a) the brute force operations number to evaluate
the nonlinearity and b) the error magnitude from the variables number

Conclusion. The conducted experimental and theoretical studies have shown
the effectiveness of the proposed method in testing modern algorithms of
cryptographic data protection, functional basis of which is Boolean transformations.

To accelerate the construction of linear approximation, probabilities of
changing the function values while the inverting of a particular variable of the Boolean
function f{x,x,,...x,) are used, which is a peculiarity of the proposed method.

Application of the proposed method allows to provide better reliability and
testing speed of wide class cryptographic algorithms.
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PO3SHINPEHA AHOTALIA

A. 10. lopomienko,
O. II. MapkoBcbKuit

MPUCKOPEHHSI TECTYBAHHS HEJITHIMHOCTI
BYJIEBUX IIEPETBOPEHDb KPUIITOI'PA®IYHUX AJIT'OPUTMIB

AKTYyaJbHICTh T€MHU A0CJIKeHHs1. 3 MOSBOIO XMapHUX TEXHOJIOTIH 3’ ABHIIACS
MOJIMBICTh OOpOONATH BenMKU 00’eM iH(poOpMaIii Ta BHKOHYBaTH CKJIaIHI
obunciennsa. [Ipore OkpiM OYEBMAHMX TEpeBar LUX TEXHOJOTIH iCHye BaroMui
HEJIOIK, TIOB’S3aHWI 13 CYMHIBHOIO O€3MEKOI JaHUX Ta IMOBIPHICTIO iX
MOIITKO/KEHHSI, BUKPAJAeHHs a00 HaBiTh 3HHUIICHHS. TOMY aKTyaJlbHUM € pO3poOKa
HOBHX KPUNTOTPapiqHUX aJTOPUTMIB 3 IMiIBUIIEHOI0 KPUIITOCTIHKICTIO.

IMocranoBka mpodJsemu. Hapa3si icHye TeHneHIliss 301IbIICHHS KITBKOCTI
3MIHHUX OyJIeBUX TIEPEeTBOPEHb, SKi JIekKAaTb B OCHOBI 3HAYHOI YAaCTHHU
KpUNTOrpadiyHUX aITOPUTMIB. Y 3B’S3KY 3 IIUM TOCTA€ MpoOIeMa 3pOCTaHHS Jacy Ta
HEOOXiTHMX O00’€MIB pecypciB Jsi TECTyBaHHS LUX anroputmiB. Tomy BHHUKae
HarajgbHa moTpeda MPUCKOPEHHS OIIHIOBAHHS KPUNTOCTIHKOCTI alrOPUTMIB 3aXUCTY
TaHUX.

AHaJ3 0CTaHHIX T0CTiIKeHb i myOJikamiii. Y GUIBIIOCTI ICHYIOUNX METO/IIB
MPUCKOPEHHSI BU3HAUEHHS HENIHIHHOCTI OyJIEBUX MEPETBOPEHD OCATAETHCS MUISIXOM
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3BYKEHHSIM IIOCTaBIIEHOI 3a/1a4i a00 BM3HAYCHHSIM HEJIHIMHOCTI 3 Hamepes 3aJaHol0
HOXHUOKOIO.

BujisieHHs HexoCJiXKeHNX YAaCTHH 3arajibHoOI npodJemu. IcHyroui Metoau
HE BPaxOBYIOTHb TaKOi OCOOJIMBOCTI OyJieBUX MEPETBOPEHbB, SIKI BUKOPUCTOBYIOTHCS B
QITOpUTMax KPUNTOrpaiqHOrO 3aXHMCTy HA TMPAKTHUIl, $K OamaHCHICTB. [ sk
pe3ynbpTaT, [i METOAM HE MOXYTh 33J0BOJBHUTH CY4YacHI BHMOTH TECTyBaHHS
KpUNTOrpadiYHUX aJrOPUTMIB.

IMocTanoBKa 3aBAaHHsA. 3aBJaHHIM € 3alpPONOHYBATH Ta JOCIITUTH METO,
KA JacTb 3MOTY OUTbII €(QEeKTUBHO MPOBOJUTH TECTYBAHHA KPUITOCTIAKOCTI
AITOPUTMIB 3axXHUCTy iH(OpMamii, MO MalTh 3a OCHOBY OyJieBI NEpeTBOPEHHS,
[UITXOM IPUCKOPEHHS BUSHAYCHHS 1X HENHIAHOCTI.

BukiaagenHss ocHoBHOro marepiajy. [IpoananizoBaHO HENOJIKH ICHYIOUHX
METO/IiB BU3HAYCHHSI HEJIHIHHOCTI. B OCHOBY 3ampoOroHOBAHOTO METOMY IMOKJIAJACHO
KOHIIeTIi  JUHAMIYHOTO  MPOTpaMyBaHHS,  SIKI  JO3BOJSIIOTH  TOCIHIJOBHO
PEKOHCTPYIOBATH JIiHIWHY ampOKCHUMAIlI0 3a MOKa3HWKaMH IMOBIPHOCTEW 3MiHU
3HA4YeHHA 3aJaHoi HediHiiHOi OyneBoi (yHKIII Npu 1HBEPTYBaHHI KOHKPETHOI
3MiHHOi. EkcmepuMeHTanbHE MOJENIOBAaHHS II0Ka3aj0 BHUCOKY e€(EeKTHBHICTD
3alpOMOHOBAHOTO METOTY.

BucnoBku. Po3po0ieHO, TEOpEeTHYHO OOTPYHTOBAHO Ta JOCHTIHKEHO METO[
MiABUINEHHS €(QEKTUBHOCTI TECTYBAaHHSA KPHUNTOTPapidHUX alrOPUTMIB I[UISIXOM
NPUIIBUANICHHS BU3HAYCHHS HEJIIHIMHOCTI OyJIeBUX NEPETBOPEHB, SIKI € OCHOBOIO ITHX
anroputMiB. HaBeneHo pe3yiabpTaT eKCEpUMEHTAIBEHOTO MOICTIOBAHHS.
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