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The paper describes a new method of hash transformations construction for
strict user identification. The key feature of this method is the utilization of a different
algebraic basis, namely 41oolean functional transformers, which allows for a number
of advantages compared to traditional approaches. The described method can generate
for a given output key a range of unique input keys that satisfy the following rule: the
given hash, once applied to such input key, yields the given output key.
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VY cTaTTi OMHMCYETHCS HOBUM METOJ MOOYAOBU XEHI-TIEPETBOPEHDb ISl CTPOTOl
inenTudikanii KopuctyBadiB y cucreMi. OCOOIUBICTIO METOY € BUKOPUCTAHHS IS
fioro peamizamii iHmoro anreOpaiuHoro 6asucy, a came OyneBHX (YHKIIOHAIBHUX
MEPEeTBOPIOBAUIB, IO A€ DS MepeBar y MOPIBHAHHI 3 TPATUIIMHUMHU ITiIXOJaMH.
Meton mo03BOISIE ISl 3aIaHOTO BUXITHOTO KIIFOUA 3TEHEpPYBaTH O€3Iidu YHIKAIbHUX
BXIIHUX KJIIOUiB, IIO SKIIO JI0 HUX 3aCTOCYBAaTH 3aJaHe XelI-NEPEeTBOPEHHs, TO Oyae
OTPUMAHO BUXIJIHUHN KITIOY.

KarouoBi cioBa: kpunrorpadisi, Xem-nepeTBopeHHst, OyneBi (QyHKIIOHATBHI
NEepeTBOPIOBaUl, CTPOra iAeHTU(IKALis.
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Target setting. With the rapid development of information technologies the
demand for remote processing power and various services increased dramatically. As
the majority of such systems is commercial, this requires for an efficient strict user
identification algorithm to be developed. Such an algorithm must be both easy to use
and provide sufficient security against attacks. The key question is thus to find a
balance between the reliability of this algorithm and its ease of use.
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Actual scientific researches and issues analysis. The analysis of known
attacks on the identification systems showed that the most effective approach to
withstand such attacks is to periodically re-identify the user in the system [1]. This
implies that the method to be used for identification must have sufficient
capabilities to provide enough sessions keys for the user to use when logging into
the system [2].

Not investigated parts of the general subject. Although the matter of user
identification in the system is not new, there have been few works addressing the
usage of 42oolean functional transformations in it. The key advantage of such
transformers is that they require much less computational power compared to other
methods, and even more so with hardware implementation [3,4].

It is a known fact that 4200lean functional transformators are able to perform
the computations in one third of the usual time. As a result, the choice of 42o00lean
functional transformations for the described task is obvious.

Research objective. The objective of this paper is to prove that the new method
of hash transformations construction for strict user identification is viable and measure
its performance, i.e. the amount of unique input keys x that the system can generate
within the provided architecture for a given output key y [5].

As there are multiple ways to split the input vector into fragments, the resulting
amount of generated vectors depends on it to some degree. That is why it is important
to measure the performance for different splits of the key and find those that yield the
most input keys.

Principal statements. The basic idea of the algorithm relies heavily on the
underlying structure of the system, which is shown on Fig. 1 (for split of the key into 3
fragments). As can be seen from the figure, the system is comprised of multiple
4200lean functional transformers (each column corresponds to a single 42oolean
functional transformer). An input key flows from top to bottom, layer by layer,
resulting in an output key. The outputs of functional transformers are interconnected
with each other by the means of XOR operator.

The essence of the algorithm is as follows: for a given output key y, keep filling
the functional transformers with randomly-generated numbers from the bottom layer to
the top layer, while meeting the rules of the underlying structure. Upon reaching the
top layer a new input key is yielded. That concludes a single iteration / out of ¢ total.
Repeat the process until the 42o00lean functional transformers become saturated. End
by filling the remaining free slots of 42o00lean functional transformers with randomly
generated numbers.

If the algorithm is run for ¢ iterations of the process, it results in ¢ unique input
keys x that all, once run through the system, yield the desired output key y. The
proposed model structure provides sufficient non-linearity while keeping the overall
performance of 42oolean functional transformators.
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Fig. 1. The model structure for the split of key into 3 fragments

Testing. The purpose of testing is to find an approximate number of unique
input keys x that the algorithm is able to generate for a given output key y. The testing
was performed for different fragment size k£ and fragments amount m, so that m*k=n,
where 7 is the size (bitness) of input and output keys. Table 1 gives the summary of
the testing. As can be seen from the table, increasing the fragment size & by 1 results in
doubled amount of generated keys.

Table 1
Amount of generated input keys for a given output key
Amount of fragments m Bitness of fragment k
10 11 12 13
265 547 1102 2181
) 236 493 994 1988
10 221 452 909 1837
1 207 406 848 1702
12 193 379 789 1569

Conclusion. The study has proved that the new method based on 43o0olean
transformations is viable and can be used in user identification scenarios. It has been
further shown that this method can generate sufficient number of unique input keys for
a given output key. As the splitting of the key to be used inside the system can vary, a
comprehensive testing was conducted to reveal dependencies between the amount of
fragments and their bitness in regards to the amount of generated keys. The resulting
performance of the method is a couple of magnitudes faster than that of other
transformations based on a different underlying architecture, which confirms that the
proposed solution can outperform existing solutions.
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Future developments of the method could include experimenting with different
system structures, as there are multiple ways functional transformers could be
interconnected. Other variations of this structure could, for example, prove to be even
more resilient to attacks or render even greater performance boost.
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POSHIUMPEHA AHOTALISA

I. I. bosipuium,
O. II. MapkoBcbKuit

METO/ IOBYJOBU XELI-TEPETBOPEHD JIJIS1 CTPOI'OI
ITEHTU®DIKALIL KOPUCTYBAYIB Y CUCTEMI

AKTyaJbHICTh TeMM [OCHi/GKeHHS. 3 PpOCTOM TOIYJSIPHOCTI XMapHHUX
Oo0YHCIIeHb, IO HAJAIOTh AKUI-HEOyAb cepBiC abo TPOCTO OOYMCITIOBANIBHI
MOTYXKHOCTi, Ha TEPE/HIA IUIaH BUXOIUTH IMpoliema iaeHtudikaiii KopuctyBada y
cucteMi. Oco0irBe MicIie cepei MOXKIMBUX PIIIEHb MOCIIa€ BUKOPUCTAHHS OYJIEeBUX
HENIHIMHUX (QYHKIIOHAJFHUX MEPETBOPEHb, IO MAlOTh, IO-TEpIIe, HEOOXiTHY
BJIACTHBICTH HE3BOPOTHOCTI, 1 MO-APyre, BUKOHYIOTHCS Y JEKiLIbKa Pa3iB MIBUALIE 32
Bimomi ananoru. Lls poOora mpucBsiYeHA OMUCY HOBOTO METOAY IMOOYIOBH XElll-
MEPETBOPEHB Ta MOTO TECTYBAHHIO.

IMocTanoBka npodaeMu. 3aBIaHHSIM € HAJaHHS TaKOTO METONY iNeHTU(IKAIT
KOpHCTyBaua y CHUCTeMi, 0 OyB OM BOAHOYAC AOCTAaTHHO IIBHIKUM, IIOO CHUCTEMa
Moria oOpobnsaTH Oe3id KOpHUCTyBadiB 32 KOPOTKMX NMPOMDKOK dYacy, Ta 3 IHIION
CTOpPOHU Haj[aBajla MO>KIIUBICTH TMOBTOPHOI 1IeHTH(IKaIlli KOPUCTYBava B Il cCHCTEMI
IUTSL IPOTUCTOSTHHS aTaKaM.

AHaJi3 ocTaHHIX AocaimkeHb i myOaikamiii. Xoua mpobiema ineHTUIKAIIT
KOpHCTyBaua B CUCTEMI HE € HOBOIO, BUKOPUCTAHHS B SIKOCTI 0a3ucy (pyHKIIOHATBHIX
OyJIeBHX TEpPETBOPEHb € BIIHOCHO HOBUM. OCHOBHOIO TEPEBAroi0 Takoro 0asucy y
MeToJax iAeHTu¢ikamii € MBUAKICTH IX POOOTH y MOPIBHSAHHI 3 IHIIMMH Oa3zucamu, a
TaKOXX MOKJIMBICTH 3pYyYHOI amapaTHoi peaiizamii. AHaJi3 BiJOMHX aTak Ha CUCTEMH
inenTudikanii BHUSIBUB, MO0 HAWKpaAIIMM CIOCOOOM TMPOTHUIIi iM € TOBTOpHA
imenTudikalis KOpUCTyBaya B CUCTEMI Uepe3 JesIKUX Yac.

BujineHHss Henoc/iIKeHHMX 4YACTHMH 3arajbHoi mpodJjemu. B miii crati
OIMCY€ETHCS HOBUW METOJ TOOYIOBH XEHI-TIEPETBOPEHBb JJIsi CTPOroi imeHTHdiKarii
KOpHCTyBaua B CHCTEMI, 0 0azyeTbesa Ha OyneBUX (yHKIIOHATHHHUX MEPETBOPEHHSX,
a TaKOX TECTyBaHHs HOTO poOOTH.

IMocranoBka 3aBaaHHsi. [l 3a71aHOr0 BUXIAHOTO KJII04a y HEOOXiJHO
3r€HEPYyBAaTH SIKOMOTa OUIbIIE YHIKaTbHUX BXIJHUX KIIOYIB X, M0 SKIIO iX
MPOIYCTUTH 4Yepe3 cucreMy (HenmiHiiHe OylieBe MepeTBOPEHHS), TO OyAe OTpUMaHO
3a/laHUM BUXITHUHN KITIOY .

BukiaagenHs ocHoBHoro wmartepiaay. IloOynoBana Tta mpoanamizoBaHa
CHCTE€Ma, CTBOPEHA 3a OMMCAaHUM METOAOM. Pe3ynpTaTH TecTyBaHHsS MOKa3ayd, IO
noOya0BaHa 3a IIUM METOJOM CHCTEMa T€HEpPYy€e JOCTaTHbO BEJIMKY KUIBKICTh
VHIKaIbHUAX BXIJHHX KITIOYiB KOPHCTyBada, a TaK0)XK BUKOHYETHCS Yy JEKUIbKa pasiB
IIBUJIIIIE 32 BiZIOMi aHAJIOTH Ha 1HIIOMY anre0paiuHomy Ga3uci.
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BucnoBku. HoBuii meton crporoi imenTudikamii KopucTyBada B CHUCTEMI
nobpe cebe mMoOKa3ye Ta Ja€ 3aJ0BUIbHI PE3yJNbTaTH 3 TOYKH 30pYy KUIBKOCTI
3r€HEPOBAHMX BXIJHUX KIIOYIB Ta MBHIKOCTI poOoTu. Takum dYHMHOM, HOBeIeHA
MOXJIUBICTh Ta [IOMUIBHICTP WOTO BHUKOPHCTAHHS B CHCTeMax iIeHTUdIKaIil
KOPHUCTYBAaulB.

KarouoBi cioBa: kpunrorpadisi, Xem-nepeTBopeHHsi, OyneBi (QpyHKIIOHATBHI
NEepeTBOPIOBaUl, CTPOra iIeHTU(IKALis.



