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The relevance of the research topic.

The topic of user authentication is widespread in the sphere of web application
development and has become increasingly relevant in recent years, since the volume of
private data transmitted over the Internet increases over time.

Target setting. Nowadays we use a certain amount of different applications
and web resources, that make life easier. However, in order to receive a range of
services, we provide private information about ourselves: phone number, address,
email, bank card numbers, etc. Each user would prefer that such information be kept
confidential and nobody other than the user could access it. This problem has begun
development of various mechanisms of authorization and authentication of users. Let's
consider how modern services conduct authentication of users and leave access to
private data only to the user himself.

Actual scientific researches and issues analysis.

The source [1] addresses the issues of user authentication and describes the
authentication protocols that are common at this time.

In article [2], a method is proposed for authenticating users of computer
systems, resistant to spying attack, based on a graphic password and a gesture (move)
selected by the user, similar to the movements of chess pieces.
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The opportunity of two-factor authentication usage in the control systems and
access management on the basis of Quick Response codes with one-time passwords is
analyzed in the work [3].

Uninvestigated parts of general matters defining.

There is no system that uses an authentication method that is completely safe.
Each authorization system can be attacked and allow hackers to steal data.

The research objective.

The purpose of this article is to analyze the most popular methods of user
authentication.

The statement of basic materials.

1. Password authentication.

This method consists in the fact that the user must provide the system with a pair
of login / password that was specified during registration for successful identification /
authentication. This pair is specified when creating a user account on the system. There
are standard password authentication protocols that can be applied in web applications.

1.a. HTTP authentication.

This protocol is described in HTTP 1.0 / 1.1 and is applicable in the corporate
sphere. The principle of work is as follows:

1. When accessing an unauthorized user, the server returns the "401
Unauthorized" HTTP status and adds the "WWW-Authenticate" header with the
specified parameters and the authentication scheme.

2. When receiving such an answer from the server, the browser automatically
displays the form of entering the necessary parameters that the user can enter in order
to access the resource.

3. In all subsequent user requests for this web resource, the browser
automatically adds the HTTP header "Authorization", which transfers the data
specified by the client when authorizing.

4. The server authenticates the user according to the data from this header.

Http authentication has several different schemas that differ in security:

1. Basic - the simplest, the parameters are transmitted in the header in
unencrypted form. Relatively safe when using HTTPS.

2. Digest - is a schema where a server sends a unique "nonce" value, and the
browser sends the MD5 hash to a user's password that was calculated using the
"nonce" value. A more secure schema than Basic, but may be striked by the "man-in-
the middle" attacks. Also, this scheme is not designed to use modern hash functions to
store passwords on the server.

3. NTLM or Windows authentication - as well as Digest, based on the
challenge-response principle, in which the user password is transmitted in encrypted
form. Not an HTTP standard, but is supported by most browsers and servers. It is
mainly used to authenticate Windows Active Directory users in web applications.
Sensitive to "pass-the-hash" attacks.
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It's worth noting that when using HTTP authentication, the user does not have
the standard ability to exit the web application, except to close all browser windows.

2.Certificate authentication.

The certificate is a set of attributes that identifies the user and is signed by the
certificate authority (CA). CA acts as an intermediary, which guarantees the authenticity of
certificates. Also, the certificate is cryptographically associated with a private key, which is
stored by the certificate owner and confirms the fact of possession of the certificate.

On the client side, the certificate may be stored along with the private key in the
operating system, in the browser, in the file on the physical device. The private key is
additionally protected by the password.

Web applications traditionally use certificates X.509. Authentication with such certifi-
cates occurs at the time of connection to the server and is part of the SSL / TLS protocol.

During authentication, the server performs validation based on the following rules:

1. Certificate signed by CA.
2. The certificate has not expired.
3. The certificate shall not be withdrawn by the relevant CA.

After a successful authentication, the web application can execute an authorized
request based on the certificate parameters.

Using certificates is a much more reliable way than password authentication. In
the process of authentication, a digital signature is created, the presence of which
proves the fact of using the private key. However, problems with the distribution and
support of certificates make this method of authentication unpredictable in the sphere
of information technology.

3.Token authentication.

Tokens are created by the server, signed by a secret key and passed to the
client, who in the future uses a token for authentication. There are several standards for
web tokens. Consider the most common - JWT - JSON Web Token - a standard for
creating access tokens based on the JSON format.

The JWT Token consists of three parts:

1. Header - specifies the information needed to describe the token itself

(encryption algorithm, token type, type of content).

2. Payload - is a set of fields where user information (name, level of
access, role) is specified.

3. Signature - is generated using encryption algorithms and is calculated
based on the first two token blocks.

Tokens are divided into 2 types and perform important roles in the
authentication of users of the client-server application:

— Access token is a token that gives its owner access to secure server resources.

Usually, it has a short life time and contains additional information.

— Refresh token - this token allows clients to request new access tokens after

their lifetime ends. These tokens are issued for a long time.
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Using tokens in client-server applications:

1. The client is initially authenticated.

2. If the authentication was successful, then the server sends access and
refresh tokens to the client.

3. During subsequent queries to the server, the client uses the access
token. The server validates validity and provides access to resources.

4. If the access token is not valid, then the client sends a refresh token,
in response the server will update both tokens.

5. If the refresh token is not valid then the client must pass the initial
authentication process again.

Experiments. It was created its own authorization and authentication system
based on access tokens. The tokens, among other things, contain information about the
role of the user, which affects the reaction of the system when interacting with it.
Tokens are also used as a password encryption mechanism. They contain a hash for
the user password, which provides an alternative way to save it in a secure form.

Login frame of the created system and authentication query details are shown in
the figure 1. There are user name and password in request payload. There is token and
other technical information in the response (see fig. 2). After login user can see
landing page in the figure 3.

X Headers Preview Response Timing

I v General

Request URL: http://localhost:80880/api/auth/signin
Username Request Method: POST

Remote Address: 127.8.0.1: 8888

P asswor (1 Referrer Policy: no-referrer-when-downgrade

Lu:::rgin

Status Code: @ 200

» Response Headers (11)
» Request Headers (5)
v Request Payload view source

w {username: "admin”, password: "adminadmin"}

password: "adminadmin®
username: "admin”

A B
Fig.1. A —login frame, B — headers of authentication query

Conclusions. This article describes methods of user authenticate in web
applications that can be considered fundamental. Among all of these mechanisms,
attention was focused on token authentication. This method is more reliable than all of
the above. Access Tokens is a much safer mechanism than HTTP authentication, since
JWT is almost non-attackable and allows you to store encrypted data in a database.
Also, tokens are more practical than certificates, because they exist only during the
application works and they need not be maintained as certificates. Tokens are also the
only authentication mechanism that allows you to build an SSO (Single Sign-On)
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system, where one application allows you to switch to another without re-
authentication (like Gmail and YouTube).

X Headers Preview Response Timing

1|{"username”:"admin", "authorities”: [{"authority”:"Admin"}], “accessToken":"eyJhbGci0ilTUzUxM1i19. eylzdWIi0iIhZG1pbilsImlhdCIEMTULINg3NDE2MSWiZXhuI joxNTU20TYwNTYxfQ. SMKCELS

A
{ ¥
"username": "admin",
"authorities": [
{
"authority": "Admin"
}
1.
"accessToken": "eydhbGoiOiJIUzUxMiJd%.eyJzdWIiOiJhZGlpbiIsImlhdCI6MTUINjgzMjgxNCwiZXhwljoxNT]
"tokenType": "Bearer"
1
B

Fig.2. A — authentication response in browser tool view,
B — formatted authentication response

Signed in as admin Home \Manage users Manage landing page Manage courses L P4

New Course

Only for you!!! Master of software developing come
here and want to immerse you in the world of

development

Fig.3. Landing page of the system after login
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PO3SHINPEHA AHOTALIA
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O. B. Auemmienko

CIIOCOBU ABTEHTU®IKALII KOPUCTYBAYA
Y WEB-JIOJIATKAX

AKTyaJIbHiCTh TeMH AociifkenHsi. Tema aBTeHTH(IKAIii KOPUCTYBAYiB €
MOIHUPEHOI0 B cepi po3poOKu web-10aTKiB i B OCTaHHI POKU CTa€ BCE OUIBII
aKTyaJbHOIO, OCKUTbKH 00 €M NPHUBATHUX JaHMX, IO MEpemaroThes uyepe3 [HTepHer,
30UTBIITYIOTHCS 3 YACOM.

IloctanoBka npodjemu. B cydacHoMy CBiTI MU KOPHCTYEMOCH II€BHOIO
KUTBKICTIO 3aCTOCYHKIB Ta OHJIAWH PecypciB, sIKi CHPOIIYIOTh HAIlIe IMOBCSKICHHE
#uTTA. OfHaK Ui TOTO, MO0 OTPUMYBATH NEBHUM CIEKTP MOCIYT, MU HAJaEMO
npuBaTtHy iHpoOpMamiro mpo cebe: HOMep TenedoHy, aapecy, €JICKTPOHHY MOIITY,
HOMepH OaHKIBCHKHX KapT Tomlo. KokeH kopucTyBad BomiB Ou, o6 Taka indopmartis
3aJMmanach KOH(DiIESHIIIHOO 1 HIXTO KpiM caMOro KOPUCTyBaya HE MIr MaTH JOCTYII
no Hei. Jlana mpobnema fana mov4aTroK PO3BUTKY pI3HHX MEXaHI3MiIB aBTOpH3amii Ta
aBTeHTH(]iKaIil KopucTyBauiB. PosrisHemMo, sK Cy4yacHI CepBiCH TPOBOJAATH
aBTEHTU(IKAI[II0O KOPUCTYBAYiB 1 3QJIMINAIOTH JIOCTYI [0 TPUBATHUX JAHUX JIHIIE
caMOMy KOPHCTyBady.
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AHaJli3 ocTraHHix aocaikenb i myouaikanii. [Iporsrom octaHHIX pOKIB
3’SIBIISIETHCST BCE OlNbIIE CcTaTel, IO 30CepeKyIOTh yBary Ha HOBHX MPOTOKOJIAX i
MexaHi3Max aBTeHTH(ikamii kopuctyBada. Okpim aBTeHTHdiKawii B [HTEepHETI, cTae
MOIYJIAPHOIO TeMa 010MeTpUYHOT aBTeHTHDIKAIIi].

BuaijieHHst He0C/Ti/IKeHMX YACTHH 3arajbHoi npodaemu. Hemae Hi omHOl
cucTeMu aBTeHTHdiKalli, mo Oyna Ou moBHICTIO Oe3neyHo0. KoxHa cucrema Moxe
OyTH Bpa)XeHa aTaKkaMH 1 11€ JO3BOJHUTh XaKepaM BUKPACTH JaHi.

IMocTanoBka 3aBaaHHsA. MeTOIO AaHOI CTATTI € aHaJIi3 HAHOLIBII MOMYJISIPHAX
METO/IiB aBTEHTH(]IKAI[il KOPUCTYBaYiB.

BukiaagenHss ocHoBHOro Martepiaay. [lpoBegeHo amamiz TpPbOX METOMIB
aBTeHTH(]iKalil KopucTyBauiB. Po3riasHyTo mnpuHmmMm ix poOOTH, mepeBaru
BUKOPDHCTAaHHS Ta HENOJiKM, crnabki wmicid. HaBemenuit mpukiaa 3acTOCyBaHHS
aBTOpH3AIlii 32 JJOTIOMOTOI0 TOKEHIB HAa TOTOBOMY IIPOTPAaMHOMY ITPOJYKTi.

BucHoBku. B naniii crarri Oyno po3risHyTO crocobu aBTEeHTH(IKaIii
KOpHCTYyBauiB y web-moaTkax, ki MokHa BBakaTu (pyHnameHTansHuME. Cepen ycix
3a3HaYCHUX MEXaHI3MiB, yBary OyJo 30cepe/PKeHO Ha aBTEHTH}IKaIlii uepe3 TOKECHH.
Jlanuii cioci0 € HamidHIIKUM, HIX YCi BUINE 3a3Ha4eHi. TOKEHU MOCTYIy € Habarato
6e3neunimuM MexaHizmoM, Hixk HTTP-aBrentudikamis, ockinmekun JWT wmaibke He
mijyisrae  aTakam 1 J03BoJisie 30epiratu 3amudpoBaHi gaHi y 6a3i maHux. Takox
TOKEHH OUTHII MPAKTHYHI 3 cepTU(IKAaTH, OCKUIBKM BOHM ICHYIOTH JIMINIE Tif 4ac
poboTH momaTKy 1 iX He MOTPiOHO MiATPUMYBATH, K cepThudikaTu. TakoX TOKEHH Iie
€IMHUI MeXaHi3M aBTeHTHU(iKawii, skuii 1o3Bosie moOymyBatu SSO (Single Sign-On)
CUCTEMY, JIe OJIMH JOJAaTOK JI03BOJISIE TIEPEUTH B IHIINK O3 TOBTOPHOI aBTEHTHU (KA1
(mampuxurag Gmail 1 YouTube).

Kurouosi ciioBa: aBrenTudikaris, web-g01aTox.



