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BE3IIEKA WEB-3ACTOCYHKY

The article discusses the security issue of a web application. As a research, the
site is used. Testing is carried out at the expense of external independent resources.
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Target setting. The relevance of the security problems of WEB-applications is
that they use confidential information, as well as the company's business processes.

Issues analysis. The vast majority of external attacks on corporate information
systems are aimed precisely at the vulnerability of web applications.

Actual scientific researches. In recent years, the topic of application security
has filled a lot with hype, there are many articles, discussions, and a search for
solutions. To solve these problems, an international project on the security of WEB-
applications (OWASP) [1] was formed. Problems and their solutions using OWASP
are described in more detail in article [2]. Also, in article [3] a certified method is
described that will help developers to minimize the occurrence of holes in the
program.

Uninvestigated parts of general matters defining. There is no unified
protection against all threats and security tools are developing more slowly than
methods of application attacks.

The research objective. Investigate the types of threats and check for these
threats’ web application.

The statement of basic materials. A WEB application is a client-server
application, where the client is a browser that displays the user interface, generates
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requests to the server, and processes responses from it. And the server part is a WEB-
server that processes customer requests. The interaction between the client and the
server, as a rule, is carried out via the HTTP protocol [4]. The architecture of WEB
applications has three levels [5], which are shown in Figure 1.

‘ CLIENT H WEE-SERVER H DATABASE

Fig. 1. Web application architecture [6]

In connection with the rapid growth of the popularity of information
technologies, recommendations have emerged among developers to ensure the security
of WEB applications, which resulted in a project called: The Open Web Application
Security Project (OWASP).

OWASP is an open source WEB application security project that includes
corporations, educational organizations and individual developers who together form
articles, recommendations and tutorials that are freely available and recommended
when developing WEB applications.

OWASP Top 10 Application Security Risks — 2017 [7]

o A1:2017-Injection

o A2:2017-Broken Authentication

o A3:2017-Sensitive Data Exposure

o A4:2017-XML External Entities (XXE)

o A5:2017-Broken Access Control

. A6:2017-Security Misconfiguration

o A7:2017-Cross-Site Scripting (XSS)

o A8:2017-Insecure Deserialization.

. A9:2017-Using Components with Known Vulnerabilities.
o A10:2017-Insufficient Logging and Monitoring.

Experiments. We are exploring the site [8] of the "Department of Computing
Engineering", National Technical University of Ukraine "Igor Sikorsky Kyiv
Polytechnic Institute" for safety.

Warnings
This site was served over HTTP and did not redirect to HTTPS.
Fig.2. Test from the SecurityHeaders.io service [9]

Security misconfiguration is the most commonly seen issue. This is commonly a
result of insecure default configurations, incomplete or ad hoc configurations, open cloud
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storage, misconfigured HTTP headers, and verbose error messages containing sensitive
information. Not only must all operating systems, frameworks, libraries, and applications
be securely configured, but they must be patched/upgraded in a timely fashion.

Redirection X -20 Does not redirect to an HTTPS site

Referrer Policy —_ o Referrer-Policy header not implemented (optional)

Subresource Integrity (SRI) not implemented, but all scripts are loaded from a

Subresource Integrity - o .

X-Content-Type-Options X -5 X-Content-Type-Options header not implemented
X-Frame-Options p 4 -20 X-Frame-Options (XFO) header not implemented
X-XSS-Protection X -10 X-XSS-Protection header not implemented

Fig.3. Test from the Observatory by Mozilla service [10]

Redirections. Sites that listen on port 80 should only redirect to the same
resource on HTTPS. Once the redirection has occurred, HSTS should ensure that all
future attempts go to the site via HTTP are instead sent directly to the secure site.

Referrer Policy. When a user navigates to a site via a hyperlink or a website
loads an external resource, browsers inform the destination site of the origin of the
requests through the use of the HTTP Referrer (sic) header.

X-Content-Type-Options is a header supported by Internet Explorer, Chrome
and Firefox 50+ that tells it not to load scripts and stylesheets unless the server
indicates the correct MIME type. Without this header, these browsers can incorrectly
detect files as scripts and stylesheets, leading to XSS attacks

X-Frame-Options is an HTTP header that allows sites control over how your
site may be framed within an iframe. Clickjacking is a practical attack that allows
malicious sites to trick users into clicking links on your site even though they may
appear to not be on your site at all.

X-XSS-Protection is a feature of Internet Explorer and Chrome that stops
pages from loading when they detect reflected cross-site scripting (XSS) attacks.

Check #11 - Check XSS via request URI

Check XSS via REQUEST _URI on port 80
Seems website is | netwulnerable to XSS attacks via REQUEST URI

Check #13 - Check XSS via HOST header (IE only 5-10)

Seems target is | notwulnerable to XSS attack via HOST header

Fig.4. Test from the service One button scan [11]
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XSS flaws occur whenever an application includes untrusted data in a new web
page without proper validation or escaping, or updates an existing web page with user-
supplied data using a browser API that can create HTML or JavaScript. XSS allows
attackers to execute scripts in the victim's browser which can hijack user sessions,
deface web sites, or redirect the user to malicious sites.

Conclusions of experiments. This web application is not properly secure.
According to the test results, the average safety rating is “F”’.

Conclusions. The article reviewed a list of popular threats. The site of the
department was also checked for safety. From the research it is clear that the site is not
reliable and needs to be improved. OWASP can help find and fix flaws.
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PO3IINMPEHA AHOTALIA
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BE3IIEKA BEBb 3ACTOCYHKY

AKTyaJbHICTh TeMH AOCJiIKeHHsl. AKTyaJbHICTh mHpobiem Oe3mneku BeO-
3aCTOCYHKIB TPEICTABISETHCS B TOMY IIO0 B HUX BUKOPHCTOBYETHCS KOH(IiICHIIIITHA
iHpopmarlis, a TakoX 3AIMCHIOIOTbCA Oi3Hec-mporecH kommanii. Jlama pobota
MPUCBSIUEHA 3aXHCTy Ta TECTYBAHHIO caMe CalTy KadeIpH, OCKUJIbKMA KOXHa y4OoBa
CTPYKTypa MOBMHHA MaTH TOOPHIA 3aXHUCT.

IMoctanoBka mnpodjemu. IlepeBakHa OinbIIiCTh 30BHIMIHIX aTaKk Ha
KOpropaTuBHI  iHQOpMaliifHI CHUCTEeMHM HaLIJeHI caMe€ Ha Ypa3lIuBOCTI BeO
3aCTOCYHKIB.

AHaJli3 ocTraHHix aocaikenb i myouaikanii. [Iporsrom octaHHIX pOKiB
3’SBIIIETHCS BCE OUIBINE CTaTe NMPUCBAYEHUX 3aXHCTy BeO 3aCTOCYHKY, 30KpeMa,
3aBISKA TIOSBI HOBUX METOAIB OyB c(hOpMOBaHMI MDKHAPOJHHA TPOEKT TIO
3abe3neuenHio Oesmexkn BeO 3actocyHkiB (OWASP). [lpore migxomm [0 HOUIYKY
BIIKPUTHX YaCTHH U1 B 3JIOMy HE MOXJIMBO BHBYMTH JIOCKOHAJIO TaK SK HEMae
€IMHOTO 3aXHCTY.

BuaijieHHsl HeZOCJTiIKeHMX YacTHH 3arajbHoi mnpodJjemu. Jlana craTTs
MPUCBSYCHA BUBUYCHHIO Ta aHAJI3y 3alpOTOHOBAHUX MiIXOMIB JUISA TIONIYKY 3arpos,
30KpeMa Ha MPUKIIal 3aCTOCYHKY OJHOTO y400BOrO 3akiaay. Hemae enuHOTo 3aXuCTy
BiJl yCiX 3arpo3 i Oe3mexa He PO3BUBAETHCA 3 BETMKOIO MIBUKICTIO.

IlocTanoBKka 3aBJAaHHA. 3aBJaHHSIM € JOCIIAUTH TUIIU 3arpo3 1 MEPEeBIpUTH 111
3arpo3u Ha BeO 3aCTOCYHKY.

BukiagenHs ocHOBHOro matepiaJy. [IpoBeneHo anaii3 3arpo3 Ta TeCTyBaHHS
BeO 3acToCyHKy. OmHMCaHO PEUTHHI TMOIMYJSPHUX Ta aKTyaIbHUX CIIOCOOIB B 3JI0MY
caiiTy. 3 TeCTyBaHHS 3aCTOCYHKY BHUJIHO IIIO BiH HE HaIHHIA.

BucHoBok. IIpoanamizoBano BeO 3aCTOCYHOK Ha MOPSAOK 3arpo3 3a
JIOTIOMOTOI0 Pi3HMX He3alexHuXx BeO pecypciB. [limxim mokazaB cebe mobpe Ta
MoKa3aB BPa3nuBicTh caiiTy. HaBeneHi pe3ynbTaTi eKCIIEpUMEHTIB Ta aHaJIi3 3arpo3.

Kurouosi cioBa: OWASP, caiir, 3arposa, XSS, 6e3nexa.



