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3AI'PO3M BE3IIEKHN
B XMAPHUX CUCTEMAX TA IIJIAXHU IX YHUKHEHHSA

VY poboTi po3risgaeTsecs mpodiema 3arpo3 0e3MeKu JaHuX, SKUMH ONepYIOTh
JOJATKA Ta CEpPBICH, MO MPAIIOIOTh B XMApHUX CHCTEMax, a TAaKOX JaHMX, 5Kl
oe3mocepeIHLO 30epiraloThCsi B XMAapHUX CXOBHINAX JIAHUX. BHUIUIAIOTHCS OCHOBHI
BU/IU 3aTP03 Ta HABOAATHCS PEKOMEHAITT MO0 iX MiHIMI3alIii.

KaouoBi ciaoBa: xmapHi  cuctemMu, KommpomeTtaris — npanux, IT-
iH(ppacTpyKTypa, Kibeparaka.
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The article deals with the problem of data security threats that is managed by
applications and services running on cloud systems, as well as data that is directly
stored in cloud storage repositories. In the scope of this article the main types of
threats and recommendations for their minimization are described.
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AKTYaJIBbHICTh TeMH AOCJTIAKeHHsl. 3 OrJsy Ha Te, K XMapHI CUCTEMH 3
KOXXHUM JIHEM CTalOTh BCE OUIBII MOIMIMPEHUMH 1 BCE OLIbIIE JIFOJIEH KOPUCTYIOThCS
takumu cepBicamu sik Google Drive, Dropbox, Amazon Drive, Microsoft OneDrive,
MOCTa€ MUTAHHS Oe3MeKH X BUKOPUCTAHHS. AJDKE 3 KOKHUM JHEM 3 SIBIISIETHCS BCE
OutbIe 1HGOpPMAIT PO MPENeACHTH KPaIKKU MePCOHANBHUX JaHuX Ta (aiimis, 110
30epirajJuch B XMapHHUX CHCTEMax, OJHUM 3 SIKUX € araka Ha akayHT Tesla B xmapi
Amazon Web Services. Taki BUMaJKu 3MyIIyIOTh CyMHIBaTHCS B O€3Melll BUKOPUC-
TaHHSI XMapHUX CHCTEM.

ITocTanoBka mpodJjemu. XMapHi poBanepu, cepea sIKux € Taki cBitoi IT-
rirantu sik Google, Microsoft, Amazon, CTBOPIOIOTh CBOi CHCTEMH JyXKe JOCTYITHUMHU
K [ 3BUYAHOTO KOpHUCTyBaya, TaK 1 /I TPaHCHAIIOHAJIBHOI KOpIOpaIlii.
A BenuYe3Ha KUIBKICTh JaHUX, SKI PO3MINIYIOTBCS B XMapHUX CHCTEMaxX, POOUTH iX
MpUBaOIMBOIO IIIJIFO IS XakepiB. Y Il poOOTI pO3TIANAOThCA M'SATh HAKWOIIBII
MOIIUPEHUX 3arpo3 Oe3NeKH, 3 SIKUMHU KIHIIEBHM KOPUCTYBa4 MOXKE 3ITKHYTHCS TMPHU
30epiraHHi JaHUX Ha XMapi, a0 K XOCTHUHTY Ha Hill TpOrpaMHUX JOJaTKIB.

AHaTi3 ocTaHHiX aocaiTkeHb i myOuaikamiii. B 3B'I3ky 3 pocTOM KUJIBKOCTI
BUIIAJIKIB BTPATH JIaHUX B XMApHHUX CHUCTEMaXx, 3'BIISIE€ThCSA BCe OUIBIIE TOCHIKEHb B
i 00yacTi Ta HAyKOBUX IMyOuiKalii. 30KkpeMa, MPOBIIHY POJb Y TaKUX JOCITIIKCH-
Hsax npuiiMae Cloud Security Alliance (CSA) — HekomepIiiiiHa opraHi3ailis, 110 3ai-
Ma€eThCsl TPOCYBAHHSAM HaWKpaIuX MPaKTHYHUX 3aCO0IB Ta peKOMEHIAIl B po3po0ili
cucteM Oe3neku Ha BCix piBHAX IT-iHPpacTpykTypH.

BujisieHHsi HeIOCTiIKeHMX YaCTHH 3arajbHoi mpodsemu. J[ana pobota
NPUCBSIUEHA BUBYCHHIO Ta aHAJi3y HAMOLIBII MOMIMPEHUX 3arpo3 Oe3MeKd B XMapHHUX
cucreMax. JlocnimkeHHs: chOKYyCOBaHO Ha BUBUEHHI 3arp03 Ta CIIOCOOIB 1X YHUKHECHHS.

IMocTanoBka 3aBaaHHs.BuszHauntu HalOUIbII PO3MOBCIOKEHI BHUIM 3arpo3
0e3MeKu B XMapHHUX CUCTeMax Ta cHopMyTIOBaTUPEKOMEH ALl MIOJ0 3aXUCTy B HUX
JaHUX.
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BukiageHHss ocHOBHoro Marepiaiay. PosrmsHemo 1m’ATh  HaOLIBII
PO3MOBCIO/KEHHX 3arpo3 OE3MeKH B XMapaxX Ta HaBeJIEMO METO/I X YCYHECHHS.

3arposza Ne 1: Bpasznusicts APl xmMapHHX cepBiciB.

binprricte xMapHUX cepBICiB 1 JOMAaTKIB BUKOpUCTOBYIOTH API nnst B3aemomii 3
IHIIMMH XMapHUMU city)k0amu. B pesynbrari 6e3neka API-intepdeiiciB 6e3mnocepeiHpo
BIUIMBAE HA OE3MeKy XMapHUX CEPBICiB. BibIll TOTO, MOKIIMBICTh 37I0MY 30LTBITYEThHCS,
KOJIM KOMITaH11 HaIal0Th CTOPOHHIM KOpUCTyBadam joctyn 10 APIL

Ha cporomHimHii JeHb BXE CTAIM CTaHJAApTaMH TEXHOJIOTIi it Oe3medHol
nepenadi ganux, Taki sk OAuth, OpenID Connect, SAML Ta inmi. Po3poGHuku
(GpeiiMBOPKIB aKTUBHO BIPOBAKYIOTh III CTAHIAAPTH B CBOi MPOAYKTH, yCYBalOYu
HEOOXITHICTB ISl po3poOHHKIB APl camMuM HamamroByBaTH CBOI CHCTEMH Ha BIATIOBIJI-
HICTh ITUM cTaHjapram. [Ipore, He3Bakarouu Ha Iie, JI0C1 KOXKEH 3 po3pobneHux API
MOXKYTb OYTH BY3bKHUM MICIIEM B MUTAHHSX JOCTYITHOCTI, KOH(DIICHITIHHOCTI, IUJIICHOCT1
Ta Oe3reku. Y TIPIIOMY BHUIIAJKY II€ MOKE MPHUBECTH 10 TOTo, IO Oi3HEC BTPATUTh
KOH(IIeHIIIHY 1HpOpMaIlifo, TOB'sI3aHy 3 iX KII€HTaMH 1 IHIIMMHA CTOPOHAMH.

3riqHo CSA, kparmuii croci6 3axucTuTu cede BiJ TaKOi 3arpo3Hu - 11 BIIPOBAJI-
JKEHHS JIOJATKIB 1 CHCTEM MOJICITIOBAHHS 3arpo3 B JKUTTEBUH ITUKI Po3poOKkH. Takoxk
CSA pexomeHaye opraHizyBaTu KOHTPOJIb AOCTYIY, BUKOPHCTOBYBATH 1HCTPYMEHTH
3aXHCTY 1 paHHBOT'O BUSBIICHHS 3arpo3 [1].

3arposa Ne2: Araku Ha BigMOBY B o0cityroByBanHi (DDoS).

Ataku DDoS 3arpoxyroTh KOMITHOTEPHHM MEpeXam BXKE JOCUTb TPUBAIHI
nepios; Yacy, OJHaK XMapHI TEXHOJIOrii 3poOwin ix Outein mommpenumu. Lli ataku
CTUMYJIIOIOTh ~ BEJIUKY TOTYXKHICTh OOpoOKM 1 BIUIMBalOTh HAa  JOCTYIHICTB,
MPOAYKTHUBHICTh 1 MIBUIKOMII0 XMapHUX cucTeM. Haiiripie Te, 1o mmij 4yac Takoi aTaku
HEMOYKJIMBO HIYOTO 3pOOHUTH IS 11 yCyHeHHS. ToMy, SIK TUIBKH 1€ CTAHEThCS, HIYOTO HE
3aJIMIIAETHCS POOHMTH, 32 BUHATKOM TOTO, MO0 CHJITH 1 YeKaTH. 3BHYANWHO, TaKOX
JIOBEJICThCSl 3aIUIATUTH 32 JIOJIATKOBE HABAHTAXXCHHS, BHUKIMKAHy aTakow, 5Ka, B
3aJIC)KHOCTI BiJT pIBHS CEPHO3HOCTI, MOYKE MPU3BECTH JI0 3HAYHUX (DiHAHCOBHX BTpaT [2].

Binpmricts cydacHUX XMapHUX CEPBICIB MAOTh CUCTEMH 3aXUCTy Big DDoS-ataxk,
IIPOTE BOHU HE JTaIOTh a0COIOTHOI rapanTii. ToMy, Kpalum criocoOoM 3armo0irTy Takii
aTarll € MPOBEJICHHS PETYJISPHUX MEPEeBIPOK OE3MEKH ISl BUSIBICHHS BPA3JIUBOCTEH 10
DDoS-arak, a Takox HalamTyBaHHs €(EKTUBHOI CHCTEMH OOMIHY KPUTUYHUMU
pecypcami 3 aaMiHICTpaTOpaMHu Uit CBOEYACHOTO CIIOBIIIEHHS PO 3arpo3y.

3arpo3za Ne3: Kommpomeraiiist 0011KOBHX 3amUCiB 1 00Xi ayTeHTHdIKAITi.

Taka 3arpo3a OOyMOBITIOETHCSI HEHAJIMHICTIO TApoJiiB 3 OOKy KOPHCTYBadiB,
a00 HEHaJIMHICTIO CUCTeMH ayTeHTHdikarii 3 OOKy MpoBaiiiepa XMapHOTO CEpBiCy.
Jpyra npudnHa € OUTbII CepHO3HOI0 MPOOIEMOI0, aJKe SIKIO YIPABIIHHS KI0YaMu
mudpyBaHHS 1 cepTudikaTaMu BiIOYBAEThCSA HEHAJIC)KHHUM YUHOM, TO TIiJ 3arpo3y
BUTOKY TEPCOHAIBHUX JaHUX Ta KOH]iAeHIIHHOI iH(OpMaIli MOTparuisitoTh BCi
KOpHUCTyBaui cepBicy. KpiM TOro, Ha KOpIoOpaTHBHOMY pIiBHI OpraHizailii HepiJKo
CTHUKAIOTHhCSI 3 MpoOJIeMaMu YIpaBIiHHS MpaBaMU Ta JI03BOJAMH, KOJIH KIHIIEBUM
KOpPUCTyBayaM MPU3HAYAIOTHCS 3HAYHO OUIBINI TMOBHOBa)XCHHS, HIXK B JIMCHOCTI
HeoOxiaHO. [IpobrmeMa 3ycTpidaeThbes 1 TOJI, KOJM KOPUCTYBa4 MEPEXOIUTh HA 1HIITY
mocajay B paMKax KommaHii a0o 3BUIbHAEThCA. SIK MpaBWIIO, Majo XTO MOCIIIIAE
aKTyasi3yBaTH IpaBa Ha JOCTYM 3T1HO 3 HOBUMH POJISIMU KOpHCTyBaua. B pesynbrari
BHHUKA€ HEKOHTPOJIbOBAHE By3bKE MicIle B Oe3melli.
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Bimomo, mo Hai0inbn 30MTKOBUM BUTOKOM JaHUX 3a OCTaHHI 5 pOKIB cTaya
aTaka 3 METOI0 BHKpaJeHHs iJeHTU(]iKariiHux maHux KiieHTiB Anthem Insurance.
Ataky ominmiu B 10 GamiB 3a IHaeKcoM KpUTUYHOCTI, € OyJIO CKOMIPOMETOBAHO
moHa 80 MUIBIOHIB O0JIIKOBUX 3aIIUCIB.

[I{omo 3arpo3u komrpomerairii nanux, CSA peKoMeH/Iy€e BUKOPHUCTOBYBATH:
MexaHi3Mu OaraTopakTopHOi ayTeHTH(IKaIIii;
0JIHOPA30Bi1 MapoJIi;

TOKEHU;
CMapT-KapTH;

e USB-xuiroui.

Ile mM0O3BONHUTH 3aXWUCTUTH XMapHI CEPBICH, OCKUIBKH 3aCTOCYBaHHS BHIIEC
HaBEJICHUX METO/IIB YCKIIQIHIOE IMPOIeC KOMITPOMETAIIii ITapoJIiB.

3arposa Ne4: [1inpoBi KibepaTakm.

Ha croromnimuiii AeHh XMapHi CUCTEMH € JIOCUTh CTIHKHUMH JI0 TaKOTO POIY
aTak, aJDKe 3a JaHUMH JociipkeHb Cisco, KiOep3IOUHHIII IIe HE BOJIOIIIOThH JOCTATHIM
HAO0OpOM IHCTPYMEHTIB Juisi OOXOJy Cy4YacHHUX cHCTeM ImudpyBaHHs, sKi
BUKOPUCTOBYIOTHCSI TIpOBaiifiepamu, abo 3k s iX 00XO0ay MOTpiOHI KOJIOCATbHI
pecypcu. TUM He MEHIN, 3arpo3a IUIbOBOI KiOepaTakd HE BUKIIOYCHA HABITh IS
HAWOIUIBII CydyacHUX CHCTEM, Cepel SIKUX HalOUIbIl Bpa3MBUMH € XMapHi SaaS-
cepsicu (Software as a Service), 1e KOpUCTYBau HE KOHTPOJIIOE HIUOTO, OKPIM BJIACHUX
nanux. binem Oe3neunmmu € laaS-cepBicu (Infrastructure as a Service), ne
KOPHCTYBay Ma€ MOXJIMBICTh CAaMOCTIHHO CIIAKYBAaTH 32 pIBHEM O€3MEKH JaHUX Ta
BCTAHOBJIIOBATH 3aCO0U X 3aXUCTY.

Bapro 3a3HauuTH, 10 Y BUMNAJAKY, SKIIO 3JIOBMUCHUKY BJajOCh 3aKpIIUTH
BJIACHY TPHUCYTHICTh B IIIJIbOBIM 1H(PpPACTPyKTypi, WOro BHSBJICHHS CTa€ JIOBOJI
CEpHO3HUM Ta BaYKKUM 3aBIaHHSM.

CSA pekoMeHIye NMpPOBOJUTH CIIEIiali30BaHe HAaBUaHHS CIIBPOOITHHKIB I10
pO3Mi3HABAaHHIO METOJIIB 3JJOBMHCHWKA, BUKOPHUCTOBYBATH PO3IIMPEHI 1HCTPYMEHTH
0e3MeKu, BMITH MPAaBUIBHO YIPABIATH MPOIECAMU, 3HATH PO TUTAHOBI BiAMOBIIHI JTii
Ha IHIIMJCHTH, 3aCTOCOBYBAaTH NPO(DUIAKTHYHI METONW, IO IiJBUIIYIOTH PIBEHb
oesmneku iHpacTpykTypH [1].

3arposa Ne5: Pusuku, moB’s3aHi 31 37T0BXKUBAHHSIM XMapHUMU CEpBiCaMHu.

XMapy MOXYTh BUKOPUCTOBYBATHUCS JICTITAMHUMH 1 HEJICTITHAMHUMH OpTaHi3a-
issMU. MeTa 0CTaHHIX - BHKOPUCTOBYBATH XMapHI PECYPCH IS 3AIMCHEHHS 3JT0BMHC-
HUX Aii: 3amycky DDoS-atak, BiAnpaBku cramy, MOMIUPEHHS MIKiIJTUBOTO KOHTEHTY
ta iHme. [locradaspHUKaM TMOCIYyT BKpail Ba)JIMBO BMITH PO3II3HABATH TaKHX
YUYaCHHKIB, JIJI1 YOTO PEKOMEH]Iy€ThCS JICTATBHO BUBYATH TpadikK i BUKOPHCTOBYBATH
IHCTPYMEHTH MOHITOPUHTY XMapHHUX CEPEIOBHIII.

[lle oaHi€r0 MPUYMHOTO ISl TAKKX 3arp03 € MIOBHA MITrpallisi JaHuX KOPIOpaTHuB-
HOT CHCTEeMH JI0 XMapHUX cepBiciB. YacTo opranizailii iIrHOpyOTh pU3UKH, IKI MOXKYTh
OyTH 3aBIaHi 4Yepe3 BPa3IUBOCTI XMapHHUX CUCTEM, HE CTBOPIOIOYH BJIIACHUX CHCTEM
pe3epByBaHHS. SIK pe3ysibTaT, BUHUKAE HEAOTPUMAaHHS KOHIIEHIII CerMEHTYBaHHS
MEpexKi, 110 MOKE MPHU3BECTH 1O MOBHOI BTPATH NAHUX IMPHU MEPIIid KE MOMUIIT
poboTH XMapHOi cucTeMu abo ararli Ha Hei [3].

CSA pexoMeHIye BUKOPHCTOBYBATH CTPATETi0 «Oe3MeKH B TITMOUHY», BIIPOBA-
JOKYBaTH MeXaHi3Mu O0aratoakTopHoi ayTeHTU(IKaIlli, CHCTEMU BUSBJICHHS BTOPTHE-
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Hb, IOTPUMYBATHUCS KOHIICTII1 CErMEHTYBAHHS MEPEXKi 1 MPUHIUITY HAJaHHS HAaMEH-
IIMX TPUBLIEIB.

BucHoBku. CydacHi XMapHi CUCTEeMH € HOBUM eTanoMm po3ButTky IT-indpa-
CTPYKTYPH 1 BXK€ ChOTO/IHI MIOCTYIIOBO BUTICHSIFOTh 3 PUHKY CTapIili MIOKOJIIHHS CUCTEM
30epiraHHs JaHWX Ta XOCTHUHTY JIOJIaTKIB 3a pPaxyHOK HAJaHHS KOPUCTyBadam
MHUTTEBOTO JOCTYIy JO IIMPOKOTO CHEKTPY pecypciB i gomatkis. [Ipore, BakimBO
nam'siTaTH, 110 BCi XMapHi MpoBaiiepu MalOTh BPA3IUBI MICIs Ta HECYTh MOTEHITIHHI
3arpo3u KopuctyBadam. OpHaK, Ii 3arpo3d MOXKHA MIHIMI3YBaTH, JOTPUMYIOUYUCH
BHUIIC HABEJCHUX PEKOMEH/IAIlIN.
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SECURITY THREATS IN CLOUD SYSTEMS
AND WAYS OF THEIR DESTRUCTION

Relevance of research topic. Considering how cloud systems become more
common every day, the data security issues that is stored on them become more actual.
More and more people use services such as Google Drive, Dropbox, Amazon Drive,
Microsoft OneDrive and others to save and access their files in an easy way. However,
more and more information about the precedents of theft of personal data and files
stored in cloud-based systems appears every day, one of which is the attack on the
Tesla account in the Amazon Web Services cloud. Such cases make it doubt the safety
of cloud systems.

Formulation of the problem. Cloud providers, among which there are such
global IT giants as Google, Microsoft and Amazon, create their systems very
affordable for both the ordinary user and the multinational corporation. And the huge
amount of data stored in cloud systems makes them an attractive target for hackers.
This article discusses the five most common security threats that an end-user may face
when storing data on a cloud, or host software applications on it.

Analysis of recent research and publications. Due to the growing number of
cases of data loss in cloud systems, more research in this area and scientific
publications are emerging. In particular, the Cloud Security Alliance (CSA), a
nonprofit organization dedicated to promoting best practices in developing security
systems at all levels of the IT infrastructure, takes on the leading role in such research.

Selection of unexplored parts of the general problem. This article is devoted
to the study and analysis of the most common security threats in cloud systems. The
research focuses on the study of threats and ways to avoid them.

Setting objectives. Identify the most common types of threats and describe
how to protect your data.

Presentation of the main material. The analysis and definition of the 5 most
common security threats in the clouds were conducted, as well as methods and tools
for their elimination.

Conclusions. Modern cloud systems are a new stage in the development of IT
infrastructure and are now gradually replacing older generations of storage and hosting
systems from the market by providing users with instant access to a wide range of
resources and applications. But it's important to remember that all cloud providers
have vulnerabilities and potential threats to users. However, these threats can be
minimized by following the above recommendations.

Key words: cloud systems, data compromise, IT-infrastructure, cyberattack.



