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7KH�DUWLFOH�GHDOV�ZLWK� WKH�SUREOHP�RI�GDWD�VHFXULW\� WKUHDWV� WKDW� LV�PDQDJHG�E\�

DSSOLFDWLRQV� DQG� VHUYLFHV� UXQQLQJ� RQ� FORXG� V\VWHPV�� DV� ZHOO� DV� GDWD� WKDW� LV� GLUHFWO\�
VWRUHG� LQ� FORXG� VWRUDJH� UHSRVLWRULHV�� ,Q� WKH� VFRSH� RI� WKLV� DUWLFOH� WKH� PDLQ� W\SHV� RI�
WKUHDWV�DQG�UHFRPPHQGDWLRQV�IRU�WKHLU�PLQLPL]DWLRQ�DUH�GHVFULEHG��
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KWWSV���GRZQORDGV�FORXGVHFXULW\DOOLDQFH�RUJ�DVVHWV�UHVHDUFK�VHFXULW\�JXLGDQFH�VHFXULW\�
JXLGDQFH�Y��),1$/�SGI��

���$OL�0��6HFXULW\�LQ�FORXG�FRPSXWLQJ��2SSRUWXQLWLHV�DQG�FKDOOHQJHV��
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2G\QHWV�7HWLDQD���
2VWDSFKHQNR�.RQVWDQWLQ�
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5HOHYDQFH� RI� UHVHDUFK� WRSLF��&RQVLGHULQJ� KRZ� FORXG� V\VWHPV� EHFRPH� PRUH�
FRPPRQ�HYHU\�GD\��WKH�GDWD�VHFXULW\�LVVXHV�WKDW�LV�VWRUHG�RQ�WKHP�EHFRPH�PRUH�DFWXDO��
0RUH�DQG�PRUH�SHRSOH�XVH�VHUYLFHV�VXFK�DV�*RRJOH�'ULYH��'URSER[��$PD]RQ�'ULYH��
0LFURVRIW�2QH'ULYH�DQG�RWKHUV�WR�VDYH�DQG�DFFHVV�WKHLU�ILOHV�LQ�DQ�HDV\�ZD\��+RZHYHU��
PRUH� DQG� PRUH� LQIRUPDWLRQ� DERXW� WKH� SUHFHGHQWV� RI� WKHIW� RI� SHUVRQDO� GDWD� DQG� ILOHV�
VWRUHG� LQ� FORXG�EDVHG� V\VWHPV� DSSHDUV� HYHU\� GD\�� RQH� RI�ZKLFK� LV� WKH� DWWDFN� RQ� WKH�
7HVOD�DFFRXQW�LQ�WKH�$PD]RQ�:HE�6HUYLFHV�FORXG��6XFK�FDVHV�PDNH�LW�GRXEW�WKH�VDIHW\�
RI�FORXG�V\VWHPV��

)RUPXODWLRQ� RI� WKH� SUREOHP��&ORXG� SURYLGHUV�� DPRQJ�ZKLFK� WKHUH� DUH� VXFK�
JOREDO� ,7� JLDQWV� DV� *RRJOH�� 0LFURVRIW� DQG� $PD]RQ�� FUHDWH� WKHLU� V\VWHPV� YHU\�
DIIRUGDEOH�IRU�ERWK�WKH�RUGLQDU\�XVHU�DQG�WKH�PXOWLQDWLRQDO�FRUSRUDWLRQ��$QG�WKH�KXJH�
DPRXQW� RI�GDWD� VWRUHG� LQ� FORXG� V\VWHPV�PDNHV� WKHP� DQ� DWWUDFWLYH� WDUJHW� IRU�KDFNHUV��
7KLV�DUWLFOH�GLVFXVVHV�WKH�ILYH�PRVW�FRPPRQ�VHFXULW\�WKUHDWV�WKDW�DQ�HQG�XVHU�PD\�IDFH�
ZKHQ�VWRULQJ�GDWD�RQ�D�FORXG��RU�KRVW�VRIWZDUH�DSSOLFDWLRQV�RQ�LW��

$QDO\VLV�RI�UHFHQW�UHVHDUFK�DQG�SXEOLFDWLRQV��'XH�WR�WKH�JURZLQJ�QXPEHU�RI�
FDVHV� RI� GDWD� ORVV� LQ� FORXG� V\VWHPV�� PRUH� UHVHDUFK� LQ� WKLV� DUHD� DQG� VFLHQWLILF�
SXEOLFDWLRQV� DUH� HPHUJLQJ�� ,Q� SDUWLFXODU�� WKH� &ORXG� 6HFXULW\� $OOLDQFH� �&6$��� D�
QRQSURILW� RUJDQL]DWLRQ� GHGLFDWHG� WR� SURPRWLQJ� EHVW� SUDFWLFHV� LQ� GHYHORSLQJ� VHFXULW\�
V\VWHPV�DW�DOO�OHYHOV�RI�WKH�,7�LQIUDVWUXFWXUH��WDNHV�RQ�WKH�OHDGLQJ�UROH�LQ�VXFK�UHVHDUFK�

6HOHFWLRQ�RI�XQH[SORUHG�SDUWV�RI�WKH�JHQHUDO�SUREOHP��7KLV�DUWLFOH�LV�GHYRWHG�
WR�WKH�VWXG\�DQG�DQDO\VLV�RI�WKH�PRVW�FRPPRQ�VHFXULW\�WKUHDWV�LQ�FORXG�V\VWHPV��7KH�
UHVHDUFK�IRFXVHV�RQ�WKH�VWXG\�RI�WKUHDWV�DQG�ZD\V�WR�DYRLG�WKHP�

6HWWLQJ� REMHFWLYHV�� ,GHQWLI\� WKH� PRVW� FRPPRQ� W\SHV� RI� WKUHDWV� DQG� GHVFULEH�
KRZ�WR�SURWHFW�\RXU�GDWD�

3UHVHQWDWLRQ�RI�WKH�PDLQ�PDWHULDO��7KH�DQDO\VLV�DQG�GHILQLWLRQ�RI�WKH���PRVW�
FRPPRQ�VHFXULW\� WKUHDWV� LQ� WKH�FORXGV�ZHUH�FRQGXFWHG��DV�ZHOO�DV�PHWKRGV�DQG� WRROV�
IRU�WKHLU�HOLPLQDWLRQ�

&RQFOXVLRQV��0RGHUQ�FORXG�V\VWHPV�DUH�D�QHZ�VWDJH�LQ�WKH�GHYHORSPHQW�RI�,7�
LQIUDVWUXFWXUH�DQG�DUH�QRZ�JUDGXDOO\�UHSODFLQJ�ROGHU�JHQHUDWLRQV�RI�VWRUDJH�DQG�KRVWLQJ�
V\VWHPV� IURP� WKH�PDUNHW� E\� SURYLGLQJ� XVHUV� ZLWK� LQVWDQW� DFFHVV� WR� D� ZLGH� UDQJH� RI�
UHVRXUFHV� DQG� DSSOLFDWLRQV�� %XW� LW
V� LPSRUWDQW� WR� UHPHPEHU� WKDW� DOO� FORXG� SURYLGHUV�
KDYH� YXOQHUDELOLWLHV� DQG� SRWHQWLDO� WKUHDWV� WR� XVHUV�� +RZHYHU�� WKHVH� WKUHDWV� FDQ� EH�
PLQLPL]HG�E\�IROORZLQJ�WKH�DERYH�UHFRPPHQGDWLRQV��
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