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3AXO/IY BE3IIEKH B CUCTEMAX 3 IHTEPHETY PEUEM

VY naniii poOOTI pO3rIsAacThesl MpobdieMa Oe3NeKu NaHUX, SIKUMHU ONepyIOTh
npuctpoi B loT-cucremax, a TakoX MPOMOHYIOThCS 0a30Bi NPUHIMUIN MO0
MPOEKTYBaHHsI, po3poOku Ta inTerpaii loT-nmpomykTiB Ay po3poOHUKIB, BEHIIOPIB Ta
KIHIIEBUX KOPUCTYBAYiB TAKUX MMPOTYKTIB.
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AKTyalIbHiCTh TeMH JociaigxeHHss. OcCTaHHIM 4YacoM BCEe OUIbIIE CHUCTEM
IHTEepHETY pedeli IHTETPYEThCS B CEPEIOBHIIE HAIOro IMoOyTy, IO Irepeadadae oOMiH
JAHUMH 4epe3 TMPUCTPOi IMX CUCTEM. 3 POCTOM OOCSTy MaHWX, IO TEepelaroThCs Ta
OOpOOJISIIOTECS B TAKUX CHCTEMax IIOCTA€ MUTAHHS OE3MEKH JOCTYIy 10 HUX. Meroro
JIAHOTO JIOCTIKEHHSI € MIPEJICTaBIICHHSI HAOOpy MpaBuIl po3poOKu cucteM [HTepHeTy peueit
JUIE  JIOCATHCHHS BHCOKOTO PpIBHA O3MEKM TakuX pO3pOo00K, SAKI  MOXYTh
BUKOPHCTOBYBATHCS SIK OCHOBHM MaMOYTHIX CTaHAAPTIB Ta cepTU(IKATIB. BIIbIIICTh 3 IHX
MIPaBUJI MOXKYTh OyTH 3aCTOCOBAHUMHU JI0 OYIb-SIKOTO MPHUCTPOIO 3 IHTEPHET-3'€HAHHSIM;
OJTHAK, JaHa po0OoTa 30cepepkeHa Ha Oesrerti Ta 3axoaax koHgineHmiiHocti s [oT [1].

ITocranoBka npodJemu. Jleski BUpOOHUKHM BHUITYCKAIOTh Ta MPOJAAIOTH MPUCTPOL
0T, siKi He MICTATBH AOCTaTHROTO HaOOpy (DyHKITIH Oe3neku. 1le mpu3BoaUTE 10 CepHO3HUX
30UTKIB, SIK €KOHOMIUHHUX, TaK IMOPaJbHHUX, KOHKPETHUM 0co0aM Ta OprafizamisM, IIo
BukopuctoBytoTh 0T cucremu. OcTaHHii mpukiang 1poro - Bimeopeectparopu Ta IP-
KaMepH, sKi 3apa3 BHTOTOBISIOThCS Kommadiero XiongMai Technologies. Ockinmbku
npuctpoi [oT HaOyBarOTh BEIHMKOI MOIMYJISIPHOCTI, SIKIIO HE BXKWUTH MEBHUX 3aXO[IB IS
3aXHCTy IUX MPHUCTPOIB, TO MacIITad 3aBJaHUX 30MTKIB B MalOyTHHOMY MOXe OyTH e
ouremM [3].

AHAJI3 ocTaHHIX JocaiIKeHb i myOmikamiii. CTpiMKHIA PO3BUTOK Ta PO3IMOBCIO-
okeHHs loT-TexHomorii Ta cucreM, po3pobiieHuX Ha ixX 0a3i, CIpUYMHUB Oarato 3aluTaHb
no Oesnekd (YHKIIOHYBaHHS TaKMX CHCTEM. B 3B’SI3Ky 3 IMM, OCTaHHIM 4YacoM
oprasizaiiii, o po3poOJSIFOTh CBITOBI CTaHAAPTH SKOCTI MPOTPAMHOTO Ta amapaTHOrO
3abe3neueHp, 30kpeMa [EEE, mpoBoasTh Gararo qoCiiHKeHb Y ITiH ramy3i Ta myOIiKyloTh
X pe3yJIbTaTu.

BuaijieHHs1 HelOCTiPKeHMX YACTHH 3arajibHoi mpodjemu. B nmaniii poOorti
MPOMOHYIOThCSL 3arajibHi MPHUHIMIM JO0 MPOEeKTyBaHHS Ta po3poOku loT-cucrem Ta
MIPUCTPOIB 3 BUCOKUM PIBHEM OE3IMEKH 1 3aXMIIICHOCT1 JAHUX, OOMIH SIKUMH BiJIOYBA€ETHCS B
TaKUX CUCTEMaX.
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IMocTanoBka 3aBaaHHs. Ha maHuii yac, OCKUIBKM Pi3HI 3amoOikHI 3aX01u
Oe3nekn € 00yMOBJIEHUMH crenudikoro o01acTi 3aCTOCYBaHHSA Ta BH3HAUYAIOTHCS B
PI3HUX YMOBAaX MO-Pi3HOMY, HEMOKJIMBO BU3HAYUTH Ha01p yHIBEpCATbHUX MPABUI JUIS
o6esneku loT. OmHak BaxkimuBO copMyINOBaTH Habip 3aralibHUX NPUHIUIIB IS
3axo/iB Oe3mexu Ta KoHdiaeHI[iitHOCTI pu po3poOili Ta inTerpartii [oT cuctem.

Buxiiagennss ocHOBHOro marepiajy. B pamkax ganoi poOOTH IPONMOHYETHCS
Ha0lp pexoMeHaamii moao 3abe3nedeHHs BHUCOKoro piBHs Oesneku [oT cucrewm,
3rPYIOBAaHUX 32 MPU3HAUYCHHSIM:

— besneka npucTpois;

— besneka mepex;

— besneka [oT-cucrem B misiomy.

be3neka npucrpois.

1. CBo€uyacHe BCTAHOBJICHHSI OHOBJIEHb NPOIIUBKH

Ha croroanimHiii IeHb MOCTaYaJIbHUKUA MPUCTPOIB Ta BUPOOHHKH HE MAIOTh
JOCTaTHIX (IHAHCOBUX CTUMYJIB Juis 3a0esneueHHs loT-mpuctpoiB mocTitHUMEU
OHOBJICHHSIMU, Ha BIiAIMIHY BiJl pPO3pOOHUKIB MPOTPaMHOTO 3a0e3MeueHHs, OCKUIbKU
JOX17] HAAXOJWUTh BHKIIOYHO BiJl TPOJAXy TMPUCTPOIO, a HE BiJl TEXHIYHOTO
obcimyroByBaHHs. [IpoTe, Taki OHOBIIGHHS MalOTh MICIle Y pa3i BUSBIICHHS TOTO YH
IHIIIOTO HEJOJIIKYy B MPOrpaMHOMY 3a0e3MedYeHHI MPUCTPOI0, TOMY IO BOHU €
3aKpIUIEHUMU B TapaHTIMHOMY JOKYMEHTI Ha 3akoHOAaB4YoMy piBHi. Came TOMy
Oy/ib-sIK€ OHOBJICHHS MTPOLITUBKH MPUCTPOIB Ma€ OYyTH 0OOB'SI3KOBO BCTAHOBIICHUM.

2. lmnaMiuHe TeCTYBaHHS

BaxmuBo, mo6 mpuctpoi loT mpoiinuin peTenibHe TECTYBaHHS Ta BCTAHOBUIIH
MiHIMaJbHy 0a3y METpHK, IO BiOOpakaroTh JIOCTAaTHIM piBeHb Oe3neku. CrtaTuyHe
tectyBaHHsl [0T mpuCTpoiB HEe MpU3HAUEHE T4 HE BUKOPUCTOBYETHCS MJIsi BUSBICHHS
BPa3JIMBOCTEH, sIKI ICHYIOTh B KOMIIOHEHTaX, L0 HE BXOJATh JO CKIATy armapaTHOI
YaCTHHHM, 110 OyJia IHTerpoBaHa B MPHUCTPIH, TAKUX SK MPOIECOPH Ta MaM'sTh. To0TO,
3a JOMOMOTOI0 CTATUYHOTO TECTYBAHHS MEPEBIPSIOTHCS TIIBKU amapaTHl KOMIOHEHTH
MPUCTPOIO, 110 BiJIMOBIIAIOTH 3a Mepeaady JaHuX, a He e(heKTUBHICTh iX 00poOkwH [2].

B Toii ke yac, TuHaMIYHE TECTyBaHHS 3/IaTHE BUSIBIATH SIK CIaOKi CTOPOHU KOJTY,
Tak 1 Oyap-sKi AepeKTH UM ypa3lMBOCTI, IO BHUHHUKAIOTh BHACIIIOK arapaTHOTO
3a0e3rneueH s, 1 SKi MOXKYTh OyTH HEBHJIMMHMH JUI CTaTHYHOTO aHamizy. JluHamiuHe
TECTYBaHHS MO)KE€ BHSBUTH BpA3IMBOCTI, $IKI CTBOPIOIOTHCS, KOJM HOBUH KOJ
BUKOPHCTOBYEThCS Ha CTapHX mporiecopax. Came ToMy, peKOMEHIYEThCsl BUPOOHUKAM, SIKi
KyMyIOTh amapaTtHe 1 TmporpaMHe 3a0e3ledeHHs] BiJ I1HIUX, 3IIHCHIOBATH JWHAMIYHE
TECTyBaHHJ, 1100 3a0e3MeunTH Oe3MeKy eIEMEHTIB.

3. Po3poOka mpoueaypu ajs 0e3MeYHOro 3aXMCTy JAHUX NPH yTHI3amii
NMPUCTPOIB

Bpemti-pemT, KoM npucTpoi CTalOTh 3aCTaplIMMU, KOPUCTYBadi BiJMOBIISIO-
ThCS BIiJl MOJAJBIIOrO iX BUKOPUCTaHHS 3 OIVIALY Ha TexHIKy Oe3meku. B Takomy
BUIAJKY CJiJl TPOBECTH Tpolec Oe3NeyHOro BHUAaJeHHS ocobuctux nanux. lle
MUTaHHS KOH(IACHIIIHHOCTI, OCKUIbKH, SKIIO MPUCTPIN 3aMIIA€ThCS B €KCIUTyaTallii
a00 BUKOPHUCTOBY€ETHCSA HEMPABUIIBLHO, BIH MOXKE CIYTyBaTH I KPaJiKKA OCOOMCTOI
iHdopmarii mpo kopuctyBaua B ekocuctemi loT. Taka x mpoOiema icHye 1 yis
npuctpoiB loT, siki mpojaroThCs APYrUM BJIacHHKaM a0o0 CTalOTh CTaHAapTHUM
obnagHaHHAM y OyJIMHKaX Ta MepearoThCs Micks Ipoaaxy OyauHKy. J{ms miniMizarii
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PHU3UKIB, TOB'SI3aHUX 3 TAaKOI MPOOJIEMOI0, BHPOOHMKAM HEOOXITHO MiATOTYBaTH
PEKOMEHJAIIiIsl KOPUCTYBayiB, SKI OMUCYIOTHh MPOIENypy Oe3MeyHOro BUAAJICHHS
nanux 3 3acrapinmux mnpuctpoiB loT. I[lpommcioBa mpakTuka B KOPIOPATUBHHUX
cucTemMax Tmependadae MOJITUKY 'CKUHYTH, nepepooutn abo 3uummtu" (DRD) 3
MEPIOJUYHAM TEPerysiioM IUlaHy, 00 BU3HAYUTH, SIKI MPUCTPOI MOTPEOYIOTh
YTHIII3AII] Ta SIK PO3MOpsKATUC HUMU. Jesiki BUpOOHUKH 3aKIMKAIOTh KOPUCTYBAYiB
MIPOBOJUTH TaKi MPOLEAYpH O€3MOCepPEeHbO Yepe3 ciyKO0y MmiaTpuMKu BupoOHuKa [1].

Be3neka mepexi.

1. BukopucTaHHs CKJIAJHOI0 Npouecy ayreHTudikamii

Y mnpuctposix loT He cnig BUKOPHCTOBYBATH MPOCTI 3HAUEHHS JUIS IMEHI
KopucTyBaua Ta maposst, Taki sk admin / admin. Ilpuctpoi He mOBUHHI
BUKOPUCTOBYBATH OOJIIKOB1 J]aHI 32 3aMOBYAHHSIM, sIKi € 1HBapiaHTHUMH Ha KIJTbKOX
MPUCTPOSIX, 1 HE TOBHHHI HAJaBaTH 3MOTY IEPEXOJUTH 0 HaJaropKyBalbHOTO
PEXHUMY, OCKIJIBKA B TAaKOMY BHUMAAKY € MOXKJIHUBICTb OTPUMAaHHS JOCTYIY JIO 1HIIHX
PUCTPOIB CUCTEMH, uepe3 iHTepdeiicy HIIUX .

PexoMeHyeThest BUKOpUCTOBYBATH JBo(akTopHy ayTeHTHdIKamio (2FA), sika
BHMAarae BijJi KOpUCTYBay4a BKUBATH SIK TAPOJIb, TaK 1 iHITY hopmy ayTeHTH]iKaIlii, sska
HE 3QJICKUTh BiJl 3HaHb KOPUCTYBaua, HAPUKIIAJl, BUTIAJKOBUHN KO, 10 TEHEPYETHCS
3a ponomoroto SMS-moimomnenb. s loT-gogaTtkiB 0coOIMBO PEeKOMEHIYETHCS
BUKOPUCTaHHS KOHTEKCTHOI ayTeHTHdikamii (CAA), Takox BiOMOI SIK aJanTUBHA
ayTeHTudikaiis, B SKiii KOHTEKCTHA iH(OpMAIlis Ta AITOPUTMU MAITUHHOTO HABYAHHS
MOCTIMHO OIIHIOIOTh PU3UK 3JIaMyBaHHS. SIKIO PU3UK € BHUCOKHUM, TO CHCTEMa He
JI03BOJIUTH BXiJ O6e3 OaratodakTopHoro Tokeny [1].

2. BUKOpPHUCTaHHS CKJIAJHOTr0 IIU(PYBaHHA Ta 0e3leYHUX POTOKOJIIB

Hagitp sikiio maposii mpucTpoiB € Oe3neyHHMH, 3B'S30K MK MPUCTPOSIMH MOKE
Oytu BpaznmuBow. Y loT icHye Garato mpotokoniB, Brmodaroun Bluetooth, Zigbee, Z
Wave, 6LoWPAN, Thread, Wi-Fi, moGuteauit 385130k, NFC, Sigfox, Neul i LoRaWAN.
3aj1e)HO BiJ] MPOTOKOIY Ta JOCTYITHUX OOYHCITIOBATBHUX PECYPCIB, MPUCTPIl MOXke OyTH
OUTBIII-MEHIII 3JaTHUM BHUKOPHCTOBYBaTH BHCOKOpiBHeBe mudpyBaHHs. [Ipu po3poOiri
cydyacHux loT cucreM peKOMEHIYeTbCsl 3aCTOCOBYBATH HAMCHIBHINIT METOAUW Ta
anroputMu mudpysanHs, nepeBaxno [Psec ta /a6o TLS / SSL [2].

[Ipote, OyBaroTh BUIAAKU, KoK MU(pyBaHHS HEe € OakaHuMm, Harpukial, B SAE
J2735 OcnoBni noBigomieHHst npo Oe3rnexy (BSM), aBTomMoOu1i 6€31pOTOBOTO 3B'SI3KY
MOXYTh KOMYHIKYBAaTH OJMH 3 OJHUM, II00 YHUKHYTH 3ITKHEHb. Y IMX BHUIaJKax
TIOBIJIOMJICHHST MOXKYTh OyTH BIINpaBlieHI BIIKPUTUMH, TOOTO, Oe3 mmdpyBaHHS, Ta
nepeBipeHi 3a jgonoMoror mudpoBux mianuciB. [IpoTe cig BpaxoByBaTH HACIHIIKU
NpoITycKy mudpyBaHHs. SKIIO 1aHi epearoThes He3auppoBaHUMHU Ta HET1NMCAHUMHU,
CIiJ JOTPUMYBATHCh 3allOODKHUX 3ax0fiB  (iabTpalii OTPUMAHUX JaHHUX, 00
HEPEKOHATHUCH, 1110 TIOMIJIKOBO OTPUMAaHI JjaHi HE MOXKYTh HAaHECTH IIKOJIH.

3. 3MeHIIeHHSI MPOMYCKHOI 3JaTHOCTI NPUCTPOIO

OcraHHIM YacoM B CUCTeMax, sKi (pyHKIIOHYIOTh Ha 0a3i loT-mpuctpoiB ataku
DDoS cranu gocuth yactTumu nperieaeHTamu. binbmiicts npuctpoiB loT ckiamatorbes 3
TOBAapHUX KOMIIOHEHTIB, sIKI 3HAYHO TMEPEBHUIIYIOTh MOMKIUBOCTI MEpexXi I (PYHKIIII,
SIKYy BOHU MTOBMHHI BUKOHYBATH, 110 CTIPUYMHSIE 3aTOPH 3 3aIUTIB B JOMAIIIHIX Mepexax
1 MOTEHLIHHO MOYE TPU3BECTH JI0 BEJIMYE3HUX BTpAT AaHuX. /{11 mpukiagy mpuIrycTu-
Mo, 10 KokeH loT-mpucTpiii 31aTHuiA reHepyBaTy Tpadik Ha PiBHI JiHIN, €KBIBaJICHT-
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nuii Gigabit Ethernet (81,274 - 1,488,096 kagpa B CexyHIy), HalpHKIai, CHCTEMa
ARM?9 Ha ognomy dimi (SoC) Mae nBa Takux BOYJIOBAaHUX 3'€JHAHHSA. TaKUM UHUHOM,
BcraHoBuBIIK ToHAM 10 loT-mpucTpoiB B cuctemy Ta BBIMKHYBIIM iX B poOOTy Ha
MOBHY TMOTYXHICTh, MH oTpumaemo 80% BiporigHicTh cTBOpeHHs DDoS-ataku
BCEpEMHI CaMOi CHCTEMH.

He Buximouarotbest Takox 1 DDoS-ataku, cipuunHeH1 3moBMucHUKaMu. Bpaxo-
BYIOYH 3HAYHY MIPOITYCKHY 3AaTHICTh [0T-IpucTpOiB, BOHU JIETKO MOKYTh IPOITyCKaTH
TaKy KUTbKICTh Tpadiky, cepel sSIKOTO MIKIJTUBHIA B PEKUMI PEaTbHOTO Yacy BUSBUTH
€ Ty>Ke CKIIAJTHUM 3aBJIaHHSIM.

Po3pobH1KaM peKOMEHYEThCsI 0OMEKYBaTH KUTbKICTh MEpeKeBOro Tpadiky, 1o
MOXYTh Tporyckary npuctpoi loT Ha nmporpamHomy piBHi. He3Bakaroun Ha BHCOKH 3ariac
MOTYXKHOCTI OOpOOKM TaKeTiB JaHUX, SKAUMH KOMYHIKyOTh loT-mpuctpoi B cucremax,
JOIUTBHO 3HW)KYBAaTH Ta PETYJIIOBAaTH HOro 3 METOH 3a0e3reucHHs e(PEeKTUBHOI Ta
cTabiibHOi iX poOoTH. Takok pO3pOOHUKAM PEKOMEHIYEThCS BUKOPHUCTOBYBATH
O0OMEKEeHHS TIPOITYCKHOI 3[IaTHOCTI Ha arapaTHOMY DIBHI Ta PIBHI sjpa MpoIecopy, oo
30UTHIIIMTYA IIBUJKICTH T€pefadi Mepexi /0 CTadiibHOro piBHA. Taki OOMeXeHHs
YCKJIaTHIOFOTh JIJIS 3JI0BMUCHHKIB BUKOPHCTaHHS MPHUCTPOIO i yac araku DDoS, HaBiTh
SIKIIIO BiH TMOBHICTIO CKOMITPOMETYBaB 11e. OKpiM TOTO, MPUCTPOI CITiJ 3arporpamMyBaTy Jiis
CaMOKOHTPOJIFO TIpM HE3BHYHIM TIOBEMIHIII Ta BIJHOBIIOBATH ce0e 1O 3aBOJCHKHX
HAJIAIITYBAaHb TIPY BUSIBJICHHI TPUBOXKHOI MOBEIIHKU. SIKIIIO TIepe3aBaHTaKEHHS PUCTPOIB
710 3aBOJICBKMX HAIAIITYBaHb HEMOIIMBO, MPUCTPOI MOTPIOHO MpUHAWMHI Tiepe3aBaHTa-
YKUTH, 00 TTOTEHINIMHO OYMCTUTH KOJI, IKUH 3JIOBMUCHHUK 3aITyCKae B mam'siti [3].

Besneka loT-cucremu B wijiomy.

1. 3axucTt koHpigeHuiiiHol iHpopmanii

OcnoBHa izes [oT momsirae B Tomy, o0 3'€eqHyBaTH MOOYTOBI O0'€KTH uepe3
[aTepHeT abo cremiaibHy BHYTpimHIO Mepexy. Ilpuctpoi IoT HamaroTe iHTepdelicn
JUTSI KOMYHIKAITii, SKi MOXYTh OyTH BUSBJICHUMH IHIIUMH TpUCTposiMu [oT. binpiricts
IIPOTOKOJIIB € BPa3JIMBUMHU Ta MOKYTb MPH3BECTH J0 BUTOKY OCOOHCTOI iH(DOpMaIrii,
Takoi sK iM's BiIacHWKa abo 1HINI TepcoHaIbHI AaHi. He BuWKIIOUYEHO, IO JaHi, 110
Oynu BUKpaJeHI MOXYTh OyTH IOB'S3aHl 3 IHIIMMH JDKEperIamMu iHopmarii s
IITLOBUX aTak. PEKOMEHyeThCS BUKOPUCTOBYBATH CEPBICHI MEXaHI3MHU Ta 3aXHIICHI
NpOTOKONMW ayTeHTUu(dikamii ¥ mepemadl JaHUX, 00 MPUCTPIA MOTJIM BHUSBUTH
BHUKJTFOYHO aBTOPHU30BaHi KieHTH [1].

2. Incturyt ceprudikauii loT

Uepe3 momupeHi mpoOiaemMu 3 Oe3MeKor Ta KOHQIASHIIMHICTIO, SKI BKe
cnpuunHeHi npuctposiMu [0T, MOCTyNOBO CTBOPIOETHCS TEXHIUHA 0a3a, HA OCHOBI SKO1
po3poOHUKK OepyTh Ha ceOe BiAMOBIMANBHICTH 3a cBOi po3poOku. IEEE abo neska
MDKHApOJIHa Oprasizaimis HajgawTh npodeciiiny nporpamy ceptudikamii s
MPOCKTYBAJbHUKIB, PO3POOHHMKIB Ta MpoBalaepiB HoBuUX TexHoyori IoT, sxi
3000B'SI3yI0ThCS JOTPUMYBATHUCS BUSHAHKUX MTPABUJI CTBOPEHHSI HOBUX IIPUCTPOIB.

[IpoTe, Ha CHOTOHINIHINA ACHB ITUX 3aXOIB HEJAOCTATHHO 1 OpraH cepTudikarmii
MOBUHEH MEPEBIPATH MPUHANMHI HACTYIIHI €JIEMEHTH MPOIYKTY MMOCTavYaIbHUKA:

e BukopuctoByBaHi a00 pEeKOMEHJOBaHI MPOTOKOJH, 3a SKHMH OyJ0
po3po0JIeHO TPOAYKT, HE MArOTh MICTHUTH 1H(oOpMaIii Mpo KOPUCTYBadiB, OKPIM
HEOOXITHUX JJIsI GYHKIIOHYBaHHS MIPUCTPOIO;

e Konu BUHUKAIOTH MpoOeMH 3 KOH(IICHININHICTIO, cCepTU(IKOBAHUN TOCTa-
YaJIbHUK Ma€ HETallHO pearyBaTH Ha MpoOJieMH;
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e Ayrentudikaris mae OyTH JOCTaTHRO KOMIUIEKCHOI Ta BiJIMOBIIATH
MEePEeBIPEHUM MPOTOKOJIAM;

e [IpucTtpoi HE MalTh MEPEBAHTAXYBATUCh Ta IMOBHUHHI OYTH 3aXUIICHUMH
BIJIMOBITHO IO HOPMATHUBHUX JTOKYMEHTIB;

e [lpuctpoi mMoBHMHHI MaTH iAEHTH(]IKALINHHY MITKYy, Ky HEMOXJIHMBO JIETKO
migpoOuTH, 1 siIKa MICTUTH BEeO-IIOCHIIAHHS, HA SIKOMY KIIEHTH MOXYTb IIyKaTH CTaTyc
ceptrikarlii IPUCTPOIO PA30M 13 OMHCOM MIPUCTPOIO (MOJIEIH Ta CEPIHNI HOMED TOIIIO).

BucnoBku. B naniii po6oti Oyii0 po3riisiHyTO HaOip 3arajdbHUX MPUHIMINB, Ha
OCHOBI SIKMX MaroTh OynyBatuch cydacHi loT-mpuctpoi Ta cucremu. HaBeneno 3arambHi
PEKOMEHIAII0 TSI PO3POOKH Ta EeKCIUTyarallii TakuX NPUCTPOIB Ta CHUCTEM SK Ha
arapatHOMy, Tak 1 Ha MPOrpaMHOMY piBHSX. JIOTpUMYIOYHCH NAaHWX PEKOMEHIAIIIH,
po3poOHMKH Ta mocTadanbHUKA [0T-mpomyKTiB, MIHIMI3YIOTh SIK €KOHOMIYHI, TaK 1
penyTaIliifHi pU3UKH, OB’ s13aHi 13 0E3IMeKOI0 CBOIX MPOIYKTIB.
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Trotsenko Vladyslav, Ostapchenko Konstantin
SECURITY MEASURES IN IOT SYSTEMS

Relevance of research topic. Recently, more and more systems of the Internet are
integrated into the environment of our everyday life, which involves the exchange of
data through the devices of these systems. With the increase in the amount of data
transmitted and processed in such a system raises the issue of security access to them.
The purpose of this study is to present a set of Internet safety principles (IoT), rules for
developing Internet things to achieve a high level of security and best practices for
such developments that can be used as the basis for future standards and certificates.
Most of these rules can be applied to any device with an Internet connection;
However, this article focuses on security and privacy practices for IT.

Formulation of the problem. Some manufacturers produce and sell IoT devices
that do not have a sufficient set of security features. This leads to serious damage, both
economic and moral, to specific individuals and organizations that use the [oT system.
The latest example is video recorders and IP cameras now mentioned by XiongMai
Technologies. Because IoT devices are becoming popular, if you do not take certain
measures to protect these devices, the scale of the damage done in the future may be
even greater.

Analysis of recent research and publications. The rapid development and spread
of IoT technologies and systems developed on their basis has raised many questions
about the security of the functioning of such systems. In this regard, organizations that
develop world-class standards for the quality of software and hardware, such as IEEE,
have been conducting a lot of research in this area and publishing them.

Selection of unexplored parts of the general problem. This article provides
general principles for the design and development of IoT systems and devices with a
high level of security and security of data exchange that occurs in such systems.

Setting objectives. At the moment, since various precautionary measures are due to
the specifics of the scope and are defined in different conditions in different ways, it is
impossible to define a set of universal rules for the security of the IoT. However, it is
important to describe a set of general principles and best practices for security and
privacy measures in the development and integration of IoT systems.

Presentation of the main material. Within the framework of this article a set of
recommendations for ensuring a high level of safety of IoT systems grouped by
appointment is proposed.

Conclusions. In this paper, a set of general principles on which modern IoT devices
and systems should be built are considered.. Following these recommendations,
developers and vendors of IoT products minimize both the economic and reputational
risks associated with the safety of their products.

Key words: Internet of things, multifactor authentication, data encryption, dynamic
testing.



