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7KH� DUWLFOH� GHVFULEHV� WKH� SUREOHP� RI� GDWD� VHFXULW\� XVHG� E\� GHYLFHV� LQ� ,R7�
V\VWHPV� DQG� RIIHUV� WKH� EDVLF� SULQFLSOHV� IRU� GHVLJQLQJ�� GHYHORSPHQW� DQG� LQWHJUDWLQJ�
,R7�SURGXFWV�IRU�GHYHORSHUV��YHQGRUV�DQG�HQG�XVHUV�RI�VXFK�SURGXFWV��

.H\� ZRUGV�� ,QWHUQHW� RI� WKLQJV�� PXOWLIDFWRU� DXWKHQWLFDWLRQ�� GDWD� HQFU\SWLRQ��
G\QDPLF�WHVWLQJ��
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���6WDQNRYLF�-��$��5HVHDUFK�'LUHFWLRQV�IRU�WKH�,QWHUQHW�RI�7KLQJV�>
@���,(((�,17(51(7�2)�7+,1*6�-2851$/��±�������±� ���±� ��±���±�

����KWWSV���UX�VFULEG�FRP�GRFXPHQW�����������,(((�5HVHDUFK�
'LUHFWLRQV�IRU�WKH�,QWHUQHW�RI�7KLQJV��

���+XD�'RQJ�0D��,QWHUQHW�RI�7KLQJV��2EMHFWLYHV�DQG�6FLHQWLILF�&KDOOHQJHV�
> @���-RXUQDO�RI�&RPSXWHU�6FLHQFH�DQG�7HFKQRORJ\��±�������±�
����±� ����±�����±� ����

KWWSV���OLQN�VSULQJHU�FRP�DUWLFOH����������)V������������������
���%DNHU�)��%URDGEDQG�,QWHUQHW�7HFKQLFDO�$GYLVRU\�*URXS��>
@���,QWHUQHW�RI�7KLQJV��,R7��6HFXULW\�DQG�3ULYDF\�5HFRPPHQGDWLRQV��±�������±�

���±� ���±����±� ����
KWWSV���ZZZ�ELWDJ�RUJ�GRFXPHQWV�%,7$*B5HSRUWB�
B,QWHUQHWBRIB7KLQJVB�,R7�B6HFXULW\BDQGB3ULYDF\B5HFRPPHQGDWLRQV�SGI��
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ª���
2VWDSFKHQNR�.RQVWDQWLQ�±�GRFWRU�RI�WHFKQLFDO�VFLHQFHV��DVVRFLDWH�SURIHVVRU��

'HSDUWPHQW�RI�7HKQLFDO�&\EHUQHWLFV��1DWLRQDO�7HFKQLFDO�8QLYHUVLW\�RI�8NUDLQH�³,JRU�
6LNRUVN\�.\LY�3RO\WHFKQLF�,QVWLWXWH´��

(�PDLO��RNE����#XNU�QHW�
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ª��
7URWVHQNR�9ODG\VODY�±� VWXGHQW��'HSDUWPHQW�RI�7HKQLFDO�&\EHUQHWLFV��1DWLRQDO�

7HFKQLFDO�8QLYHUVLW\�RI�8NUDLQH�³,JRU�6LNRUVN\�.\LY�3RO\WHFKQLF�,QVWLWXWH´��
(�PDLO��YWURWVHQNR�#JPDLO�FRP�
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7URWVHQNR�9ODG\VODY��2VWDSFKHQNR�.RQVWDQWLQ�

6(&85,7<�0($685(6�,1�,27�6<67(06�

5HOHYDQFH�RI�UHVHDUFK�WRSLF��5HFHQWO\��PRUH�DQG�PRUH�V\VWHPV�RI�WKH�,QWHUQHW�DUH�
LQWHJUDWHG�LQWR�WKH�HQYLURQPHQW�RI�RXU�HYHU\GD\�OLIH��ZKLFK�LQYROYHV�WKH�H[FKDQJH�RI�
GDWD� WKURXJK� WKH� GHYLFHV� RI� WKHVH� V\VWHPV��:LWK� WKH� LQFUHDVH� LQ� WKH� DPRXQW� RI� GDWD�
WUDQVPLWWHG�DQG�SURFHVVHG�LQ�VXFK�D�V\VWHP�UDLVHV�WKH�LVVXH�RI�VHFXULW\�DFFHVV�WR�WKHP��
7KH�SXUSRVH�RI�WKLV�VWXG\�LV�WR�SUHVHQW�D�VHW�RI�,QWHUQHW�VDIHW\�SULQFLSOHV��,R7���UXOHV�IRU�
GHYHORSLQJ� ,QWHUQHW� WKLQJV� WR� DFKLHYH� D� KLJK� OHYHO� RI� VHFXULW\� DQG� EHVW� SUDFWLFHV� IRU�
VXFK�GHYHORSPHQWV� WKDW�FDQ�EH�XVHG�DV�WKH�EDVLV�IRU�IXWXUH�VWDQGDUGV�DQG�FHUWLILFDWHV��
0RVW� RI� WKHVH� UXOHV� FDQ� EH� DSSOLHG� WR� DQ\� GHYLFH� ZLWK� DQ� ,QWHUQHW� FRQQHFWLRQ��
+RZHYHU��WKLV�DUWLFOH�IRFXVHV�RQ�VHFXULW\�DQG�SULYDF\�SUDFWLFHV�IRU�,7�

)RUPXODWLRQ� RI� WKH� SUREOHP��6RPH�PDQXIDFWXUHUV� SURGXFH� DQG� VHOO� ,R7� GHYLFHV�
WKDW�GR�QRW�KDYH�D�VXIILFLHQW�VHW�RI�VHFXULW\�IHDWXUHV��7KLV�OHDGV�WR�VHULRXV�GDPDJH��ERWK�
HFRQRPLF�DQG�PRUDO��WR�VSHFLILF�LQGLYLGXDOV�DQG�RUJDQL]DWLRQV�WKDW�XVH�WKH�,R7�V\VWHP��
7KH� ODWHVW� H[DPSOH� LV� YLGHR� UHFRUGHUV� DQG� ,3� FDPHUDV� QRZ�PHQWLRQHG� E\�;LRQJ0DL�
7HFKQRORJLHV��%HFDXVH� ,R7�GHYLFHV�DUH�EHFRPLQJ�SRSXODU�� LI�\RX�GR�QRW� WDNH�FHUWDLQ�
PHDVXUHV�WR�SURWHFW�WKHVH�GHYLFHV��WKH�VFDOH�RI�WKH�GDPDJH�GRQH�LQ�WKH�IXWXUH�PD\�EH�
HYHQ�JUHDWHU�

$QDO\VLV�RI�UHFHQW�UHVHDUFK�DQG�SXEOLFDWLRQV��7KH�UDSLG�GHYHORSPHQW�DQG�VSUHDG�
RI� ,R7� WHFKQRORJLHV�DQG�V\VWHPV�GHYHORSHG�RQ� WKHLU�EDVLV�KDV� UDLVHG�PDQ\�TXHVWLRQV�
DERXW�WKH�VHFXULW\�RI�WKH�IXQFWLRQLQJ�RI�VXFK�V\VWHPV��,Q�WKLV�UHJDUG��RUJDQL]DWLRQV�WKDW�
GHYHORS�ZRUOG�FODVV�VWDQGDUGV�IRU�WKH�TXDOLW\�RI�VRIWZDUH�DQG�KDUGZDUH��VXFK�DV�,(((��
KDYH�EHHQ�FRQGXFWLQJ�D�ORW�RI�UHVHDUFK�LQ�WKLV�DUHD�DQG�SXEOLVKLQJ�WKHP�

6HOHFWLRQ� RI� XQH[SORUHG� SDUWV� RI� WKH� JHQHUDO� SUREOHP�� 7KLV� DUWLFOH� SURYLGHV�
JHQHUDO�SULQFLSOHV�IRU�WKH�GHVLJQ�DQG�GHYHORSPHQW�RI� ,R7�V\VWHPV�DQG�GHYLFHV�ZLWK�D�
KLJK�OHYHO�RI�VHFXULW\�DQG�VHFXULW\�RI�GDWD�H[FKDQJH�WKDW�RFFXUV�LQ�VXFK�V\VWHPV�

6HWWLQJ�REMHFWLYHV��$W�WKH�PRPHQW��VLQFH�YDULRXV�SUHFDXWLRQDU\�PHDVXUHV�DUH�GXH�WR�
WKH�VSHFLILFV�RI�WKH�VFRSH�DQG�DUH�GHILQHG�LQ�GLIIHUHQW�FRQGLWLRQV�LQ�GLIIHUHQW�ZD\V��LW�LV�
LPSRVVLEOH�WR�GHILQH�D�VHW�RI�XQLYHUVDO�UXOHV�IRU�WKH�VHFXULW\�RI�WKH�,R7��+RZHYHU��LW�LV�
LPSRUWDQW� WR� GHVFULEH� D� VHW� RI� JHQHUDO� SULQFLSOHV� DQG� EHVW� SUDFWLFHV� IRU� VHFXULW\� DQG�
SULYDF\�PHDVXUHV�LQ�WKH�GHYHORSPHQW�DQG�LQWHJUDWLRQ�RI�,R7�V\VWHPV�

3UHVHQWDWLRQ�RI� WKH�PDLQ�PDWHULDO��:LWKLQ� WKH� IUDPHZRUN�RI� WKLV�DUWLFOH� D�VHW�RI�
UHFRPPHQGDWLRQV� IRU� HQVXULQJ� D� KLJK� OHYHO� RI� VDIHW\� RI� ,R7� V\VWHPV� JURXSHG� E\�
DSSRLQWPHQW�LV�SURSRVHG��

&RQFOXVLRQV��,Q�WKLV�SDSHU��D�VHW�RI�JHQHUDO�SULQFLSOHV�RQ�ZKLFK�PRGHUQ�,R7�GHYLFHV�
DQG� V\VWHPV� VKRXOG� EH� EXLOW� DUH� FRQVLGHUHG��� )ROORZLQJ� WKHVH� UHFRPPHQGDWLRQV��
GHYHORSHUV�DQG�YHQGRUV�RI�,R7�SURGXFWV�PLQLPL]H�ERWK�WKH�HFRQRPLF�DQG�UHSXWDWLRQDO�
ULVNV�DVVRFLDWHG�ZLWK�WKH�VDIHW\�RI�WKHLU�SURGXFWV��

.H\�ZRUGV��,QWHUQHW�RI�WKLQJV��PXOWLIDFWRU�DXWKHQWLFDWLRQ��GDWD�HQFU\SWLRQ��G\QDPLF�
WHVWLQJ��
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