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In this article the importance of monitoring tools during work of distributed
computer systems is analyzed, as well as a method of assessing the effectiveness of
means of monitoring distributed computer systems based on the degree of single-
valued of the state of the analyzed system.
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The relevance of those studies. In order to effectively use complex distributed
systems, their reliability and adaptability must be maximized.

Monitoring systems are the main mechanism of control, thus their constant
improvement is one of the priority components in distributed systems development.

Problem formulation. Distributed computer systems (DCS) monitoring
provides both general information on the functioning of infrastructure, systems,
services and users, as well as information about errors, unusual situations and
"bottlenecks".

Monitoring is a process of systematic or continuous data collection and
operation about parameters of a complex object or a process. This information can be
used in order to optimize the decision-making process, to inform the relevant persons
or as a feedback tool.

Analysis of recent scientific researches and issues. The most dynamically
developing distributed systems include grid (global integration of computing and
information resources in one computer infrastructure) and cloud computing (Internet
services that provide user access to computer resources, platforms and software).

The key to efficient and troubleproof systems operation is a high-quality
monitoring system, that notifies about failures in a timely manner and gives a detailed
overview of individual elements performance, which are objects of monitoring.

Using the method of functional decomposition, the key parts can be identified,
that are inherent in any monitoring system [1]:

1) Subsystem of data collection - permanent or regular data collection of a
system's components. It is possible to perform a surface data processing to detect any
emergencies.
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2) Storage subsystem - accumulation and storage of data collected by the data
collection system. This includes tools for interacting with databases, stored
information archiving, etc.

3) Data analysis subsystem - solving tasks related to background monitoring,
i.e. systematic long-term accumulation and analysis of data on the operation of objects
(the collection of statistical data, the study of information by the accumulated system,
the identification of regularities, etc.)

4) Notification subsystem - notification of responsible persons about
emergency situations occurring in the system.

5) Output subsystem - displays information about the operation of the system
and the results of checks in a user-friendly format.

6) Subsystem of correction - the system performs certain actions to eliminate
any occurred emergency situation. Based on the interaction with the data analysis
subsystem, it selects and implements the appropriate actions in accordance with the
type of a problem.

These subsystems allow you to assess the performance of controlled objects and
immediately respond to a variety of emergency situations.

Specification of uninvestigated parts of general matters. Monitoring system
of a distributed computer system is software designed to control the efficient and
trouble-free operation of a system, as well as ensuring the safety of equipment and
alerting the operator when emergencies arise. Current monitoring systems are able to
ensure the safety of equipment, however, reducing the response time of the system to
emergencies still remains an issue for large systems [2].

Problem Statement. An important area of monitoring systems appliance is the
monitoring of DCS performance. Modern monitoring systems are still not able to
detect the effectiveness of DCS usage [3]. However, it is possible to estimate the
efficiency of available resources usage by monitoring performance of specific nodes
and tasks.

The statement of basic materials. Monitoring is a continuous or systematic
process of collecting and processing information about status and parameters of
complex process or object [4].

The most important monitoring task is emergency situations detecting.
These can be power problems and other event that require immediate response to
preserve hardware and to minimize damage. Notifications from the state monitoring
sensors, that are processed by the monitoring system at the time of their arrival
(passive monitoring), allow the system to rapidly react to emergency situation.

If sensors have no possibility to notify about emergency situation occurrence,
then a regular and active monitoring should be organized.

Even large systems have a small number of sensors of infrastructure equipment,
which allow to operate with a small data flow.

The next task is to monitor the efficiency of the compute nodes and their
components. Timely disconnection of a node with a malfunction increases the chances
of recovering its operability in the shortest possible time. Reliability has an assigned
key role, because late detection of a malfunction inside a node can lead to loss of its
operability for a long time. Modern equipment has built-in protection against certain
types of malfunctions. Usually, there are several sensors on each compute node.
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Another task is to monitor the suitability of the compute nodes for a task.
Considering the fact that in a same situation the problem is reduced to the loss of
working time, verification can be carried out not periodically, but before every task
launch. There are less of reliability requirements since this kind of situations leads to a
failure or an extended task execution time, but does not lead to physical damages of
the equipment. At the same time, the data volume spreads to several tens of sensors
per compute node.

The reliability requirements are set to produce performance monitoring.
Performance monitoring is a tracking of various OS and hardware parameters in order
to find what prevents executable program from achieving a better performance. The
failure of this subsystem does not lead to any critical consequences, as the tasks keep
executing, and the equipment does not suffer. However, there are inconveniences
when debugging programs occur.

The generalized view of a monitoring system architecture is shown in Fig. 1:
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Fig. 1 Architecture of the monitoring system

The principle of interaction of the monitoring system with the analyzed system
can be described in the form
S=(O0,P,L,M, ,, )
where O is the set of objects of the analyzed system; P - set of properties of objects of
the analyzed system; L - a set of interconnected objects, reflecting the dependencies of
a stable state of themselves or the properties of each other; M - a set of sensors or
methods for analyzing a monitoring system; ,, is a function that represents the presence
of a certain object property:
=0QP-{01};
4 — function that represents the option of using a specific sensor or a method of
analysis for monitoring the current property state of the object:
+= MQ®P-{01}.
The degree of single-valued state of an analyzed system can be represented as
E = Yiz1 ep;Wp;'p; (1)
z:;'1=1 WpTp; ’
where p;are the properties of analyzed objects by a monitoring system (for which there
exists ,,(p;, s) = 1); pj- all properties of an analyzed system's objects (for which there

exists ,(0,p;) =1); w - the contribution of a property to an analyzed system
functioning; n,,- the number of objects that have property pin an analyzed system.



92 ICSFTI2018 Section 1. SEC

ep;— €ffectiveness evaluation of the correction subsystem element that performs control

actions over a propertyp;.

Therefore, L can not be greater than 1 and for each property in a monitoring
system there is a method applicable for monitoring the state of this property.

Conclusions.By using the described method, it is possible to evaluate the
effectiveness of a monitoring system, as well as to identify the system's analyzed parts
that are not well covered by sensors or correction means of the monitoring system.
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METO/I OHIHKA E®EKTUBHOCTI 3ACOBIB MOHITOPUHI'Y
PO3HNOALIEHOI OBYUCJIIOBAJIBHOI CUCTEMH

AKTyanbHicTh TeMu aociaizkenHs. [Ipobiema edexkTuBHOCTI 3ac00iB cucre-
MU MOHITOPHHTY PO3MOAUICHOT 00YMCIIIOBATBHOI CUCTEMHU CTAa€ OIbIN aKTyalbHOIO B
OCTaHHI JIHI y 3B'SI3KY 31 3pOCTal0YUM TOMUTOM Ha BUKOPHCTAHHS BETUKUX grid- Ta
cloud-cucrem. /lana po6oTa mpucBsideHa OMiHIl €)EeKTUBHOCTI BUKOPUCTAHHS 3aC00iB
CUCTEMH MOHITOPHHTY PO3IMOAUIEHOT 00UUCITIOBATBHOI CUCTEM.

IMocTanoBka npodJjeMu. AKTyallbHI HA TJAaHUW MOMEHT CUCTEMH MOHITOPUHTY
3maTHi 3abe3meuntu 30epekeHHs OOJaJHaHHS, OJHAK, 3MEHIIEHHS 4Yacy BIATYKY
CUCTEMH Ha BUHHMKHEHHS €KCTPEHUX CHUTYallli 3aJHIIAEThCS aKTyaJbHUM 3aBJIaHHIM
JUIS BEJIUKUX CHUCTEM.

AHaMi3 ocTaHHIX AocaimxkeHb i myoOJikamiii. IIpoTsroMm ocraHHIX pOKIB
3’ABIISIETHCA BCE OLbINE CTAaTeW MPHUCBSYEHUX TEMATHUI[l MOHITOPUHTY PO3MOAUIEHUX
o0umcioBaNbHUX cucTeM. [IpoTe miaxoau 10 cucTeMHu MOHITOPUHTY BCE 1€ He 37aTHI
BIJICTE)KYBAaTH €(PEKTUBHICTh BUKOPUCTAHHS PO3MOIUICHUX OOYMCITIOBAIILHUX CUCTEM
B IIJIOMY.

BuisieHHs1 HemOCJHiIKeHUX YACTHMH 3arajbHoi mpoodsaemu. Jlana crarrs
NPUCBSYCHA BUBYEHHIO Ta aHAI3y PO3TJISIHYTOrO MIAXOAY JJI OIiHKUA e(PEeKTUBHOCTI
3ac00iB MOHITOPUHTY PO3MOAUICHHX 00YHCITIOBATILHUX cUCTeM. JlocipkeHHs choKy-
COBaHO Ha MOXKJIMBOCTI BHKOPHCTaHHS CTEIICHI OJHO3HAYHOCTI CTaHy CHUCTEMH, IO
aHaJI3y€eThCA, 111 BU3HAYCHHS €()EKTUBHOCTI MOHITOPUHTY B IIJIOMY.

IlocTanoBKka 3aBaaHHA. 3aBJaHHSM € BU3HAYCHHS METOJY, 3a JOMOMOTOIO
SIKOTO MOYJIMBO OIIHUTH €(EKTHBHICTH 3aCO0IB CHCTEMH MOHITOPHHTY PO3IMOIIECHOT
CHCTEMHU 10 PO3POOJIIOTHCS, Y BUKOPUCTOBYIOTHCS HA IAHUH MOMEHT.

Bukaanennsi ocHoBHOro matepiauy. [IpoBeieHo aHami3 3aBaHb MOHITOPUHTY
PO3MOAUICHUX OOYHCIIOBAIBHUX cUcTeM. OmUcaHO MiIXia JUIsl OIIHKK €(QEeKTHBHOCTI
MOHITOPUHTY, Ha OCHOBI CTETICHI OJIHO3HAYHOCT1 CTaHy CUCTEMHU, 1[0 aHATI3y€ThCSI.

BucHoBkHu. BUKOPHCTOBYIOUN OMHMCAaHUN METOJ, MOXIJIMBO OIIIHUTH €()EKTHB-
HICTh (YHKIIIOHYBaHHS CUCTEMH MOHITOPUHTY, a TAKOX BUSIBUTH aHAJI30BaH| JUISTHKH
CHUCTEeMH, HEJIOCTaTHBO M0Ope OXOIIeHI JaTuyhKaMu abo 3aco0aMu KOPEKIlii CHCTeMH
MOHITOPHHTY.



