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Cekuis 4. GN (I'no6anbHi mepe:xi, grid Ta cloud cucremn).
Section 4. GN (Global networks, grid and cloud systems).
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Slpuy Anapii

IIMTAHHSA BUBOPY CLOUD-JOAATKY
HA OCHOBI AHAJII3Y GOOGLE, AMAZON TA APPLE PIIIIEHb

QUESTION OF CLOUD APP CHOOSING
ON GOOGLE, AMAZON AND APPLE ANALYSIS

VY cTarTi po3rNANAEThCs MUTAHHS BUOOPY MPOTPaAaMHOrO JIOAATKY XMAapHOi
TexHojorii. Jlig TmodYaTky BHUKOPUCTOBYEThCS Ha0lp JaHUX TIPO  OCHOBHI
xapakrepuctuku Google, Apple Ta Amazonpimenns. Bubip 6a3yerbcs Ha OCHOBI
aHami3y KIIOYOBUX MmapameTpiB. Posrmsgatorees pimenHs AmazonAWS  (S3),
GoogleDrivera AppleiCloud.

Kurouosi ciioBa: iCloud, Amazon, GoogleDrive, mmudpyBanns, AES.
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The article deals with the choice of a software application for cloud technology.
To begin with, it “uses” a set of data on the key features of Google, Apple and
Amazon solutions. The choice is based on the analysis of key parameters. Amazon
AWS (S3), Google Drive and Apple iCloud samples were considered.
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Target setting. Cloud technologies become more and more demand in the
world; people use storage services for documents, photo and another files so it’s
important to have a file protection and fast downloading. Due to these facts cloud
services are actual topic for discussion.

Actual scientific researches and issues analysis. In connection to the
invention of new methods and approaches in the field of cloud technologies, the topic
of cloud choosing has become more studied in recent years.

Uninvestigated parts of general matters defining. There are a lot of
uninvestigated moments that should be opened. I am mostly going to focus on the 1TB
to 2TB range for ease of comparison, and because that should address the needs of
most users. [ am also sticking with the big names.

The research objective. The purpose of this paper is to investigate the
applications of the iCloud, AMAZON AWS (S3) and Google Drive. As a solution, the
article will focus on data protection and price comparison, on choosing the best
application.

The statement of basic materials. After your data reaches Google, it gets
unencrypted then re-encrypted using 128-bit AES. While not the 256-bit algorithm that
most other services use, this is still normal. This is done on-the-fly before the data is
actually stored, which prevents the possible leakage of unencrypted data on their hard
drives. The AES encryption keys that were used to encrypt data are then, themselves,
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encrypted with a rotating set of master keys. This adds another layer of security by
requiring a second set of encryption keys.

Amazon offers what is called ‘Server Side Encryption’ for S3, or if user is
looking at S3 bucket in the AWS console, it will be called ‘Default encryption’ under
the properties sheet. Consumer can enable encryption simply by toggling a button in
the UI and telling AWS how he/she would like the key to be managed. One option is
AES-256 keys managed per bucket, and the other option is allow KMS — the AWS
Key Management Service — handle key management.

iCloud secures information by encrypting it when it's in transit, storing it in iCloud
in an encrypted format, and using secure tokens for authentication. For certain sensitive
information, Apple uses end-to-end encryption that provides high level of data security.
Information is protected with a key derived from information unique to device, combined
with device passcode.

General model structure. The structure of the model was chosen to compare
the level of security models. First is AMAZON:
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Fig. 1. Client-Side Data Encryption for Amazon S3

Second thing is Google’s variant:
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Fig. 2. Google Data Protection strategy
Third thing is Apple’s variant:
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Fig. 3. iCloud Filesystem Data Protection
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Conclusions. The paper has demonstrated the ability of iCloud to be the best cloud
based storage. It can be seen that the use of such service produces qualitative results.

ICloud has enough data protection level and price is cheaper than competitors have.

There are several directions for future work. One is to change the test
protection’s model for all services, increasing the number of hidden units and adding
more productive parts. Another is to create a completely new cloud scheme. These
changes will definitely improve the results. It also would be interesting to test the
hybrid model that consists of 3 templates.



302 ICSFTI2018 Section 4. GN

References

1. Google Cloud Platform Documentation. — Link:https://cloud.google.com/docs/. —
Date: 22.04.2018.

2. How Do I Enable Default Encryption for an S3 Bucket? — Link:https://docs.
aws.amazon.com/AmazonS3/latest/user-guide/default-bucket-encryption.html. — Date:
22.04.2018.

3. How the Apple iCloud Works. — Link: https://computer.howstuffworks.com/
cloud-computing/icloud4.htm. — Date: 25.04.2018.

4. Price comparison. — Link:https://www.wired.com/story/amazon-just-killed-
the-best-deal-in-tech/. — Date: 25.04.2018.

JOBIIKA ITPO ABTOPIB

SApuu Auapiit MukonaiioBud — MaricTpast, kadeapa 0OUUCITIOBATLHOT TEXHIKH,
Harionanenuii TexHiunuil yHiBepcureT Ykpainu «KHiBCbKUN MOJIITEXHIYHUN IHCTUTYT
imeHi Iropst CikopcbKoroy.

Yarych Andriy — magistrate, Department of Computer Engineering, National
Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”.

E-mail: andriyarych@zoho.com



Section 4. GN ICSFTI2018 303

Slpuy Auapii

IIMTAHHSA BUBOPY CLOUD-JOAATKY
HA OCHOBI AHAJII3Y GOOGLE, AMAZON TA APPLE PIIIIEHb

AKTYAJIBHICTh TeMH J0CTiIKeHHsl. XMapHI TEXHOJOTI] CTal0Th BCE OUIbII U
OUTBII TOLIMPEHUMH Ha CBITI; JIIOJM BUKOPUCTOBYIOTH CEpBICHM 30epiraHHs s
JOKyMEHTIB, (poTo Ta iHmMX (ailyliB, TOMy TaKk BaKJIMBO MaTh 3aXUCT JAHUX Ta iX
IIBUJIKE 3aBAHTAKEHHSI.

IloctanoBka mnpodaemu. Ha paHuii MOMEHT ICHYe€ JOCTaTHbO ILHUPOKA
HEOOI3HAHICTh HACEJICHHS IIOJ0 MOTEHI[laTy Ta pemyTarii pi3HOMAaHITHUX XMapHHX
JOJATKIB, TOMY CIiJl BUIUIMTH HaWKpaIlIUii, 110 TTOBHICTIO 33/I0BOJIBHATUME MTOTpedam
KOPHUCTYBaviB.

AHaNi3 OCTaHHIX AoCHiIkKeHb i myOJikaumiii. Y 3B’s3Ky 3 TOSIBOIO HOBHX
METOJIIB Ta MIIXOIB Ha HUBI XMapHUX TEXHOJIOTi TemMa BUOOpPY XMapHHUX JOJATKiB
cTae OLIBII MOMYJIIPHOIO B OCTaHHI POKH.

Buninenns HepocaiizkeHMX YACTHH 3arajibHOI MPo0JieMHU. ICHye TOCTaTHBHO
HEBHUBUEHUX MOMEHTIB, sIKi MOBUHHI OyTh Biakputumu. Ciia 3BEpHYTH yBary Ha
pimmenHst 3 o6’emoM B 1 Tta 2 Th, ockinbku 11e HalOUIBII PENEBAHTHO JUIS 0araThox
103€piB; aKIEHT OYB MOCTaBJICHUI Ha MporpamMax BiJl BIIOMUX KOMITaHi.

IlocTanoBka 3aBAaHHs. 3aBJaHHSM € TIOBHICTIO PO3KPUTH OCOOIHMBOCTI yCiX
pillieHb; HAa OCHOBI OTPUMAaHUX JaHUX (y OUTbIIIN MIp1 — B/l piBHA 3aXUCTy 1H(pOpMaIIii
Ta I[IHU TIOCITYT) BUOMPAETHCS HAHOUIBII aKTyalIbHE Ta MOTPIOHE MPOTrpaMHE PIllICHHS.

Buxiiagenns ocHoBHOro marepiauy. [lepin HiXx JaH1 3anumaTh NPUCTPI, BIH
3amudpoByeTbes 3a ctanaaptTom TLS. Ile Toit cammii cTaHAapT, SKU BUKOPUCTOBYE-
ThCA JUIS U(PYyBaHHS BeO-TieperisaadiB Ha BeO-caifrax 13 6e3neunum HTTPS. Tlicns
TOTO, SIK JlaH1 JocsaratoTb Google, Bonu mudpyroThes 3a nonomororo 128-6itHoi AES.
Xoua 11e He 256-0iTHUN aJTOPUTM, SIKMM BUKOPHUCTOBYIOTH OUTBIIICTh IHIIUX CIYXKO,
OJIHAK HETIOTaHo.

Amazon mpornonye Te, mo HazubaeTbes «llludpyBaHHs 32 3aMOBUYBAHHIMY
Mi]] TAaHEJUTI0 BIACTUBOCTEH. MOKHA BBIMKHYTH HMIM(PYBAHHS, IPOCTO MEPEMHUKAIOUN
KHONIKY B 1HTepdeiici kopucTyBaua Ta noBigomiisitoun AWS, sik X04eTbcsl KepyBaTH
nogatkoM. OgHUM 3 BapiaHTIB € KepyBaHHsS kimouamMu AES-256, a iHmmil BapiaHT -
no3Bonutu KMS - ciy:x01 kepyBanHs kiitouamMu AWS — npairoBaTh 13 KIIOUYaMHU.

[Tpo iCloud. [lo6 BukopucToByBaTH MOBHE muppyBaHHs, TO 111 Apple 1D
noTpibHO MaTu nBO(daKTOpHY aBTeHTHdIKaI0. [1[06 oTpumaTh HoCTym 10 AaHUX HA
HOBOMY TPHUCTPOI, MOXKE 3HaJOOUTHCS BBEJEHHS MapOJI0 IJIsl ICHYI0UOro ab0 KOJIUII-
HBOT'O MpUCTporO Apple.

BucnoBku. J/[ana ctaTTs NMpoAeMOHCTpyBajia MEpUIiCTh “s0yka” cepell BCiX
PO3IIIsyBaHUX JIOJIATKIB; OYyJI0 YiTKO BHJHO, 110 BUKOPUCTAHHS JaHOTO CEPBICY Jae
pe3yNbTaTH BIIHOCHO 103€pa Ta HOro CIOMAIBaHb; € JeKijIbKa HAMpSMIB MOJAJIBIIOTO
pO3KpUTTS nutaHHs. Hanpukiaa, MokHa MpOTeCTyBaTH TOpUIHY MOJENb XMapu abo
CTBOPUTHU SIKICHO HOBY; TaKOX 3a 1JIeF0 MOKHA B3ATh IMOKpAIIEHHS CUCTEMHU 3aXUCTY
iHpopmarii iCloud.
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