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CITIOCIb MOHITOPHUHI'Y OBYUCJ/IIOBAJIBHUX
PECYPCIB B IPOI'PAMHO-KOH®II'YPOBAHUX MEPEXAX

WAY OF COMPUTATIONAL RESOURCES
MONITORING IN SOFTWARE-DEFINED NETWORKS

AHoTanis. B crarrti posmisgaeTbcs  Kiactep, B SIKOMY BHKOHYETHCS
posnoiieHuit nonatok. Kimacrep 3HaX0UThCsl B MPOrpaMHO-KOH(MITypoBaHid Mepexi
(SDN). lns oTpuMaHHS JaHWX TPO HasBHI Ta 3alHATI pecypcd BUKOPUCTOBYIOTHCS
3arajabHONPUNHSATI IHCTPYMEHTH MOHITOpUHTY cepBepiB Ta ix REST API mis nepenaui
nanux B kKoHTposiep SDN. Konrponep SDN orpumye mani i Ha X OCHOBI Npuiimae
pilIeHHs PO 3MiHY KOHQITypallii Mepexi.

KuarouoBi cjoBa: mnporpamHo-koH(pirypoBani wmepexi, SDN  koHTpomep,
MOHITOPHUHT, areHT MOHITOPUHTY, MacIITa0yBaHHS,
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Annotation. The paper deals with the cluster, in which there is a running
distributed application. The cluster is located in the software-defined network (SDN).
Widely adopted tools for server monitoring are used for data retrieval about free and
occupied resources and their REST API is used for transferring the data to the SDN
controller. SDN controller receives the data and makes the decision based on this data
about changing the network configuration.

Key words: software-defined networks, SDN controller, monitoring,
monitoring agent, scaling.
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AKTyalIbHicTh NpodaeMu. B cyuacHux cuctemax € akTyaldbHOIO MpodiieMa
CTIWKOCTI Wweb-10JaTKiB 0 3MIHM HABaHTAXCEHHS, IO CHPUYHUHSIETHCS 3MIHOIO
KUTBKOCT1 KOPUCTYBAIbKUX 3amuTiB. [locTiiiHe yTpuMaHHS pecypciB, HEOOX1THUX IS
poOOTH A0ATKy MiJ MIKOBUMH 3aBAaHTAXXEHHSMU YAaCTO € HEBUIIPABAAHO JTOPOTUM,
OCKIJTBKH OUTBIIICTB Yacy KUIBKICTD 3aIlUTIB € 3HaYHO MEHIO00. KiIbKICTh 3alUTIB Bl
KOPHUCTYBayiB JI0IaTKy HE € CTaJIOI0, HANpHUKIad, B poOodl TOAMHU HAaBAaHTAKCHHS
3HaYHO 3pOCTa€, M0 MOXE MPHU3BECTH N0 3aTpUMOK B poboTi. Bomnouac, mpu
MEHIIIOMY HaBAaHTA)KEHHI HE € JOUIIbHUM YTPUMaHHS HAAJIUIIKy pecypciB. Tomy,
JOPEYHO JWHAMIYHO MaclTaObyBaTH J0JATOK, BUKOPHUCTOBYIOUM JIUIIE HEOOXIJAHY
KUIBKICTh BY37iB. Lle 103BOJUTH ONTHMI3YBaTH BUTPATH 1 BUBIUIBHUTH PECYpPCH MiA
1HII TTIOTPEOH.

Orasin icuywuux pimenb. Kontporep SDN mae 3acobm BiACTEKEHHS
Tpadiky, 10 HATXOIUTH J0 KOXKHOTO 3 XOCTIB B Mepexi.O0csar Tpadiky 4acTo HE €
MOKAa3HUKOM 3aBaHTKCHHS BY3JIa: HEOOX1THO MaTH iH(OpMaIliI0 PO BUKOPHUCTAHHS
03V, aucky, npouecopa tomo. [linatpumka SDN-KOHTposepOM J101aTKOBUX IUIAriHiB
JI03BOJIIE HANANITYBATH OTPUMaHHS JaHUX MPO 3aBaHTAKEHHs Oe3MOocepesHbo 3
xocTta. IcHyroui cmoco6u MOHITOpUHTY kiactepa [1], [2] He miaATpuMYyOTh poOOTY 3
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MPOrpaMHO-KOH(MITYPOBAaHUMU MEPEKAMH, MPOTE MalOTh MOXJIMBICTH IHTErpaili 3
KOHTpoJiepoM yepe3 APL

IlocranoBka 3aBaanHHsa. Kontponep SDN BigmoBijzae 3a MapHIpyTH3aIliio
Tpadiky B mporpaMHo-KoH(pirypoBaHniii mepexi. [Ipore, A5ig NpURHATTS pillIEHHS PO
MapHIpyTH3aIii0 Ha TOM 4M 1HIIMH XOCT, KOHTpoJiepy HOTpiOHO Matu 1HGOpPMAIliI0
o0 ioro 3aBaHTaxkeHHS. HeoOXigHO po3poOUTH cHocid MOHITOPUHTY HasBHUX
pecypciB B mporpamHo-KoH(]irypoBHUX Mepexkax SDN, mo HazacTh MOXKIMBICTH
OTPUMYBATH aKTyalbHI JaHl MPO 3aBAHTAXKEHHS XOCTIB B Mepexi. HasBHICTH Takux
JAHUX J1a€ MOXJIMBICTh HAJNAIITYBAaTH MAPUIPYTU3AI[I0 HA KOHTPOJIEPl TAKUM YHHOM,
00 pO3MONIIUTA HABAaHTAXKEHHS PIBHOMIPHO 1 3amoOIirTd BIAMOBI XOCTa, a 3a
BIICYTHOCTI MOTpeOM B pecypcax — BIAKIIOYUTH XOCT BiJ MeEpexi, TUM CaMUM
3BUIBHUBIIH PECYPCH Mif 1HII TOTpedu.

BuxinaneHHss 0CHOBHOIO MaTepiaJry

3aco0u peanizanii cnocody monitopunry B SDN. 3anpononoBanuii cnoci6
0a3yeThCcsl HA OCHOBHUX IepeBarax mporpamHo-koHGirypoanux mepex. llo-mepie,
MOXJIMBICTh peKOH(]Irypaii Mepexi HUIIXOM peAaryBaHHs TaONIWIll MaplipyTH3amii
yepe3 API xoutponepa. Ilo-apyre, MOXKIUBICTh PO3IMIMUPEHHS (PYHKIIOHATY KOHTPO-
jepa 3 gonomororo miariniB. Kontposnep mporpaMHo KoH(IrypoBaHOi Mepexi 3iiiic-
HIOE YTPaBIiHHSA TaOIUIEI0 MapuipyTusamii Tpadiky MIXK XOCTamH, MPOTE, HE Mae
BOyZ0BaHUX 3acO0IB Il MPUMHATTS PIIICHHS MOAO0 pekoHdirypauii mepexi. lnes
3aMpONOHOBAHOTO CIIOCO0Y MOJsArae B peasizalii I1BOX CKJIAIOBUX: ar€éHTa MOHITOPUH-
ra pecypciB ta miariny SDN-koHTpoiiepa it pekoH}Irypaiiii Mepexi.

osal §
KoHTponnep SDN ]1—\_" Mnarii MOHITORHHIY Pecypcis
Ta pekoHdirypauii Mepexi |

— OQi3u4Ha MEPEXA

------- » [IporpaMHO-KOHDITYpoBaHa Mepexa

ATEHT MOHITOPUHIY pecypeis

REST-3anuTH

g

Puc. 1. Ilpuxnan knacrepy B SDN 3 areHTamMu Ta 1jIariHOM MOHITOPHUHTY.
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[Inarin moxke OyTu peanizoBaHui Ha Oyab-sIK1ii MOBI TpOrpaMyBaHHs, OCKUIbKH
B3aeMojis 3 KoHTposiepoM MmosxiuBa uepe3 REST API [3]. V Bunaaky, Hanpukiaf,
koHTposiepa Opendaylight, mnarin peanidyerbcsi Ha MOB1 mHporpamyBaHHs Java 3
BuKopuctanHaM TexnoJorii OSGI [4], mo n03Bossie TMHAMIYHO TIKITIOYATH TUIariHA
0e3 3ynuHKHA KOHTpoJiepa. AT€HT MOHITOPUHTA PECYPCiB BUKOHYETHCS O€3MOCEPEaHBO
Ha TOMY 3K BY3Jli, IIO 1 €K3eMIULSIP PO3MOAUIEHOr0 AoAaTKy. JlJisi oTpuUMaHHs JaHUX
PO 3aBAHTAXKEHHS BYy3Ja BUKOPUCTOBYIOTHCS PO3IMOBCIOMKEHI 1HCTPYMEHTH,
Hanpukiaan Zabbix [1] um Nagios [2]. OCHOBHOIO 3ajader0 areHTa MOHITOPHWHTA
pecypciB € HaJlaHHsS aKTyalbHOI 1H(QOpMallii Mpo HaBAaHTAKEHHS HA BY3JIM KllacTepa
yepe3 API, noctynuuii nis konTposepa SDN.

Aaroputm pexongpirypauii SDN. [Ipu nocaraeHHi nmeBHOTO PiBHS HaBaHTa-
KEHHS, KOHTPOJIEp MpUiMae pillieHHs MPO 3MIHY TOIMOJOTi Mepexi: nepedyaoBy Taod-
JUIb MapUIpyTHU3alii TaKUM YHMHOM, IO Tpadik pO3MOAUISETHCS HA MEHII 3aBaHTa-
xeHl By3nu. [lpu mamgiHHI 3HAYEHHS KPUTEPIIO 3aBaHTAXEHHS BY3JIB JI0 MEBHUX
3HAUYE€Hb 3MIHIOETHCS KITBKICTh BY3JiB B KJacTepl: BY3JIM BIAKIIOYAIOTHCS BIJ
nporpamMHo-KoH(]irypoBaHoi mepexi [5]. Takum duHOM, MABUIIYETHCS €(EKTUBHICTh
BUKOPHUCTaHHSI OOYMCIIOBAJIBHUX PECYPCIB: 3BUILHSIOTHCS CEpBEpa, SIKI MOXKYTb OyTH
BUKOPHCTAHI JUIs 1HIIUX 3a7a4.
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Puc. 2. Anroputm pexondiryparii SDNHa 0CHOBI JaHUX MOHITOPHHTY.
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BucHoBknu

BukopucroByroun 3anmpomnoHOBaHH croci® Moxke OyTH BIOCKOHAJICHHUU
HUIIXOM peajizalii BJOCKOHAJEHUX aJIrOpUTMIB MapupyTu3amii Tpadiky B IUIariti,
IO MIJKIIOYAETHCS 10 KoHTposepa. Llle oaHuM HanmpsIMKOM MOAAJIbIIoT poOOTH € 301p
Ta aHami3 iHpopmamii mpo oOcsiru Tpadiky, IO HAAXOJUTh B MEPEXKYy B IMEBHI
MPOMDKKHM 4acy, Ta peajizalis crnocoOy MPOTHO3YBaHHS HABaHTAXKEHHS HAa XOCTH B
Mepexi. lle HamacTh MOXIMBICTH 3aBUACHO MIAKIOYATH [IOJATKOBI pecypcH M0
Mepexi, TAKMM YMHOM 3a100iralouu nepeBaHTaKEHHIO XOCTIB.
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WAY OF COMPUTATIONAL RESOURCES
MONITORING IN SOFTWARE-DEFINED NETWORKS

Target setting. The goal of the paper is to develop a universal way to monitor
available resources in the SDN, which will allow the controller to obtain such data.

Actual scientific researches and issues analysis. The number of requests from
users of the application is not constant, for example, during work hours, the load
increases significantly, which can lead to delays in the work. At the same time, with
less load it is not expedient to hold excess resources. Uninvestigated parts of general
issues defining.Existing cluster monitoring methods do not support work with
software-defined networks, but can integrate with the controller through the API.

The research objective. There is a need to come up with a way to monitor
available resources in the software-defined networks, which will provide an
opportunity to receive up-to-date data on the load of hosts on the network. The
availability of such data makes it possible to configure the routing on the controller in
such a way as to distribute the load evenly and prevent the host to reject the traffic, and
in case of absence of resource demand - to disconnect the host from the network.

Ways of monitoring implementation in SDN.The proposed method is based
on the main advantages of software-defined networks: the ability to reconfigure the
network by editing the routing table through the controller API, and the ability to
expand the controller functionality using plug-ins.

SDN reconfiguration algorithm.When a certain level of load is reached, the
controller decides to change the topology of the network: the reconfiguration of the
routing tables in such a way that traffic is allocated to less loaded nodes. When the
value of the criteria of the nodes load drops to certain values, the nodes are
disconnected from the software-defined network.

Conclusions. The paper suggested a way of resources monitoring in the cluster
that resides in software-defined network.

Key words: software-defined networks, SDN controller, monitoring, monito-
ring agent, scaling.



