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ENHANCING SYSTEM FAULT TOLERANCE THROUGH
THE USE OF BLOCKCHAIN TECHNOLOGY

The paper deals with the issues of the profitability of using blockchain
technology to create more enhanced fault-tolerant systems. The advantages and
disadvantages of using public and private blockchain are considered, as well as the
impact of this technology on distributed and centralized systems. Examples of the use
of blockchain technology to increase system productivity in various spheres of human
activity are given.
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Relevance of the research topic. Blockchain technology, which forms the
foundation of decentralized digital currencies, is becoming very popular in today's
world due to qualities such as transparency, immutability, reliability, speed, and
efficiency. Therefore, it's necessary to consider the use of this technology to increase
the reliability and fault tolerance of systems in various spheres of life.

Target setting. The opportunity to find better ways to increase the reliability
and fault tolerance of computer systems.

Actual scientific researches and issues analysis. Recent studies show that
blockchain technology can be very useful for the task of increasing system reliability
and fault tolerance due to decentralization, transparency in task execution, and security
features such as immutability. However, there is also an opinion that for large
computations, the question of energy efficiency arises, especially when performing
consensus algorithms to confirm the result.

Uninvestigated parts of general matters defining. This article is dedicated to
studying and analyzing approaches to optimizing the use of blockchain technology in
high computational requirements and in distributed systems.

The research objective. Analyze the appropriateness of using blockchain
technology to increase system fault tolerance. Consider the advantages and
disadvantages of using this technology in centralized and distributed systems.

The statement of basic materials. Blockchain technology, which underlies
most decentralized digital currencies such as Bitcoin, Ethereum, Binance Coin, and
many others, has great potential for creating reliable and fault tolerant systems [1].
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Thanks to features like decentralization, transparency, and immutability, it's possible to
enhance fault tolerance and improve the security of computer systems.

Blockchain for fault tolerance. Fault tolerance is the system's ability to continue
performing actions programmed into it even after the occurrence of malfunctions or the
complete breakdown of some of its components [2]. Blockchain ensures fault tolerance
through decentralization and consensus mechanism. As each node contains a copy of the
entire blockchain, the system will continue to work even if one node fails. Thanks to the
consensus mechanism, a single node failure won't disrupt the system'’s operation, as each
node's state is agreed upon with others, and nodes with deviations will be ignored by the
system. These consensus mechanisms come in various forms, including Proof of Work
(PoW), Proof of Stake (PoS), and Byzantine Fault Tolerance (BFT). PoW requires
significant computational effort to validate transactions, whereas PoS requires
participants to have a certain number of coins. BFT, on the other hand, is designed to
provide reliable consensus in systems with potentially hostile nodes.

Public and private blockchain. However, a system based on blockchain
technology is not perfect and has many different usage aspects. For example, to create
a fault tolerant system, we can use both a public and a private blockchain [3]. In the case
of using a public blockchain, you need to pay “gas" when performing operations. Using
this approach can have a very negative impact on your bank account, especially under
high system load. But in this case, the fault tolerance of the system will be at its
maximum, as anyone can join the computation process and for a certain fee, above-
mentioned "gas", provide their computing capabilities to perform operations. Thus, we
have a strongly decentralized topology in the network created around the public
blockchain, in which the correctness of the program is checked using public consensus.
However, this approach can have weak performance due to the same strong
decentralization of the system. Another approach to creating a fault tolerant system is the
use of a private blockchain. In this case, it is possible to control the entire network and set
your own rules for its operation. Such a system is not decentralized, so each node must be
serviced and maintained for stable task execution. This solution leads to a reduction in
fault tolerance but does not require transaction fees and can be useful for organizations
that want to use blockchain properties without making their network externally accessible.

Blockchain in distributed systems. The next issue may be the use of
blockchain technology in distributed systems, as they are designed to maximize the
division of program code into parts and parallel execution of a given task, while
blockchain implies performing the same task on many nodes simultaneously. Indeed,
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blockchain technology and distributed computing serve two different purposes and
they solve two different types of problems. Because each blockchain transaction is
verified by the entire network, operations performed with blockchain provide a high
level of security and increase fault tolerance. However, this technology will perform
very poorly in large computations, as each node will perform the same operation.
Distributed systems are used for maximum optimization of the use of computational
resources. Large tasks are divided into parts that can be executed in parallel on many
nodes. This approach provides much higher execution speed, but the system is much
less fault tolerant. Therefore, while it is possible to use blockchain technology for
distributed computing to ensure transparency and security, such an approach will
significantly reduce the execution time of a task and heavily load the system.

Other approaches to enhance fault tolerance. Now let's consider other ways
to increase system fault tolerance, separately for distributed and centralized ones. For
centralized systems, the following approaches can be used:

1. Redundancy - duplicating hardware, data storages, or software to ensure
continuous system operation in case of one component failure.

2. Regular backup - copying system operating data to a remote storage to
restore the state of system operation after a failure.

3. Disaster recovery mode - introducing some solutions into the software that
allow the system to quickly recover after a failure.

For distributed systems, the following approaches can be used:

1. Replication - creating copies of data or services in different parts of the
system so that if one node fails, another node can continue processing.

2. Sharding - distributing data among different nodes, allowing the system to
continue working, even if one node fails.

3. Applying consensus algorithms - manage the state of the system in a
distributed environment using consensus algorithms to ensure data consistency
between nodes.

So, we see that in addition to blockchain technology, there are many ways to
increase the fault tolerance of computer systems depending on the type and
requirements. Depending on the task, you can choose which one fits best.

Application areas. Let's talk about the exact areas where blockchain
technology would be useful in creating a fault tolerant system that also has a high level
of security and transparency:
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1. Financial sector: Blockchain technology is already widely used in
cryptocurrencies to ensure fault tolerance in conditions where there is no centralized
authority that would control transactions. The same solution can be useful for ensuring
security in banking systems and other financial institutions.

2. Logistics sector: Blockchain can be used to create a fault tolerant supply
tracking system where each stage in the supply chain can be tracked and verified,
ensuring transparency, and reducing the possibility of fraud.

3. Healthcare sector: Blockchain can help create fault tolerant systems for
recording and storing patient data that guarantee the integrity and privacy of patient data.

4. Legal sector: Blockchain technology can ensure fault tolerance and
transparency in electronic voting systems, reducing the possibility of manipulation and
fraud in elections. Also, the immutability of the blockchain would help to avoid the
"disappearance” of evidence and other investigative materials from court cases, which
would help eradicate corruption in the judicial system.

Implementation problems. With widespread implementation of blockchain
technology, you may face the following problems:

1. Scalability: Blockchains may have problems processing many transactions
per unit of time, making them less suitable for large systems.

2. Energy efficiency: Some consensus algorithms, such as Proof of Work, use
a large amount of energy to confirm the correctness of execution results.

3. Implementation complexity: Blockchain is a relatively new technology, and
its implementation will require specialists who will create new and adapt existing
systems using blockchain technology.

4. Legal and regulatory issues: Blockchain, especially in financial sectors and
those related to personal data, may face issues of compliance with existing laws and
regulatory norms.

I would like to note that blockchain technology isn't always the best way to
improve the fault tolerance of computer systems. However, the advantages that this
technology provides can be widely used in various areas of human activity and make
blockchain a standard tool for creating fault tolerant and secure systems. It's important
to note that some countries are already making the first steps in using blockchain
technology at the state level. For example, Estonia successfully uses the e-Estonia
electronic citizenship system, which operates on the blockchain [4]. Through this
system, elections are held, taxes are paid, and it helps the country save up to 2% of
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GDP annually. But it's important to remember that the example of a country with a
population of less than two million people cannot guarantee that a similar model will
take root in other countries. However, it's impossible not to recognize that distributed
digital registers are becoming increasingly popular and blockchain has the potential to
radically change the world around us.

Conclusions. The potential of blockchain technology to enhance the fault
tolerance of both distributed and centralized systems, including in high computational
requirements, has been analyzed. Approaches and methods of using this technology in
those systems where it can be most effective have been identified. Areas where the
implementation of fault tolerant systems based on blockchain technology is most
profitable have been identified.
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PO3LIUPEHA AHOTALIA
P. O. CepeopsikoB, A. M. BoJsiokura

MIIBUILEHHS BIIMOBOCTIMKOCTI CACTEM
3A JIOTIOMOT'OIO TEXHOJOT'Ti BJIOKUEH

AKTYAJIbHICTh TeMH J0CTiIsKeHHs1. TexHomoris ONoKYeliH, sSka € OCHOBOKO
JIEIICHTPATI30BaHNX HU(POBUX BAIIOT, CTA€ TYXE MOMYISIPHOIO B HAIIl Yac 3aBISKHA TaKUM
SAKOCTSIM SIK TPO30PICTh, HE3MIHHICTh, HAJIMHICTh, IIBHIKICTh Ta €(PEKTUBHICTb. Tox
BBO)KAIO 3a MOTPIOHE PO3MISAHYTH BUKOPUCTAHHS JAHOI TEXHOJIOTIT ISl IMiBUIICHHS
HaJIIITHOCTI Ta BIIMOBOCTIKOCTI CUCTEM Y PI3HUX c(epax KUTTEAISITBHOCTI.

IMocTanoBka nmpodaeMu. MoXIUBICTh BIITYKaTH Kpallll CIIOCOOU T1IBUILICHHS
HAJIHHOCTI Ta BIAMOBOCTIMKOCTI KOMIT FOTEPHUX CUCTEM.

AHaJIi3 OCTaHHIX J0CTiIzKeHb Ta myOJikanii. OcTaHHI JOCTIHKEHHS TOKa3yIoTh,
10 TEXHOJIOT1s OJTIOKYEHH MOYKE OYTH JTy>KE KOPUCHOIO JIJIsl BAKOHAHHS 3a71a4l M1BUIIICHHS
HaJIIHOCTI 1 BIZIMOBOCTIMKOCTI CHCTEM 3aBJSKU JeLEHTpalli3allii, Ip0o30pOCTi y BUKOHAHHI
3a/ad Ta OE3MEKOBUM XapaKTEPUCTHUKAM, TaKUM SIK HE3MIHHICTb. OJHAK TaKoX ICHYE
JTyMKa, 1110 JUTsl BETMKUX OOYMCIICHb MTOCTA€ MUTAHHS €HEProe)eKTUBHOCTI, 0COOIUBO MPU
BHUKOHAHHI1 KOHCEHCYCHUX aITOPUTMIB JJIs TTIITBEP/HKEHHS pE3yNIbTary.

BuninieHHs1 HemOCTIKEHHX 4YAaCTHMH 3arajbHoi mnpoOiaemu. JlaHa crartd
MPUCBSYEHA BUBYCHHIO Ta aHAI3y MIAXOIB /IO ONTUMI3allli BUKOPUCTAHHS TEXHOJOTI
OJNOKYEHHY P BEIMKUX OOYHCITIOBATIBHUX BUMOTaX, a TAKOXK Y PO3IOALIEHOTO CUCTEMAX.

IlocranoBka 3aBnanus. [IpoanamizyBaTu JOLUIBHICTh BUKOPUCTAHHS TEXHOJOTIL
OMOKYEHH IS TIIBUIIICHHS BIIMOBOCTIMKOCTI cHcTeM. PO3IIsiHYTH TiepeBaru Ta HEIOTIKH
BUKOPHUCTaHHSI JJAHOT TEXHOJIOTI y IIEHTPaJIi30BaHUX Ta PO3MOIIEHUX CUCTEMAX.

BukiagenHss ocHoBHOro marepiajy. IlpoBeneno anami3 pi3HHX acIeKTiB
BUKOPHUCTAHHS TEXHOJIOTIi OJIOKYEHHY B PO3MOAUICHUX Ta IIEHTPaNTi30BaHUX CHCTEMaX,
BKJTIOYal0YH Oe3MeKy, BiAMOBOCTIMKICTB, MPO30PICTh, MAacHITA0OBaHICTb Ta BaPTICTh
BUKOPUCTAHHS, BKIIFOUAIOYH BUTPATH HA JaS MPU BUKOHAHHI POTPAMHOTO KOJTY.

BucnoBku. IIpoaHamizoBaHO TMOTEHIIAll TEXHOJOTIl ONOKYEHHY  AJIs
MiIBUIIICHAS BIIMOBOCTIMKOCTI SIK PO3MOAUICHUX TaK 1 IEHTPai30BaHUX CHCTEM, B
TOMY YHCIIi IPU BETUKUX OOYHMCITIOBAILHUX BUMOTaxX. Bu3HaueHo miaxoau Ta crocoou
BUKOPUCTAHHS JAaHOI TEXHOJOril y THUX CHCTeMax, J¢ e Moke OyTu HaiOiLIbI
edekTuBHUM. Bu3HaueHO HampsiMu, 1€ BIPOBAKEHHS BIAMOBOCTIMKHX CHCTEMHU
3aCHOBAHMX HA TEXHOJIOTI OJIOKYENH € HAaMO1JIbII BUT1IHUM.

Karouoai cjioBa: 0JI0K4YECIH, BIIMOBOCTIHKI CHCTEMH



