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ANALYSIS OF DEFENSE AND ATTACK METHODS IN DISTRIBUTED
SYSTEMS

PoGoTa mnpucBsaueHa aHamizy BpPa3JIMBOCTEH PO3MOAUICHUX CHCTEM Ta
Kiacudikalii METo 1B aTak Ha HUX. PO3TIISTHYTO OCHOBHI P1BHI 3arp 03: BiJl KOHTPOJIIO
JTOCTYyIy Ta TpaHCIOPTyBaHH: AaHMX 10 ckiagaux Collusion attacks, Takux K aTaku
Sybil Ta Eclipse. Omnmcano wMeToaum 3aXuUCTy, IO BKIHOYAKOTh MEXaHI3MHU

aBTeHTH(IKaIlii, 0e31edHoro 30epiraHHs Ta Map mp yTH3AIIii.

Ku1ro4oBi cjioBa: po3noauieHi cucreMy, 1H(popMaliiiHa 0e3neka, araka Sybil,

ataka Eclipse, KOHTp0Jb HOCTYIly, Map 1Py TU3AILIS.
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The work is devoted to the analysis of vulnerabilities in distributed systems and
the classification of attack methods against them. The main threat levels are
considered: from admission control and data transportation to complex collusion
attacks, such as Sybil and Eclipse attacks. Defense methods including authentication

mechanisms, secure storage, and secure routing are described.
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Relevance of the research topic. Distributed systems, composed of multiple
nodes providing services to users, have become the backbone of modern IT
infrastructure due to their ability to scale, handle distributed information resources
effectively, and provide high reliability and fault tolerance. However, the complexity
of these systems creates numerous entry points for malicious actors. Ensuring the
security of data and services in such an environment is a critical task, making the

analysis of potential threats and defense mechanisms highly relevant.

Target setting. Systematization of knowledge regarding vulnerabilities n
distributed systems, classification of specific attacks (including collusion attacks), and
determination of effective mitigation strategies to ensure confidentiality, integrity, and

availability.

Actual scientific researches and issues analysis. Recent studies in the field of
distributed systems security focus on specific vectors of attacks. Theoretical
foundations of attacks on reputation systems, such as the Sybil attack, were described
by J.R. Douceur [1]. Issues of routing security and "Eclipse" type attacks are widely
discussed in the context of peer-topeer networks and blockchain systems [2].
However, a comprehensive overview connecting basic infrastructure vulnerabilities
with complex social-engineering and routing attacks requires constant updating due to

the evolution of threats.

Uninvestigated parts of general matters defining. While individual attacks are
well-studied, there is a need for a consolidated analysis that links vulnerabilities in
admission control and data transport with complex scenarios like "White washing" and

routing table poisoning, along with a unified approach to defense.

The research objective. To analyze the main vulnerable points of distributed
systems (admission, transport, synchronization, data security), examine the mechanism

of collusion attacks, and formulate the main methods for mitigating these threats.



The statement of basic materials. A distributed system is defined by its
composition of multiple nodes working together to provide services. Its main
benefits—scaling and fault tolerance—rely on the correct interaction of these nodes.
However, several critical areas are susceptible to attacks. The first vulnerable area is
Admission Control, which governs authorized access to data and services. Potential
threats here include acquiring access to protected data by masquerading or spoofing

identity, as well as Denial of Service (DoS) attacks that exhaust system resources.

The second area is Data Transportation, the process of moving data between
components across communication channels. Threats include data modification and
unauthorized listening or interception. A classic example is the Man-in-the-Middle
(MitM) attack, where the attacker secretly relays and possibly alters the

communications between two parties.

The third area involves the Organization and Synchronization of resources.
Threats here lead to inadequate resource distribution, data inconsistencies, and
time/event ordering issues. Specific attacks include Pollution attacks (index
poisoning), which undermine system integrity by introducing false information,

leading to service disruption.

The fourth area is Data Security itself, covering confidentiality, integrity, and
availability. Threats include data leakage via side-channel or covert channel attacks,
delays in access affecting availability, and direct compromise of integrity.

A significant category ofthreats in distributed systems is Collusion Attacks. These

involve a group of peers working together to compromise the network targeting

control mechanisms like reputation or bandwidth provisioning. Key types include:
1. Sybil Attack: An attacker undermines the reputation system by creating

numerous pseudonymous identities, gaining exaggerated influence [1].

2. Eclipse Attack: Attackers surround a good peer with malicious nodes, blocking

its view of the system to facilitate spoofing or censorship [2].

3. White Washing: Malicious peersillicitly alter or delete data to reset their bad

reputation, leaving and rejoining the system as "new" users [3].



4. Routing Attacks: Aim to disruptavailability. Examples include Routing Table
Poisoning (RTP) and Attraction/Repulsion attacks, which alter peer
attractiveness during routing tasks (Fig. 1).
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Fig. 1. Schematic representation of attacks: a — Sybil attack (one node controlling
multiple identities); b — Eclipse attack (isolation of a target node)



To mitigate these attacks, three main mechanisms are used:

1. Authentication Mechanism: Helps maintain a low number of malicious peers.
To mitigate Sybil and Eclipse attacks, a centralized authority can be utilized for
managing peer enrollments. Alternatively, assigning certificates issued by a
common Certificate Authority (CA) to network IDs during the joining process
1s effective [4].

2. Secure Storage: Prevents attackers from modifying information through
cryptographic checks and redundancy.

3. Secure Routing: Mitigated by limiting the number of trusted routing paths and
adding cryptographic overhead to verify the path integrity [5].

Conclusions. Security in distributed systems requires a multi-layered approach.
While basic threats target data transport and access control, the most dangerous attacks
involve node collusion (Sybil, Eclipse) and manipulation of routing logic. Effective
defense relies on strong authentication infrastructure (PKI, Centralized Authorities)

and secure routing protocols to ensure data integrity and system availability.
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PO3SHINPEHA AHOTALIA
Muxkura MejieHuyKoB, ApTeM BoJsiokuTa

AHAJII3 METOAIB 3AXNUCTY TA ATAK YV PO3ITOAIVIEHMUX CUCTEMAX

AKTYaJbHICTh TeMH JOCHIKeHHsl. Po3MOjiIeHI CUCTEMH € OCHOBOIO
Cy4acHHMX 004YHCIIeHb, 320€3MeUyI0Yl MacITaO0BaHICTh Ta BIIMOBOCTINKICTh. [IpoTe
iXHs ap XITEKTypa CTBOP FO€ HOBI BEKTOP U 3arp03, sIKl BUMAraroTh JA€TaIbHOTO aHAJIZY

JJ1 TOOY10BU HAAIHHOTO 3aXHUCTY.

IMocranoBka mnpoobJemun. HeoOximHicTs Kiacudikaliii Bpa3MBHX MICIh
PO3MOJIEHUX CUCTEM (KOHTPOJIb AOCTYIMY, TPAaHCIOPT, CHHXPOHI3AIlis) Ta aHaII3

MeToAiB npoTuali atakam tuny Collusion Ta Routing attacks.

AHaJI3 OCTaHHIX JoCaikeHb Ta myOJikaniil. JlocnimkeHHa 0a3yerbcs Ha
KJACUYHHUX Ta cydacHUX pobortax y cdepi Oe3neku P2P mepex Ta posmnomuieHnx

o0uucieHs, 30kpemMa moa0 atak Sybil Ta Eclipse.

IlocranoBka 3aBaanHs. [Ip oananizyBaTi OCHOBHI 3arpo3u KOHDIIEHIIITHOCTI,
IIUTICHOCTI Ta JOCTYMHOCTI JJAHUX Y P O3IIOIUICHUX CUCTEMaX Ta BU3HAYUTH €(PEKTUBHI

MCTOIHU 3aXUCTY.

BukJiiajieHHsl 0CHOBHOI0 MaTepiaJjy. Y po0oOTi AeTaJbHO P O3IVISTHYTO YOTHPH
OCHOBHI Bpas3jMBl 30HH: KOHTPOJIb JOCTymy (3arpo3u cmydinry Tta DoS),
TP aHCIIOPTYBaHHS 1aHUX (3arpo3H Nep eXOIJIEHH Ta Moiu(pikalii, aTaku Man -in-the-
Middle), opranizauis pecypciB (ataku Pollution attacks abo index poisoning) Ta

3arajbHa Oe3reka JaHuX (BUTOKH Yepe3 CTOP OHHI KaHAJN).

Oxkpemy yBary npuniieHo atakam turmy Collusion attacks, ko rpyna By3miB
i€ CIIUTBHO JJIs KoMImp oMeTallii cuctemu. [IpoananizoBano ataky Sybil (cTBop eHHs
oe3miui mceBaoHiMIB), aTaky Eclipse (i3omsmist yecHoro Bysma), White washing
(BimOimroBaHHs pemyTarnii) Ta atraku Routing Table Poisoning (oTpyenns TaGmvip

Map Ip yTu3arii).



BusHaueHo, 0 OCHOBHUMH METOJIAaMH 3aXHUCTy € BIIPOBAJPKEHHS CYBOPHX
MEXaHi3MIB aBTeHTH(IKAIT (BUKOPUCTAHHS IICHTP aJTI30BaHUX IICHTP 1B cep TU(IKATTI
s 3amobOiranHs atakaM Sybil), kpuntorpadiuHuii 3aXUCT CXOBHUI JaHUX Ta
BUKOPHCTaHHS 3aXUIIEHUX MPOTOKOIIB MapHIPyTU3allil 3 0OMEKEHHIM JOBIPEHUX

[IJISX1B.

BucnoBku. 3a0e3neueHHss Oe3MeKH  PO3MOAUIEHUMX CHCTEM  BHUMarae
KOMILJIEKCHOTO MIJIXOJY, 110 MO€JHYE KpunTorpadidyHi METOIU 3aXUCTy KaHAJIB
3B'SI3Ky 3 apXITEKTypHUMH PILIEHHSMU JIsI MPOTHUJIII aTakaM Ha pernyTalilo Ta

TOTIOJIOTII0 MEP €XKI.

Kuro4oBi ciioBa: po3noaiieHi cucremu, iHpopmaiiiiHa 6e3mneka, ataka Sybil,

ataka Eclipse, KOHTpOJb HOCTYyIy, Map IIp yTHU3AITIS.



