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APPROACH TO DESIGN AND DEVELOPMENT
OF SERVICES IN INFORMATION SYSTEMS
OF TELECOMMUNICATIONS PROVIDERS

Abstract. The problem of design and development of services in the information
systems of telecommunications providers is considered, taking into account evaluations
of the effectiveness of services, trends in the development of the IT industry and
analysis of user needs from various sources. The problem is considered at the levels of
service design, the development of the provider's service catalog, the provider's service
package for the consumer company, and the development of the provider's services.
When solving problems of design and development of services at each level, in addition
to traditional parameters, new evaluations of service efficiency, development trends of
the IT industry and analysis of user needs from various sources are used, including the
use of consumer feedback on social media.

Keywords: service; telecom provider; social media; social media; service
lifecycle; service design; catalog of services.

Introduction

Information technology (IT) is successfully used to improve the efficiency of
enterprises in high-tech industries, such as the provision of telecommunication
services. Competition forces companies and enterprises to look for new ways of using
IT to gain competitive advantages. Today, the development of business is significantly
influenced by the tools of cooperation between business units and IT services.

The most common approach to the implementation of IT to support the activities
of enterprises is the service approach. This was initially facilitated by the effective use of
services based on the SaaS, laaS, and PaaS models. The experience gained allowed
providers to provide services according to developed models, for example IPaaS [1],
managed services (Managed Services) [2]. But services based on the E2E model, when
design, implementation, delivery and provision of services to production, trade and other
companies and enterprises are undertaken by IT companies, turned out to be especially
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convenient for business support. First of all, this model is implemented through the
support of information systems of production, trade and other companies and enterprises
within the IT infrastructures of the providers [3]. New classes of providers have
appeared, such as MSP, competition in classes is growing, and the range of services has
expanded. Accordingly, the problem of effective support of the life cycle of services that
providers provide to their clients has arisen [4]. Taking into account the differences of
business consumers, the diversification of business processes of client companies that
require support, it is advisable to build the appropriate classification of consumers,
services and their providers and develop technologies to support the life cycle of
services for classes of consumers, services and providers, taking into account the
peculiarities of business, the state of IT development - industries, accumulated
experience and important information from other sources.

This is especially true for providers in such high-tech industries as the provision
of telecommunications services. They provide a wide range of services to wide classes
of consumers, among whom medium and large business companies occupy an
Important position, since in addition to telecommunication services, it is already a
matter of supporting the business processes of enterprises, software services, etc.

Creating tools to support the life cycle of services for such providers turns into
a complex problem. To increase the effectiveness of service support tools at all stages
of the life cycle, it is necessary to find and use additional knowledge, for example,
evaluations of users of the provided services in social media.

In work [4], the concept of a platform for supporting the life cycle of services in
the information systems of communication service providers is proposed, the
architecture and implementation of the specified platform are described. As part of the
creation of the components of the service life cycle support platform in the information
systems of communication service providers, it is necessary to conduct research,
develop models and methods for the implementation of individual processes of the
stages of the service life cycle. Based on these models and methods, it is possible to
create technologies for effective support of all stages of the service life cycle. The
same applies to the processes of designing and developing services in the information
systems of telecommunication service providers.

The report considers the approach to the design and development of services in
the information systems of telecommunications providers, taking into account
evaluations of the effectiveness of services, trends in the development of the IT
industry, and analysis of user needs from various sources.
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The problem of designing and developing services in the information
systems of telecommunications providers

The importance of effective tools to support the service approach is determined
by a number of factors. First of all, the economy of developed countries is oriented
towards services. Second, many services are complex, and their delivery requires the
integration of organizations, people, technology, and information to meet consumer
needs. The third, but not the last, is related to the fact that each person is a consumer of
many services.

Therefore, it is important to understand what the purpose of these complex
service systems should be, how they should operate to achieve the purpose, and to
define a systematic approach to the effective delivery of services according to
customer requirements. This requires combining knowledge from the fields of
business, human behavior sciences, decision-making, and information technology to
formulate new concepts, views, and approaches that will contribute to the development
of a service approach.

It is necessary to give answers to many new questions regarding the
improvement of efficiency, productivity and reliability of service provision. New
approaches based on a unique combination of skills, knowledge and experience should
create a basis for coordination of available resources of all kinds in the provision of
services, innovative development of service systems.

Philosophically, the aspect of transition from product-oriented thinking to
service-oriented thinking is important for implementing a service approach. There are
many commonalities and differences here. Thus, in relation to both products and
services, the concept of the life cycle is used, which primarily includes the design,
development, delivery, provision and development of the product or service. But the
product actually realizes the possibilities that the consumer needs, and the service
combines the provider and the consumer as a form of realization of these possibilities
under certain conditions, primarily the price and requirements for the level of service.

There are several approaches to determining the stages of the life cycle of
services, which embody different views on the nature of services, take into account the
peculiarities of business processes of consumers, and other factors [5]. Accordingly,
there are a number of options for selecting processes that are required for each of the
stages of the service life cycle. The classification of tools is usually based on the
selection of processes of life cycle stages, the support of which is provided by the
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information systems of providers and client companies. The process selection option,
which is the basis of the organization of the research carried out in the report, is given
in the article [4]. The architecture of the platform, which provides comprehensive
support for all processes of the life cycle of services in the information systems of
information and communication service providers and the conceptual approach to its
implementation, is given in the same article. The most important are the processes of
design and development of services. The location of the problem in the list of service
life cycle support processes given in [4] will be important for its understanding. The
approach refers to Service Design and Change Management processes.

The purpose of this article is to develop models, methods and technologies for
designing and developing services in the information systems of telecommunications
providers. It is necessary to perform an analysis of critical factors, describe the
structure of information communication services provided by providers, develop
models, methods and technologies for designing and developing services. Such a
choice of services in the IT industry is determined by the fact that in such a high-tech
industry there is a place for the most important classes of services - technical, cloud,
and software.

The peculiarity of the study is that it is necessary to take into account the
influencing factors characteristic of the current state of development of the industry.
Here, first of all, it is important to take into account all available sources of
information useful from the point of view of effective implementation of processes, for
example, it is advisable to use the feedback of users themselves in social media for the
design and development of services.

Secondly, when designing and developing services, it is necessary to take into
account the economic aspects of the service approach, ensure the competitiveness of
services taking into account the experience of performing operations, managing the
resources of providing services with monitoring and quick response, implementing the
possibility of providing services by several organizations, etc.

Thirdly, since it is important for providers of information and communication
services to transition to providing services based on the E2E model, it is necessary to
describe in an integrated manner the scenarios of E2E operations related to the
processes of design and development of services, to clearly define milestones, inputs
and outputs, roles, scope objects of special attention in order to avoid loss of time and
resources, disagreement and isolation of requirements for systems and services.
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Fourthly, the developed tools, and accordingly the models, methods and
approaches on the basis of which they will be created, should form a fully functional
complex of integrated solutions. The developed solutions for the design and
development stages of services, which are based on E2E work scenarios, should cover
the basic volume of scenarios and templates of service design and development
operations, provide the possibility of reviewing and clarifying scenarios and processes,
manual and automated preparation of versions, provide advanced tools for analysis and
automated determination of requirements and their impact on the design and
development of services.

Fifth, service design and development tools provide an opportunity to take into
account consumer requirements. For this, the context of the application of models,
methods and technologies for supporting the stages of the life cycle of services in
different conditions should be related to the financial aspect, the value created through
services. The rationality of the design and development of services based on the
minimization of the price/quality ratio will allow creating a complete catalog of
services, choosing the appropriate package of services for each consumer, rationalizing
services, making them available to the widest possible range of customers.

Analysis of existing approaches

In the research and technological spheres of the IT industry, the problem of
designing and developing services in the information systems of information and
communication service providers is positioned as a high-priority problem.

An IT service is a complex, knowledge-based activity aiming to provide
customers with defined service [6]. Thus, IT services should be provided properly to
support ongoing business processes. A set of processes and procedures that are
performed to ensure the usage, improvement and design of IT services is defined as IT
Service Management (ITSM). The recent ITSM literature has studied benefits,
challenges, opportunities, and practices for ITSM implementation [7-10].

In [11], the authors conducted qualitative research study and developed a
modular service design framework as a set of design principles for information-
technology-enabled services (ITeS). The authors show how different ITeS design
elements, and their combinations impact the outcome-driven design of service
experience. The presented service design method adopts design principles to create
effective modular 1TeS designs by service designers and managers.
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The authors of [12] proposed to adopt ITSM and ITIL best practices to work
with a specific environment of enterprise. They compare challenges and advantages of
organizations with different degrees of implementing IT service management
frameworks executing defined processes at different levels. The proposed approach
allows to reduce issues during operation processes.

The model of Fuzzy ITIL proposed in [13] allows to identify the maturity level
of continual IT service improvement by measuring maturity level using best practice
of ITIL v3 to condition before and after of improving process. For this purpose the
authors propose a questionnaire for obtaining the value of the maturity level for each
cycle within ITIL. The proposed approach results in increasing the level of maturity in
each ITIL cycle which is confirmed by the case study.

In [14], the authors propose a step-by-step approach to model the guidance of
different ITSM frameworks, such as ITIL, ISO/IEC 20000, MOF, and FitSM using
standardized model types and model elements eliminating the differences in presenting
guidance on particular processes. Consequently, the resulting models can then be
compared with relative ease.

Service-dominant economic processes impact nearly all domains of human
activity. This recent trend results in transition from a product-centered to a service-
centered business model switching to servitization [15]. The term “servitization” is
widely spread among both product companies and agencies that provide services [16].
The recent service-centered literature has studied servitization and digitalization that
are two business model innovations allowing product companies to radically transform
their business model [17, 18].

In [19], the authors incorporated professional input of scholars, practitioners,
and reviews to identify service research priorities focusing on four service research
priorities related to managing and delivering service. They revealed an opportunity for
the interdisciplinary field of service to build service ecosystems and perform
transformative service research addressing important macro-level problems that will
influence critical societal and environmental outcomes.

The authors of [20] provide qualitative insight for exploring the possibilities of
digital transformation for better understanding where opportunities for digital service
innovation lie, how to create and capture value, and readiness of the enterprise to
implement digital changes. A number of connected areas are highlighted: the
challenges and opportunities of digital transformation at a strategic level, the customer
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experience that affected by a digital service strategy, influence of data-driven business
models on service transformation.

In the research [21], a systematic literature review of 89 published studies was
conducted to analyze the mutual relation between digital transformation and sustainability at
a firm-level. The authors propose a research framework that considers digital transformation
as a driver and a predecessor of sustainability. The focus was made on digital capabilities
enhancement while balancing economic, environmental, and social impacts. With the active
participation of users, the integration both digital and sustainability transformations will
successfully influence the improvement of business efficiency and productivity.

The hybrid approach in smart product-service system (PSS) development is
presented in [22]. Main conclusion of the paper is that the core task in the development
of smart PSS is continuous evolution of the modules/components in products and
services for better user experience. The authors adopt the knowledge graph technique
and concept-knowledge model to propose the evolutionary design approach. A case
study of a smart nursing bed fulfilling multiple personalized requirements shows an
insightful guidance to industrial organizations in their development of smart PSS.

Unfortunately, the entire spectrum of the listed problems has not yet been fully
resolved. In particular, there is a need for models and methods of analyzing user
messages in order to determine the characteristics, functions and elements of services
that are important to them, methods of determining service evaluations based on
information in social media, models and methods of restructuring services in order to
meet the needs of users. At the same time, the integration of statistical methods,
methods of applied linguistics, decision-making theory, artificial intelligence, first of
all, neural networks with deep learning are promising.

Statement of the research problem

In the report, the general emphasis is placed on the problems of creating
effective tools for such important stages of the life cycle of services as their design and
development. In particular, the greatest attention is paid to the following tasks:

1. Designing services provided by telecommunications providers.

2. Maintenance of the catalog of telecommunications provider services.

3. Formation of a package of services of a telecommunications provider taking
into account the specifics of the consumer.

4. Development of services provided by telecommunications providers.
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We will begin the characterization of these problems with the first one, which, in
fact, is one of the key problems of supporting the life cycle of services, as it is related to the
design of the subject of attention of most other processes - the actual services provided by
telecommunications providers to consumer companies. This problem consists in structuring
services, determining their constituents - components and other services, using all the
available capabilities of the IT infrastructure due to scaling, balancing, parallelization,
replication to ensure a certain level of performance, efficiency, reliability and other
characteristics of services. In general, it is advisable to divide the solution of this problem
into two steps. First, it makes sense to build an architecture that is potentially capable of
providing the above properties of the service and will provide the required functionality of
the service. Recently, we are talking about a microservice architecture with advanced
components for organizing their interaction, such as a service registry, a security
component, a balancer, a logging component, and others. The second step is to add
components to this architecture that use the resources of the IT infrastructure to provide the
specified functionality while complying with the entire set of customer requirements. Here
we can talk about the use of components, means and technologies of replication, consistent
hashing, sharding, distributed systems, clusterization, synchronization, cache and others.
Here we can talk about tools that allow the telecommunications provider to form services in
such a way that in the event of failure of one of the components of the structure based on the
principles of consensus, losses can be quickly compensated due to other components and
their interaction. When solving this problem, it is important to combine solutions in the
form of patterns, components capable of taking uncertainty into account, leaving room for
non-standard solutions. In addition to tools aimed at professional architects of providers and
IT companies, when solving this problem, it would be desirable to develop tools, perhaps
somewhat simplified, mainly based on the use of patterns, for consumers to implement their
own vision of the services that will be provided to them.

The second of these problems is related to the formation of the provider's place
in the services market and consists in the constant updating of the service catalog,
taking into account the traditional aspects of the analysis of trends in the development
of the industry, analysis and forecasting of the market development, and taking into
account modern concepts of the development of the industry, primarily evaluations in
social media. Here we can talk about tools that allow a telecommunications provider to
maintain and expand its market share, taking into account ratings in social media by
adding new services, removing services, improving services or replacing services.
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The third of these problems is related to the regular clarification of specific
service packages that the provider provides to specific client companies in the service
market. Here we can talk about tools that allow a telecommunications provider to
analyze customer service packages and reformat them taking into account the update
of the service catalog, the history of the customer's use of services, evaluations in
social media and the features of the state and prospects of the customer's business.

The fourth of these problems also belongs to the key problems of supporting the
life cycle of services and is related to the development of services provided by the
telecommunications provider to client companies, and consists in the constant
development of the services themselves, taking into account the traditional aspects of
the analysis of trends in the development of the industry, analysis and forecasting of
market development and taking into account modern concepts of industry
development, primarily evaluations in social media. Here we can talk about tools that
allow a telecommunications provider to develop the structure of services, for example,
by adding new functions and components, restructuring services in order to improve
their productivity, efficiency, reliability and other characteristics, taking into account
ratings in social media.

When solving each of the problems, evaluations in social media are used.
Obtaining ratings based on user feedback is a separate problem that, in turn, requires
several sub-problems.

First, it is a selection of sources and messages useful from the point of view of
forming evaluations of services in social media.

Secondly, determining the positive or negative color of messages.

Thirdly, calculation of ratings of services and their components based on user
reviews in social media.

Here, possible estimates can be the number of new customers of the services
provided by the telecommunications provider. In addition, it seems useful to use a
feedback scale.

A general approach to solving the problem of designing and developing
services in the information systems of telecommunication providers

This section of the report discusses the models and methods that will be used to
solve the problem of designing and developing services in the information systems of
telecommunications providers, taking into account the above trends, conditions,
concepts and limitations.
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Models and methods of development of the catalog of telecommunications
provider services

Let's start by considering the models, methods and technologies of updating the
catalog of services. As mentioned above, we will take into account both traditional
aspects of the analysis of trends in the development of the industry, analysis and
forecast of market development, and modern aspects (concepts of the development of
the industry, evaluations in social media).

First, let's consider the features of the catalog, in which service providers define
the services provided to customers. In general, the catalog for each service
traditionally describes its attributes, SLA parameters, terms of service provision and
service prices. Common parameters of services are the category and name of the
service, description of the service, functions of the service, time frames for providing
the service, etc.

The consumer can view the catalog of services to compare the available
services, their functions and other parameters, the price, and choose the most
beneficial services for the consumer. The catalog of services is the basis for ordering
services in the order of self-service.

But for this, service providers must define, publish and manage the catalog of
services using the appropriate tools.

Mathematical formulation of the problem:

Let X={Xi, Xp,....X,} — the set of all services, n — the number of services,
Y={y1,Y2,....¥ym} — the set of all providers, m — the number of providers. It is necessary

to establish a mutually unambiguous mapping between these sets X = Y. That is, we
must match each service with the provider that provides it. In this way, we can
combine all services provided by one provider.

Reasoning:

In fact, the formulated problem is reduced to a classification problem. We have
n objects (services) and m classes (providers). To solve it, it is recommended to use
neural networks or decision trees (Card algorithm, ID3, Random Forest). You can also
use the Naive Bayesian classifier.

Classification accuracy can be monitored using the Recall and Precision metrics

(Fig. 1).
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Fig. 1. Calculation of Precision, Recall
and Accuracy in the confusion matrix [23].

Since the catalog of services can be represented as a set of services, the
following operations apply to it:

1) adding an element to a set;

2) removing an element from the set.

Accordingly, we are talking about adding or removing a service (a group of
services).

Therefore, the problem arises of determining the expediency of implementation
or the expediency of service support.

If information is known about the number of users who ordered a certain service for
a fixed period of time, then with the help of time series it is possible to forecast the number
of service orders in the next period of time [24]. In addition, it is possible to apply the
ATAPSN algorithm (algorithm taking into account posts in social networks) [25] for more
accurate forecasting of the number of service orders. Thus, it is possible to determine the
popularity of the service and make decisions about the feasibility of its support.

If information is known about the profit from the implementation of the service
or the costs of its implementation for a certain period of time, then this service can be
represented as a random variable. Thus, by calculating the mathematical expectation and
variance of a given random variable, it is possible to determine the average expected
profit (average cost) and the risk of not getting it (root mean square deviation). Based on
these data, it is possible to draw a conclusion about the expediency of implementing a
new service or the expediency of supporting an existing one.

If you conduct a survey of users regarding the quality of a particular service, you can
calculate the ratio of favorable reviews to the total number of reviews. It is also advisable to
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calculate the ratio of disapproving reviews to the total number of reviews. These parameters
will allow you to monitor the opinion of users about the quality of the service.

It is also recommended to conduct a survey of potential users for the purpose of
introducing a new service. In this case, you can also use similar parameters.

Based on such studies, decisions will be made about adding or removing
services. Thus, the catalog of services will contain services that are popular among
users and will help the provider to improve their quality.

Models and methods of development of a package of services of a
telecommunications provider

Now let's move on to consider the models, methods and technologies of
updating the catalog of services. As mentioned above, we will take into account both
traditional aspects of the analysis of trends in the development of the industry, analysis
and forecast of market development, and modern aspects (concepts of the development
of the industry, evaluations in social media).

Mathematical formulation of the problem:

Let X={Xyj, Xyj,....Xij} — the set of all services provided by the provider, i — the number
of services, m — the number of providers. It is necessary to select some subsets of services
X, from the set X, g - the number of subsets. We will consider these subsets as packets.

Reasoning:

Subsets X, are formed on the basis of the principles of establishing hidden
regularities between services from the set X. The following principles can be considered:

1. Similarity of interests or needs of users.

The interests or needs of consumers can be determined by analyzing their
profiles in social networks. In such a case, the problem is reduced to a clustering
problem, where a cluster is a group based on interests (needs). For implementation, the
K-means algorithm is recommended, in which the recommended number of clusters
can be calculated using the "Elbow™" method.

Analyzing the social graph, in each cluster it is possible to additionally
determine a social network user who will influence the opinion of his friends or like-
minded people (that is, if he uses a service, his friends will also want to use it). In this
way, such a user can be chosen if there is a need for effective distribution of service
advertisements. Moreover, if a certain user uses several services at once, then they can
be recommended to form a package of services, which will be based on the common
interests (needs) of a certain social group of users.
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It should also be added that the service package may include services provided
by different providers.

2. Similarity of service characteristics.

If a list of service characteristics is formulated, then each of them can be
represented as a vector of 0 and 1 (1 — the service corresponds to this characteristic,
0 — it does not). Thus, we can calculate similarity coefficients (Jaccard, Sorensen,
Simpson, Otiai, Brown-Blanquet, etc.) between pairs of services. It is possible to
recommend adding such services to the package of services that have the value of the
given coefficient above the indicated minimum threshold (preferably closer to unity).

3. Statistical dependence of services.

If information is known about how many users ordered this or that service
during the specified time period (month, year, etc.), it is possible to determine the
degree of dependence between pairs of services. For this, it is worth using correlation
coefficients (Pearson, Spearman, Kendall). Statistical significance between them
should be established using the statistical t-test.

As a result of the conducted statistical analysis of each service for the specified
period of time, it is also possible to determine the feasibility of implementing this or
that service. This will make it possible not to consider services that are not relevant for
a certain target audience of users.

4. If statistical information is known about which services a specific user orders
at the same time, then associative rules can be applied to form a package of services: if
the user ordered service X, he will also order service X,.

A chain of services can be formed from such elementary rules, on the basis of
which a package of services can be formed. APRIORI or ECLAT algorithm should be
used to build associative rules. The accuracy of the obtained results can be monitored
using metrics such as supp, conf, and lift.

It should be noted that the proposed principles of formation of service packages
allow only to recommend services, on the basis of which service packages will be
formed. The final decision on their formation must be taken by the provider(s).

It is also worth emphasizing that the choice of the principle of formation of
service packages depends on the type of statistical data. The larger and more diverse
the input datasets will be, the wider the range of principles for forming service
packages can be offered. This will allow a more personalized approach to both the
needs of the user and the needs of the provider.
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Models and methods of development of a separate service of a telecom
provider, taking into account social media

Support of the life cycle of services refers to services that are entered in the
catalog of services. That is, the services must be designed, implemented, delivered,
provided to consumers according to the parameters, conditions, prices specified in the
catalog and, if necessary, developed. This involves, first, the implementation of common
actions related to the construction of the service structure and the description of the
work process of its provision, the implementation of the components of the structure and
their interaction to provide the service defined by the user with the minimization of the
provider's resources. Secondly, it also involves the implementation of certain processes
specific to the services of certain industries, for example, service proposals, creating a
contact for a service. For services that are specific to telecom providers, most often it is
about defining a service template, creating an orchestration workflow.

In general, a service pattern is a set of interrelated hardware and/or software
components that make up a service and interact during service deployment. Service
templates are usually defined in the service directory. After receiving a service request,
hardware and/or software resources are allocated, configured, and integrated according
to a service template to create an instance of the service. Thus, a service pattern provides
a standard for multiple creation of intended instances of a given service. From the
perspective of consumers, the features of the service template help them understand the
hardware configuration, software, and security mechanism for the service. From the
provider's perspective, it provides guidance on creating workflows for service
organization. Features of a service template typically include the following entities:

Service Structure: Defines the structure of the service, which includes the
components of the service and their relationships. For example, a requirement for a
SaaS service may be reflected in running a specific business application on a guest OS,
deploying a database to support the application, and hosting the database and
application on virtual machines.

Service Attribute: Defines configurations of service components. For example,
the attributes of a virtual machine that is provided as a service component are: the
number of processors of a certain computing power, the size of memory, and the
number of attached disks of a certain size.

Service Operation: Defines management operations such as add, modify, start,
and stop that can be performed in the service management interface.
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Creating an orchestration workflow: After defining a service template,
workflows for service orchestration are created in the orchestrator based on the
template specification. These workflows enable the automated allocation,
configuration, and integration of hardware and/or software resources for a service
according to a service template.

Conclusion

An approach to the design and development of services in the information
systems of telecommunications providers, taking into account social media, is
proposed. Within the framework of the proposed approach, attention is paid to solving
such tasks as designing services provided by telecommunications providers,
maintaining a catalog of telecommunications provider services, forming a package of
telecommunications provider services taking into account the specifics of the
consumer, developing services provided by telecommunications providers.

The implementation of the approach is based on the creation of tools for the
development of the catalog of services, the development of a package of services, the
development of a separate service of a telecommunications provider, taking into account
social media, based on models and methods within the framework of the service life
cycle support platform in the information systems of telecommunications providers.

Based on the proposed approach, the report outlines models and methods for
solving these problems, which integrate the apparatus of set theory, statistical theory,
decision-making theory, and artificial intelligence. This allows users to make decisions in
the processes of designing and developing services, maintaining a catalog of services and
forming a package of services of a telecommunications provider, taking into account the
accumulated experience, the state of development of the industry, and makes it expedient
to use them in information systems aimed at increasing business competitiveness.

Further research is related to the development of models and methods of design
and development of services in the information systems of telecommunications
providers, oriented to use by professional architects of providers and consumers,
which is very important for the realization by consumers of their own vision of
services and the development of real services of telecommunications providers.
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METHODS AND SOLUTIONS FOR TRAFFIC MONITORING
AND CONTROL IN SDN ARCHITECTURES

Abstract: The article aims to provide an analysis of modern computer network
traffic monitoring solutions and technologies. In this article an overview of network traffic
monitoring solution is provided, including general firewall designs and the use of firewalls
in SDN networks. The article also touches on general architecture of SDN networks and
SDN controllers. An example firewall solution application is presented in the article.

Keywords: firewall, cybersecurity, network security, traffic monitoring, SDN.

Introduction

While computer networks are an integral part of modern infrastructure, this has also
made them susceptible to remote attacks, such as malware injections, DNS poisoning, DoS
attacks, TCP hijacking, and other attacks. As such, the topics of network security and traffic
monitoring remain some of the most crucial topics in cybersecurity. Additionally, emerging
architectures and concepts, such as SDN networks, require individual solutions, that can
provide the best results for a specific problem [1]. One of the most common techniques for
traffic monitoring and control is a firewall, which allows to control incoming and outgoing
traffic based on a table of security rules. These systems allow individual hosts or a
controller host to block out malicious traffic while allowing communication between
computers in the local network. However, traditional firewall solutions are proving hard to
adapt in SDN environment. As such the topic of SDN network security remains one of the
most forward-looking and important topics in the area of research [2].

Problem Definition

General problem explored in this article is of network security. In particular, the
article explores subjects of defence against malware attacks, DoS attacks, DHCP, DNS
attacks, etc. This is a problem prominent in modern day computer network
infrastructure for organisations as well as networks designed for personal use.
Coincidentally, the use of SDN networks is becoming more popular with businesses
and for personal use. As such the problem of data security and traffic control in SDN
networks is prominent and is the main topic of this article.
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SDN network architecture

A typical SDN network consists of a number of hosts, switches (routers, other
connection devices) and a controller device. SDN controller is software that typically
runs on a unix based system. In a SDN network infrastructure we can define data
plane, control plane and management plane (fig. 1).

Data plane is mainly responsible for the movement of data, in this case packets, in
the network. The movement of packets is performed by a network device, such as a
switch, that support openflow protocol. Unlike traditional networks, data plane devices do
not implement logic on where to forward packets, as that is handled by the control plane.

Management plane is the part of the network that houses network applications.
These applications can be running on a host device, or, occasionally, a controller. The
applications allow host devices to communicate with the controller and can implement
networking logic.

Control plane contains controller devices that implement the bulk of routing
logic. A SDN controller is responsible for constructing and maintaining flow tables
(similar to routing tables), ARP mapping, network devices discovery, STP protocols,
etc. SDN controller is also responsible for communicating routing rules to the data
plane, via southbound API (such as openflow protocol). The controller is also
responsible for communication with management plane applications via northbound
API, such as REST API, python API, programming languages such as frenetic and
pyretic, and others [3]. The specific API’s available depend on the controller software
implementation. Popular SDN controller software includes opendaylight, floodlight,
pox, nox, cisco ACI, vmware NSX, and others.

MP | Application 1 Application 2 Application 3 I

MP: Management plane

I NB APL: REST API

)
Controllers: OpenDayLight, 1
ONOS etc. |

SDN Cnnm)llcrg Control plane

N, SBAPI: OpenFlow

Fig. 1. Architecture of a SDN network
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Additionally, the control plane can be centralised (with one controller),
hierarchical (with multiple controllers organised in a hierarchy) or distributed (with
multiple controllers that control different parts of the data plane).

For the topic of this article, we are mainly interested in management plane
network applications for firewall implementation. The application itself may be hosted
on the controller itself (fig. 2). As described in previous paragraphs, the SDN
controller is responsible for constructing and maintaining the flow tables for the
network. These flow tables are copied on to switches and are used to determine
whether to drop or forward packets. The switch uses packet header data, such as
destination ip, source ip, port, etc to match to flow table rules (fig. 3) [4]. Dropped
packets, or packets that do not have a matching flow rule can be configured to be
forwarded to the controller for inspection. As such it is possible to implement a variety
of firewall designs, including flow-based firewalls, tcp firewalls. The controller can
then update the flow tables for controllers.

Firewall
Application

Fig. 2. A variant of integrating a firewall application in a SDN network

Header Fields Counters Actions
Flow
Header Fields Counters Actions Talblo
Header Fields Counters Actions
~ T =
- T -
- =
- ———
Ingress | Ether. | Ether. | VLAN | VLAN IP IP IP IP L4 Port | L4 Port
Port | Source | Dest. ID Priority | Source | Dest. | Proto. TOS | Source | Dest.

Fig. 3. Example of a flow table and packet header data used
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Firewall design

A firewall is a system that is designed to monitor and control incoming traffic.
In context of this article, we are primarily focusing on software-based firewalls. A
software firewall as opposed to hardware firewall, can be deployed on any compatible
device as an application. For example, in case of a SDN controller, a firewall can be a
python-based application (in case of pox/ryu controllers) or Rest APl and java
application (odl, floodlight).

A simple implementation can operate as a packet filtering firewall. This design
uses an access control list (ACL) table to match incoming traffic to the table rules. An
example of an ACL table in figure 4. The controller can then construct a flow table
based on incoming packets and their ACL table matches [5].

order protocol src_ip src_port dst_ip dst_port action
1: tcp, 140.192.37.20, any, kR R R 80, deny
2: tcp, 140.192.37.%, any, 0k Gk k80, accept
3: tcp, % % k% any, 140.192.37.40, 80, accept
4: tcp, 140.192.37.%, any, 140.192.37.40, 80, deny
5: tcp, 140.192.37.30, any, ok ok k21, deny
6: tcp, 140.192.37.%, any, ok ok k21, accept
7: tcp, 140.192.37.%, any, 140.192.37.40, 21, accept
8: tcp, # k% % % any, 140.192.37.40, 21, accept
9: tep, #OR R R any, oR R R any, deny
10: udp, 140.19%92.37.%, any, w ok R Rk 53, accept
11: udp, woR o R any, 140.192.37.%, 53, accept
12: udp, Ok R R any, R R ¥ any, deny

Fig. 4. Example of an ACL table of a typical firewall

It is also possible to implement stateful packet inspection system. Stateful
packet inspection is a technology that allows the firewall application to construct a
state table of inspected packets. The state table allows the software to keep track of
and log incoming connections (fig. 5). Incoming packets can be matched to the state
table to be allowed through, according to the security policy. The state table entries can
be deleted with appropriate packet for session end, or as a timeout. The benefits of this
approach including traffic logging capabilities, more thorough packet inspection and
finer control over incoming traffic. In context of SDN networks, it is possible to direct
all incoming packets towards the controller for inspection. This, however, creates
additional round trips from switch to controller back to switch. This can also be
demanding of the controller’s device hardware. Alternatively, the Open vSwitch
software has the capability to track incoming connections [4].
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Source Address Source Port Diﬂ;’::g:" Des;i:;attion Connection State
192.168.1.100 1030 192.0.2.71 80 Initiated
192.168.1.102 1031 10.12.18.74 80 Established
192.168.1.101 1033 10.66.32.122 25 Established
192.168.1.106 1035 10.231.32.12 79 Established

Fig. 5. Example of state table of a stateful firewall design
Use cases and vulnerabilities

As discussed earlier, a SDN based firewall software can be used as a software-
type firewall operating at layers 3 and 4 of OSI model, and can be implemented with
features such as stateful inspection and tcp/openflow packet filtering. It is also possible
to implement a solution with the usage of application firewall technology, which would
allow the firewall software to perform deeper packet inspection at layer 7 of OSI model.
Due to architecture of SDN controllers discussed earlier, it is also possible to implement
additional applications, such as anti-malware software in order to inspect traffic
payloads for possible malware, as well as load balancing and IPS/IDS solution. The
firewall software can be used for centralized policy enforcement or as a distributed
design [6][7][8]. A firewall can be implemented with one of northbound APIs, which
allows it to be used on a variety of controllers, depending on API used. As such a SDN
based firewall can be used in a wide variety of network architectures and topologies.

Overall, the main advantages of using firewalls in SDN networks come down to
several factors. One of the main factors is the separation of control and data planes via
SDN controllers, which allows to use a single firewall solution running alongside the
controller to monitor the traffic a part of the network. This also allows the usage of
simpler switches and other connection devices, that may be less susceptible to DoS
attacks. Additionally, by running several controllers in a network, it is possible to divide
the network into segments, where traffic between segments goes directly through the
controller. This means that if a single segment gets compromised, the other segments
can still be operational and can adjust security policies. Lastly, the use of software-based
solution and network virtualisation, as well as programmable connection devices, allows
for a highly scalable architecture, in particular in terms of firewalls designs.

Common attack vectors on SDN networks include switch device DoS attacks,
spoofing attacks, for example, by imitating network switches, as well as man-in-the-
middle attacks. Another vulnerability lies in the management plane applications, which, if
compromised (for example with malware) can allow the insertion of forged rules. Another
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big vulnerability of SDN networks is the importance of SDN controllers to the network’s
operation, since the controller implements most of the networking and packet forwarding
logic [2]. This means that SDN controllers can be vulnerable to DoS attacks in particular,
and a compromised controller can make the entire network inoperable. This, however, can
be mitigated with hierarchical and distributed controller designs.

Example solution

For an example implementation, a mininet environment will be used. We will also be
using POX controller and provided python API. To store the rules it is possible to use a
python Dictionary, using values from packet header fields, such as destination IP address
and source IP address as keys (fig. 3), and security policy, such as drop and forward as
values. Alternatively, it is possible to store firewall rules in a separate configuration file
instead. To check the rule, we can match one or several values of the packet header to the
rules and determine the policy from there. It is then possible to employ openflow API to
instruct the switch to forward or drop the packets as needed. Alternatively, it is possible to
instruct the openflow API to forward packets to the controller for inspection by firewall
software, or other network applications. For the topology a simple linear topology with 4
switches and 4 hosts was used (fig. 6). The rule inserted specifies that no traffic can be
transmitted between hosts 1 and 2(fig. 7). Additionally, it is worth nothing that the
implementation of a firewall is tied to controller’s available northbound API. Since there is
no common API for all available controller software, the firewall application cannot be
deployed on certain controllers, for example, this implementation cannot be deployed on

java/REST based controllers such as opendaylight or floodlight.

= Firewall on the controller device

IE Controller CO
Router S1 Router 52 Router S3 Router 34
SEEr eed EE2l, EEET
Host H1 Host H2 Host H3 Host H4

Fig. 6. Topology used for testing the example firewall
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Fig. 7. Demonstration of packets being dropped
via ping command using example implementation

Conclusions

In this article we have reviewed the problem of traffic monitoring and control
and how it applies to SDN networks. We have reviewed the architecture of modern
SDN networks. We have provided an analysis of firewall’s role in a SDN network.
SDN networks are becoming more and more widely used and this facilitates the
adaptation of conventional firewall designs to SDN specific architectures.
Additionally, SDN networks and controllers provide a wide range of tools, that can
allow to implement additional security features, such as stateful packet inspection,
distributed firewalls and application firewalls. SDN architecture also provides a
number of potential security and network management advantage. We have also
highlighted possible security vulnerabilities in SDN networks, that can be covered
with usage of firewalls. We have reviewed the design of a typical software-based
firewall. We have pointed out common firewall technologies that can be implemented
with the use of modern SDN controllers.

Additionally, we have identified potential benefits and drawbacks of using
SDN-based firewalls. We have identified potential use cases, including centralized and
distributed network designs. We have also discussed potential benefits and
vulnerabilities of reviewed firewall designs.

We have presented a simple implementation of a firewall on POX controller
with Python API. The implementation can be configured to apply drop rule to packets
between specified devices, or to apply forward to specific packets and drop all other
packets. The example is used to demonstrate a way that a firewall can be implemented
as a network application and to demonstrate the workings of a SDN-based firewall. It
is possible to further extend the solution to implement additional features, such as
stateful inspection and application layer design.
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ENHANCING SYSTEM FAULT TOLERANCE THROUGH
THE USE OF BLOCKCHAIN TECHNOLOGY

The paper deals with the issues of the profitability of using blockchain
technology to create more enhanced fault-tolerant systems. The advantages and
disadvantages of using public and private blockchain are considered, as well as the
impact of this technology on distributed and centralized systems. Examples of the use
of blockchain technology to increase system productivity in various spheres of human
activity are given.

Keywords: blockchain, fault-tolerant systems

Relevance of the research topic. Blockchain technology, which forms the
foundation of decentralized digital currencies, is becoming very popular in today's
world due to qualities such as transparency, immutability, reliability, speed, and
efficiency. Therefore, it's necessary to consider the use of this technology to increase
the reliability and fault tolerance of systems in various spheres of life.

Target setting. The opportunity to find better ways to increase the reliability
and fault tolerance of computer systems.

Actual scientific researches and issues analysis. Recent studies show that
blockchain technology can be very useful for the task of increasing system reliability
and fault tolerance due to decentralization, transparency in task execution, and security
features such as immutability. However, there is also an opinion that for large
computations, the question of energy efficiency arises, especially when performing
consensus algorithms to confirm the result.

Uninvestigated parts of general matters defining. This article is dedicated to
studying and analyzing approaches to optimizing the use of blockchain technology in
high computational requirements and in distributed systems.

The research objective. Analyze the appropriateness of using blockchain
technology to increase system fault tolerance. Consider the advantages and
disadvantages of using this technology in centralized and distributed systems.

The statement of basic materials. Blockchain technology, which underlies
most decentralized digital currencies such as Bitcoin, Ethereum, Binance Coin, and
many others, has great potential for creating reliable and fault tolerant systems [1].
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Thanks to features like decentralization, transparency, and immutability, it's possible to
enhance fault tolerance and improve the security of computer systems.

Blockchain for fault tolerance. Fault tolerance is the system's ability to continue
performing actions programmed into it even after the occurrence of malfunctions or the
complete breakdown of some of its components [2]. Blockchain ensures fault tolerance
through decentralization and consensus mechanism. As each node contains a copy of the
entire blockchain, the system will continue to work even if one node fails. Thanks to the
consensus mechanism, a single node failure won't disrupt the system'’s operation, as each
node's state is agreed upon with others, and nodes with deviations will be ignored by the
system. These consensus mechanisms come in various forms, including Proof of Work
(PoW), Proof of Stake (PoS), and Byzantine Fault Tolerance (BFT). PoW requires
significant computational effort to validate transactions, whereas PoS requires
participants to have a certain number of coins. BFT, on the other hand, is designed to
provide reliable consensus in systems with potentially hostile nodes.

Public and private blockchain. However, a system based on blockchain
technology is not perfect and has many different usage aspects. For example, to create
a fault tolerant system, we can use both a public and a private blockchain [3]. In the case
of using a public blockchain, you need to pay “gas" when performing operations. Using
this approach can have a very negative impact on your bank account, especially under
high system load. But in this case, the fault tolerance of the system will be at its
maximum, as anyone can join the computation process and for a certain fee, above-
mentioned "gas", provide their computing capabilities to perform operations. Thus, we
have a strongly decentralized topology in the network created around the public
blockchain, in which the correctness of the program is checked using public consensus.
However, this approach can have weak performance due to the same strong
decentralization of the system. Another approach to creating a fault tolerant system is the
use of a private blockchain. In this case, it is possible to control the entire network and set
your own rules for its operation. Such a system is not decentralized, so each node must be
serviced and maintained for stable task execution. This solution leads to a reduction in
fault tolerance but does not require transaction fees and can be useful for organizations
that want to use blockchain properties without making their network externally accessible.

Blockchain in distributed systems. The next issue may be the use of
blockchain technology in distributed systems, as they are designed to maximize the
division of program code into parts and parallel execution of a given task, while
blockchain implies performing the same task on many nodes simultaneously. Indeed,
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blockchain technology and distributed computing serve two different purposes and
they solve two different types of problems. Because each blockchain transaction is
verified by the entire network, operations performed with blockchain provide a high
level of security and increase fault tolerance. However, this technology will perform
very poorly in large computations, as each node will perform the same operation.
Distributed systems are used for maximum optimization of the use of computational
resources. Large tasks are divided into parts that can be executed in parallel on many
nodes. This approach provides much higher execution speed, but the system is much
less fault tolerant. Therefore, while it is possible to use blockchain technology for
distributed computing to ensure transparency and security, such an approach will
significantly reduce the execution time of a task and heavily load the system.

Other approaches to enhance fault tolerance. Now let's consider other ways
to increase system fault tolerance, separately for distributed and centralized ones. For
centralized systems, the following approaches can be used:

1. Redundancy - duplicating hardware, data storages, or software to ensure
continuous system operation in case of one component failure.

2. Regular backup - copying system operating data to a remote storage to
restore the state of system operation after a failure.

3. Disaster recovery mode - introducing some solutions into the software that
allow the system to quickly recover after a failure.

For distributed systems, the following approaches can be used:

1. Replication - creating copies of data or services in different parts of the
system so that if one node fails, another node can continue processing.

2. Sharding - distributing data among different nodes, allowing the system to
continue working, even if one node fails.

3. Applying consensus algorithms - manage the state of the system in a
distributed environment using consensus algorithms to ensure data consistency
between nodes.

So, we see that in addition to blockchain technology, there are many ways to
increase the fault tolerance of computer systems depending on the type and
requirements. Depending on the task, you can choose which one fits best.

Application areas. Let's talk about the exact areas where blockchain
technology would be useful in creating a fault tolerant system that also has a high level
of security and transparency:
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1. Financial sector: Blockchain technology is already widely used in
cryptocurrencies to ensure fault tolerance in conditions where there is no centralized
authority that would control transactions. The same solution can be useful for ensuring
security in banking systems and other financial institutions.

2. Logistics sector: Blockchain can be used to create a fault tolerant supply
tracking system where each stage in the supply chain can be tracked and verified,
ensuring transparency, and reducing the possibility of fraud.

3. Healthcare sector: Blockchain can help create fault tolerant systems for
recording and storing patient data that guarantee the integrity and privacy of patient data.

4. Legal sector: Blockchain technology can ensure fault tolerance and
transparency in electronic voting systems, reducing the possibility of manipulation and
fraud in elections. Also, the immutability of the blockchain would help to avoid the
"disappearance” of evidence and other investigative materials from court cases, which
would help eradicate corruption in the judicial system.

Implementation problems. With widespread implementation of blockchain
technology, you may face the following problems:

1. Scalability: Blockchains may have problems processing many transactions
per unit of time, making them less suitable for large systems.

2. Energy efficiency: Some consensus algorithms, such as Proof of Work, use
a large amount of energy to confirm the correctness of execution results.

3. Implementation complexity: Blockchain is a relatively new technology, and
its implementation will require specialists who will create new and adapt existing
systems using blockchain technology.

4. Legal and regulatory issues: Blockchain, especially in financial sectors and
those related to personal data, may face issues of compliance with existing laws and
regulatory norms.

I would like to note that blockchain technology isn't always the best way to
improve the fault tolerance of computer systems. However, the advantages that this
technology provides can be widely used in various areas of human activity and make
blockchain a standard tool for creating fault tolerant and secure systems. It's important
to note that some countries are already making the first steps in using blockchain
technology at the state level. For example, Estonia successfully uses the e-Estonia
electronic citizenship system, which operates on the blockchain [4]. Through this
system, elections are held, taxes are paid, and it helps the country save up to 2% of
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GDP annually. But it's important to remember that the example of a country with a
population of less than two million people cannot guarantee that a similar model will
take root in other countries. However, it's impossible not to recognize that distributed
digital registers are becoming increasingly popular and blockchain has the potential to
radically change the world around us.

Conclusions. The potential of blockchain technology to enhance the fault
tolerance of both distributed and centralized systems, including in high computational
requirements, has been analyzed. Approaches and methods of using this technology in
those systems where it can be most effective have been identified. Areas where the
implementation of fault tolerant systems based on blockchain technology is most
profitable have been identified.
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MIIBUILEHHS BIIMOBOCTIMKOCTI CACTEM
3A JIOTIOMOT'OIO TEXHOJOT'Ti BJIOKUEH

AKTYAJIbHICTh TeMH J0CTiIsKeHHs1. TexHomoris ONoKYeliH, sSka € OCHOBOKO
JIEIICHTPATI30BaHNX HU(POBUX BAIIOT, CTA€ TYXE MOMYISIPHOIO B HAIIl Yac 3aBISKHA TaKUM
SAKOCTSIM SIK TPO30PICTh, HE3MIHHICTh, HAJIMHICTh, IIBHIKICTh Ta €(PEKTUBHICTb. Tox
BBO)KAIO 3a MOTPIOHE PO3MISAHYTH BUKOPUCTAHHS JAHOI TEXHOJIOTIT ISl IMiBUIICHHS
HaJIIITHOCTI Ta BIIMOBOCTIKOCTI CUCTEM Y PI3HUX c(epax KUTTEAISITBHOCTI.

IMocTanoBka nmpodaeMu. MoXIUBICTh BIITYKaTH Kpallll CIIOCOOU T1IBUILICHHS
HAJIHHOCTI Ta BIAMOBOCTIMKOCTI KOMIT FOTEPHUX CUCTEM.

AHaJIi3 OCTaHHIX J0CTiIzKeHb Ta myOJikanii. OcTaHHI JOCTIHKEHHS TOKa3yIoTh,
10 TEXHOJIOT1s OJTIOKYEHH MOYKE OYTH JTy>KE KOPUCHOIO JIJIsl BAKOHAHHS 3a71a4l M1BUIIICHHS
HaJIIHOCTI 1 BIZIMOBOCTIMKOCTI CHCTEM 3aBJSKU JeLEHTpalli3allii, Ip0o30pOCTi y BUKOHAHHI
3a/ad Ta OE3MEKOBUM XapaKTEPUCTHUKAM, TaKUM SIK HE3MIHHICTb. OJHAK TaKoX ICHYE
JTyMKa, 1110 JUTsl BETMKUX OOYMCIICHb MTOCTA€ MUTAHHS €HEProe)eKTUBHOCTI, 0COOIUBO MPU
BHUKOHAHHI1 KOHCEHCYCHUX aITOPUTMIB JJIs TTIITBEP/HKEHHS pE3yNIbTary.

BuninieHHs1 HemOCTIKEHHX 4YAaCTHMH 3arajbHoi mnpoOiaemu. JlaHa crartd
MPUCBSYEHA BUBYCHHIO Ta aHAI3y MIAXOIB /IO ONTUMI3allli BUKOPUCTAHHS TEXHOJOTI
OJNOKYEHHY P BEIMKUX OOYHCITIOBATIBHUX BUMOTaX, a TAKOXK Y PO3IOALIEHOTO CUCTEMAX.

IlocranoBka 3aBnanus. [IpoanamizyBaTu JOLUIBHICTh BUKOPUCTAHHS TEXHOJOTIL
OMOKYEHH IS TIIBUIIICHHS BIIMOBOCTIMKOCTI cHcTeM. PO3IIsiHYTH TiepeBaru Ta HEIOTIKH
BUKOPHUCTaHHSI JJAHOT TEXHOJIOTI y IIEHTPaJIi30BaHUX Ta PO3MOIIEHUX CUCTEMAX.

BukiagenHss ocHoBHOro marepiajy. IlpoBeneno anami3 pi3HHX acIeKTiB
BUKOPHUCTAHHS TEXHOJIOTIi OJIOKYEHHY B PO3MOAUICHUX Ta IIEHTPaNTi30BaHUX CHCTEMaX,
BKJTIOYal0YH Oe3MeKy, BiAMOBOCTIMKICTB, MPO30PICTh, MAacHITA0OBaHICTb Ta BaPTICTh
BUKOPUCTAHHS, BKIIFOUAIOYH BUTPATH HA JaS MPU BUKOHAHHI POTPAMHOTO KOJTY.

BucnoBku. IIpoaHamizoBaHO TMOTEHIIAll TEXHOJOTIl ONOKYEHHY  AJIs
MiIBUIIICHAS BIIMOBOCTIMKOCTI SIK PO3MOAUICHUX TaK 1 IEHTPai30BaHUX CHCTEM, B
TOMY YHCIIi IPU BETUKUX OOYHMCITIOBAILHUX BUMOTaxX. Bu3HaueHo miaxoau Ta crocoou
BUKOPUCTAHHS JAaHOI TEXHOJOril y THUX CHCTeMax, J¢ e Moke OyTu HaiOiLIbI
edekTuBHUM. Bu3HaueHO HampsiMu, 1€ BIPOBAKEHHS BIAMOBOCTIMKHX CHCTEMHU
3aCHOBAHMX HA TEXHOJIOTI OJIOKYENH € HAaMO1JIbII BUT1IHUM.

Karouoai cjioBa: 0JI0K4YECIH, BIIMOBOCTIHKI CHCTEMH
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UDK 004.8:004.9
Olena Savchuk, Artem Martyniuk

USAGE DIAGNOSTICS TO IMPROVE THE FAULT
TOLERANCE OF THE IT STRUCTURE ELEMENT BASE

The article considers the idea of obtaining information about the technical
conditions of the element base with the decomposition of the IT structure. Preliminary
diagnosis of the components of the element base organizes neural network technologies to
increase the fault tolerance of IT structures. Classification and sorting of components
according to their technical condition was carried out in the MATLAB environment.

Key words: fault tolerance, neural network technologies, diagnosis, element
base of the IT structure.

Fig.: 3. Tabl.:1. Bibl.: 13.

Target setting. The process of constant improvement and updating of the
modern IT structure and its element base is stochastic in nature, therefore, when
diagnosing the technical condition of the studied IT structure and/or its component,
greater reliability is required, by which some data about the properties of the studied
object can be determined.

Actual scientific researches and issues analysis. In connection with the
development of neural network technology, new high-tech directions were developed
in the theory of reliability and diagnostics of IT structures components [1], which
contributed to increasing the fault tolerance of the latter.

Uninvestigated parts of general matters defining. Despite the significant
number works devoted to the application of neural networks for the study of IT
structures, the problem of increasing the fault tolerance of the element base of IT
structures remains understudies. Moreover, it is necessary to conduct a separate study
and a separate selection parameters for each type of element base.

The research objective. The purpose of the article is to choose the type of neural
networks, methods of processing accumulated data to improve the quality and reliability
of diagnostic results and their research on examples of the implementation of the process
of EB diagnostics of the IT structure, including integrated microcircuits (ICs). For
probabilistic reasons, predict processes in it that will lead to undesirable changes in the
technical state of an element of the IT structure, and remove this element.
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The statement of basic materials.

I. METODOLOGY FOR OBTAINING A PRIORY DIAGNOSTIC
INFORMATION

For local diagnostic methods, instrumentally measurable information for the
most part has the character of an image of the topographic distribution of certain
properties of external environments. This allows not only to detect the presence of
defects in the EB, but also to localize the location of the defects, indicating their size
and orientation in space. The disadvantage of these methods is to increase the
operational duration and complexity of the diagnostic process.

The emergence of non-linearity, inertia, fluctuations is related to the work
processes of the investigated element to be diagnosed (IED), and has the same origin of
activation. This means that the same sources of energy activation that ensure the
operation of the IED during its operation are required for diagnostics. The short duration
of operational diagnostics reduces its effectiveness. Diagnostic digital information often
has various analog signatures [2]. Thus, it is possible to detect unfavorable malfunctions
in the IED and determine its faulty operating state from the signature.

Observation of nonlinearity has specific measurement of ambiguous, since
cannot a single. These are necessary functions, up the defining degrees, derivatives of
higher ones. As for inertial, the corresponding inertial IEDs carried out the activation
their input in the energy conversion and begin to operate. Transient integral
characteristics reflect local macro-characteristics of the manifest and hidden impulse
changes. The form of g(.) physical obtain during electrophysical transformation of
electrical components, is an 1st a non-linear [3,4].

General model structure.

II. CONVERSION OF AN INPUT VECTORS SET
FOR MICROCIRCUITS DIAGNOSTICS

The transformation of the input set of vectors into eigenvectors was carried out
simultaneously by Karhunen and Loeve [5-7]. Let X be an n-dimensional random
vector, then X can be exactly represented by a distribution

X=3yd =0V (1)
O =[D;...D,] (2)
Y=Tyr... ¥l (3)

The matrix @ is deterministic and consists of n linearly independent column vectors:
‘d) ‘ #0. 4)



ICSFT12023 39

Accordingly, linear combinations of the columns of the matrix @ form an
n-dimensional space that contains X. The columns of the matrix @ are called basis
vectors. These columns must be orthonormal, i.e

OO = {Li_: j_’ (5)
0,1 j.
If the condition of orthonormality is fulfilled, then as follows:
yi=® X,i=1-,n. (6)

If m (m<n), then following formula can be used to estimate the vector X (at the

same time, the unknown components of Y are replaced by preselected constants):
X(m)=3y®, +3 bo,. 7)

i=m+1

Without restriction of commonality, we can assume that only the first m
components.

Each set of base vectors and values of constants corresponds to some value
¢2(m). It is necessary to choose them in such a way as to minimize ¢*(m). The optimal
selection of bi constants is performed as follows:

b, = E{y,} = ®]E{X}, ®)
qu)i:ﬂ'iq)i' (9)
That is, the optimal basis vectors are the eigenvectors of the covariance matrix

%,. Thus, the minimum root mean square error is equal to

£ (M), = X 4 (10)

i=m+1

In pattern recognition tasks, the coefficients y1,...,yn of this distribution are
considered as features representing the observed vector X.

These features have the following useful properties [7].

In other words, Xz and A'; are normalized eigenvalues. However, the
transformation [7] must be justified from a physical point of view, since the statistical
properties of the vector Z, including the covariance matrix, are completely different
from the statistical properties of the vector X.

The study of nonlinearity was carried out for the integrated microcircuit (IMs)
of the TDA2593 synchroprocessor. Dependences of nonlinearity on module and phase
for IMs obtained by the method [3]. Dependencies on the components of cosine Fc [a2
(Uo)] and sine Fs [a2 (Uo)] are calculated according to the Karhunen-Loeve
distribution (KLD) [4].
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The number of required basic vectors m allows to determine the dimension of
the space of features with a given decomposition error &*(m). The base vectors
themselves are the statistical characteristics of defective and suitable microcircuits,
and the expansion coefficients are spatial coordinates.

For greater clarity, the Hilbert space is replaced by the Euclidean space. In the
two-dimensional Euclidean orthonormal space (m = 2, ¢%(m)=8%, n = 100),
intersections of the images of many suitable and defective chips, selected a priori
based on expert data, were observed. At the same time, the KLD coefficients of
suitable microcircuits were mainly located near a circle of unit radius, and defective
ones shifted to the middle of the circle (Fig. 1, a).

When adding the third basis vector (m = 3, &*(m) = 2%, n = 100), the
orthonormal space of cosine vectors is transformed into a hemisphere on the left, and
sine vectors on the right (Fig. 1, b). The points of the reflected suitable chips lie in the
near-surface layer of a sphere of unit radius, and the reflections of different defective
ones almost do not intersect.

When adding the third basis vector (m = 3, £*(m) = 2%, n = 100), the orthonormal
space of cosine vectors is transformed into a hemisphere on the left, and sine vectors on
the right (Fig. 1, b). The points of the reflected suitable chips lie in the near-surface layer
of a sphere of unit radius, and the reflections of different defective ones almost do not
intersect. The decomposition of volumetric hemispheres made it possible to create a
simple algorithm for recognizing serviceable and faulty IMs (Fig.1, c-e).

In reality, the space of non-linear basis vectors is an eight-dimensional
ellipsoid. Displaying it in Euclidean space does not interfere with the natural
classification of faulty and potentially unreliable microcircuits as small spheres in the
middle of the main hemispheres (Fig. 1, b).

Experiments.

USAGE OF NEURAL NETWORKS FOR
THE MICROSERCUITS CLASSIFICATION IN MATLAB

Processing of the complex of biharmonic influence was carried out on 164
IMs [3,4]. The analog signatures were transformed into discrete vectors, then
processed by the KLD method. The following algorithms were selected for training
MLP in the MATLAB software package with its library Neural Network Toolbox
[8-10]: Bayesian regularization or learning a function based on backpropagation of the
error using Bayesian regularization [12]; gradient descent backpropagation method;
back propagation; combined iterations; elastic backpropagation or inverse elastic
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distribution. The results of learning neural networks: MLP, self-organized map, RBF
networks are given below. International types errors - MSE, MAE, MSEREG, MAE -
were used as a criterion for assessing the accuracy of training [11]
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Fig. 1. Geometric interpretation of KLD for microcircuits [4]: a)
in two-dimensional orthonormal space of vectors; b) in three-dimensional orthonormal

space of vectors; c) the projection of this space onto P1

in the two-dimensional Euclidean orthonormal space (on the left — for the cosine
component, on the right — for the sine component); d) projection on P2

(with overlapping axes for cosine and sine components),

e) projection of this space on P3.

Tablel. Training a Multiplayer Perceptron for IMs

Educational function trainbr
Number logsig- logsig- logsig
of classes 10E-5 Epochs, | Learning
MSE SSE MSEREG | MAE unit time, s
2 14 4200 1.8 1100 52 24
3 3 8000 3 2100 62 33
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The most important advantages of probabilistic networks are that they are faster
and easier to train than backpropagation networks. When training a PNN network,
time is spent almost at the input. The disadvantage of the network is its size, since it
actually contains all the training data and requires a lot of memory, which can reduce
speed of operations [11-13].

HH i H 5 P S i3 . R AR :
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Fig. 2. The results of RBF network training: a) spatial image of the elements of the
obtained KLD matrices for microcircuits; b) projection of
the received KLD matrices for microcircuits onto the XY plane;
c¢) onto the YZ plane; d) onto the XZ plane.

When using the Kohonen map, the neurons of the active sphere have a regular
structure. Such maps are often used for clustering graphic images and audio signals, as
well as for rich information processing. The map is implemented as an announcement
(Fig. 3).The best reliability of the microcircuits’ classification (83,7%) can be achieved
for gridtop topology with mandist distances and steps=30. And the best result of chip
rejection is provided by MLP and RBF neural networks (pnn), when trained with a
teacher (> 90%).

SOM Neighbor Weight Distances

B ]
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a) d)

Fig. 3. Topology gridtop: a) the principle of forming distances between
adjacent clusters: b) classification of samples with mandist distances.

Conclusions.The task of fault tolerance increasing using improving of electro
physical methods of diagnostics with neural technologies was solved.
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The Karhunen-Loeve distribution for information transformation provides a
simple algorithm for learning and recognizing the technical and physical state of IT
structure components using neural networks in the MATLAB environment.

The observed information signs increase the diagnostic capabilities of technical
methods for diagnosing the element base of an IT structure in identifying hidden
defects, potential instability and unplanned degradation processes.

References.

1. Rolik, O.1., Telenyk, C.F., Yasochka, M.V. Corporate IT — infrastructure
management // K.: Naukova Dumka, 2018. — 576.

2. Volodarskyi, E.T., Kuharchuk, V.V. , Podzharenko, V.O., Serdjuk, G.B.
Metrological Support for Measuring and Checking / Textbook. — Vinnytsia, Veles,
2001. — 219.

3. Usatenko, V.G. Serdjuk, G.B., Sazonov, S.M. Unrealible and Unstable
Microcircuits’ regection method. Patent N21056 for an invention (Ukraine). —

G 01 R 31/27.-1993

4. Telenyk, S., Savchuk, O., Pocrovskyi, E., Morgal, O., Krivenko, K., Latash,
I. On Searching of Type and Optimizing of Neural Network in Electric Component
Diagnosis // Proceedings of the IV Congress on «Automatic Control and Information
Technology», (ICACIT 2017), Cracow, Poland, 14 — 16 of December, 2017, pp.147
—159.

5. Castrillon-Candas, J., Amaratunga, K. — Fast estimation of continuous
Karhunen-Loeve eingenfunctions using wavelets. — IEEE: IEEE Signal Processing
Society. — 2002. — .78-86.

6. Castrillon-Candas, J.E., Jun Li, Eijkhout, V. A discrete adapted hierarchical
basis solver for radial basis function interpolation, BIT Numerical Mathematics,
Springer, July 2012.

7. Fucunaga, K. Introdaction to Pattern Recognition Statistical Theory. M.: The
Science, 1979. — 368.

8. Dyakonov, V., Kruglov, V. MATLAB Math Expantion Packs. Special
Handbook. — Spb: Peter, 2001. — 480.

9. Yakimenko, O. Engineering computations and modeling in
MATLAB/Simulink. — Monterey, California: American Institute of Aeronautics and
Astronautics, INC., 2011. —938.



44 ICSFT12023

10. Haikin, S. Neural Networks: Full Course.2nd edition. —M.: Williams, 2006. —
104.

11. Savchuk, Olena, Morgal, Oleg. On the Neural Network Technologies
Application in Diagnosing of the IT-Structure Element Base. In: 2022 IEEE 4th
International Conference on Advanced Trends in Information Theory (ATIT). IEEE,
2022. p. 234-237, doi: 10.1109/ATIT58178.2022.10024227.

12. Pysarenko, A., Tyshenko, D. The Model of Vehicle Diagnostic Subsystem
Based of Bayesian Network / IV International Scientifical and Practical Conference
Proceedings on Information Systems and Technologies, Summer Infocom'2017. Kyiv,
June 1-2, 2017. — K.: Engineering, 2017, 62 — 65.

13. Shymkovych, V., Telenyk, S., Kravets, P. Hardware implementation of
radial neural networks with Gaussian activation, functions on FPGA/ Neural
Computing and Applications, 33, 2021, 9467 - 9479. https://doi.org/10.1007/
s00521-021-05706-3.

AUTHORS

Savchuk Olena — associate professor, Department of Information Systems and
Technologies, National Technical University of Ukraine "lgor Sikorsky Kyiv Polytechnic
Institute”. E-mail: savchuk_I1@ukr.net, elenasavchukO@gmail.com

Martyniuk Artem - student, Department of Information Systems and
Technologies National Technical University of Ukraine "lgor Sikorsky Kyiv
Polytechnic Institute” E —mail: martuniukartem1123@gmail.com


https://doi.org/10.1007/%20s00521-021-05706-3
https://doi.org/10.1007/%20s00521-021-05706-3
mailto:savchuk_l1@ukr.net
mailto:elenasavchuk0@gmail.com
mailto:martuniukartem1123@gmail.com

ICSFT12023 45

PO3IIMPEHA AHOTAIIA

Ogena CaBuyk, ApreM MapTUHIOK

BUKOPUCTAHHA JIAI'HOCTUKHU JJIAA IOKPALLIEHHSA
BIJIMOBOCTIMKOCTI EJJEMEHTHOI BA3U IT-CTPYKTYPU

AKTYyaJIbHiCTh TeMH JI0cJigxkeHHs. [Iporiec moCTIMHOrO BIOCKOHAJECHHS Ta
oHOBJICHHS cydacHoi IT-ctpykTypu Ta ii enementHoi 6a3u (EB) mae croxacTuuHwmid
XapakTep, TOMY INpU AIarHOCTHI TEXHIYHOrO cTaHy nociipxkyBaHoi IT-ctpykrypu
Ta/ab0 11 KOMIIOHEHTa HEeOoOXiJgHa OUIbIIAa JOCTOBIPHICTh, 32 JOMOMOTOIO SIKOi JEsKi
JIaH1 PO BJIACTUBOCTI JOCIIKYBAHOTO 00'€KTa MOKHA BU3HAUUTH.

AKTyaJIbHi HAYKOBI JOCJTIKEHHSI Ta aHAJI3 MpoodseM. Y 3B’SI3Ky 3 PO3BUTKOM
HEMPOMEPEIKEBUX TEXHOJIOTIM OTPUMAIH PO3BUTOK HOBI BUCOKOTEXHOJIOTTYHI HAIPSIMKH B
TeOopii HAIMHOCTI Ta JIarHOCTUKH KOMIOHEHTIB I T-CTpyKTYypH, 110 CIIPHSUIO MiIBUIIICHHIO
B1AMOBOCTIHKOCTI OCTaHHIX.

IlocranoBka npobaemu. 1. O6yMOBIIOBaTH B JaHUN 4ac 1 1MeHTU(IKYBaTH
BHYTPIIIHINA CTaH TEXHIKHM IMiJ Yac BHUKOHAHHS. 2. BilcTeKeHHs MicClIe3HAXOKEHHS
JUIsl HECTIPABHOTO cTaHy. 3. Bukonaru niarHoctuky 6azoBoro enemeHnrta [T-cTpykTypHu.
BuxopuctaT HeWpoHHI Mepexi s Kimacudikaiii JociikeHoro einementa. 4. 3
HMOBIpHICHMX MIpKyBaHb Tiepen0auyuTd Tmporecu B eneMeHTi IT-cTpykTypwu, ski
NpU3BEIYTh 0 HEOAKAHUX 3MIH TEXHIYHOTO CTaHY.

BupisieHHs1 HeIOCHiIKEeHUX YACTHH 3arajibHoi npodJjemu. He3Baxkaroun Ha
3HAYHy KIJTBKICTh POOIT, MPUCBSIUCHUX 3aCTOCYBAaHHIO HEUPOHHHMX MEPEX I JI0C-
mipxenHsa [T-ctpykTyp, mpoGiema MiJIBUILIEHHS B1JIMOBOCTIMKOCTI €J1€MEHTHOI 0a3u
IT-cTpykTyp 3anviuaeTbcsi HEIOCTATHBRO BUBUYEHOK. [IprdoMmy mIsi KOXKHOTO THITY
€JIEeMEHTHOT 0a3u HEOOXiIHO MPOBOJIUTH OKpeMe IOCTIIKEHHS 1 OKpeMui miaoip
napameTpiB.

IlocranoBka 3aBaanHHsi. BuOip THIly HEMpPOHHHUX MEpEXK, METOMAIB OOpOOKHU
HAKOIMWYCHUX JAHWUX JUTS ITABHMINCHHS SKOCTI Ta JOCTOBIPHOCTI PE3YJNIbTaTiB JIarHOCTHKH
Ta X JOCHIPKEHHS Ha TPUKIAAaxX peajizallii Mpolecy MIarHOCTUKUA €IeMEHTHOI Oasu
IT-ctpykTypu, B ToMy uncii iHTerpaibHuX MikpocxeM (IMC). 3 iiMOBiIpHICHUX MIpKYBaHb
CIIPOTHO3YBaTH B HHOMY IPOLIECH, SIKI TIPU3BEAYTH 70 HEOaKaHUX 3MiH TEXHIYHOTO CTaHy
enemenTa IT-cTpyKTypH, 1 BHAQIMTH IICH CIEMEHT, IO CHPHSIE ITiIBUIICHHIO
BIZIMOBOCTINKOCTI eJlIeMeHTHOi 6a3u 1 Beiei [ T-cTpykTypu.

Buk/iagaHHsi OCHOBHOro Martepiaay. Bupimeno 3aBgaHHS MiJIBUIICHHS

B1JIMOBOCTIMKOCTI HIJISXOM BJIOCKOHAJEHHS €JICKTPO(I3UUHNX METOMIB J1arHOCTHUKU
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HelpoTexHoyorisMu. [Ipononosano po3noain Kapynena-JloeBa asis nepeTBOpeHHs Ta
CTUCHEHHS JA1arHOCTHYHOI 1H(popmamii , 1mo 3a0e3nedye NPOCTUH AITOPUTM IS
BUBUCHHS Ta pO3Mi3HABAHHA TEXHIYHOTO Ta (PI3UYHOrO0 CTaHy KOMIIOHEHTIB
IT-cTpykTypH 3a momomororo HelpoHHUX Mepex y cepenopuiri MATLAB.

CrooctepexxyBaHi iHQOpMaIliiiHI 03HAKW MIIBUILYIOTh JIarHOCTUYHI MOXIIUBOCTI
TEXHIYHUX METOJIB JIIarHOCTHKHU eJieMeHTHOi 0a3u IT-cTpykTypu w100 BUSIBICHHS
MPUXOBAaHUX JAE(PEKTIB, MOTEHIIMHOT HECTAOUIBHOCTI Ta HE3aIUIAaHOBAaHUX MPOIECIB
Jerpajarti.

BucHoBku. Posrismaerscs i7ess OTpUMaHHS —JIarHOCTUYHOI  1H(Opmaiii
esnleMeHTHOI 0a3u IT-ctpykrypu. s niaBuiieHHs HaaiiHOCTI enemeHTiB I T-ctpykTypu
IPONOHYETHCSA MONEPETHBO COPTYBATH KOMIIOHEHTH €JIEMEHTHOI 0a3M 3a TEeXHIYHUM
ctanoM. [IpoBeneHo knacugikaiio Ta COpTyBaHHS KOMIIOHEHTIB 3a TEXHIYHUM CTaHOM
y cepenosuilli MATLAB 3 BUKOPUCTaHHSIM HEUPOMEPEKEBOI TEXHOJIOTI, 1110 CHpHUsE
MOIAIBIIIOMY MIABUIICHHIO BIIMOBOCTIMKOCTI [T CTpyKTypH B LILJIOMY.

Krouosi ciioBa: BIIMOBOCTIHKICTb, HEHPOMEPEKEBI TEXHOJIOTI, 11arHOCTYBAaHHS,
enemeHTHa 0a3za I T-ctpykTypu.

Puc.:3. Ta6un.:1. bi6m.:13.
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Anatoly Sergiyenko, Anastasia Molchanova, Ivan Mozghoviy
METHOD OF MAPPING CYCLO-DYNAMIC DATA FLOWS INTO HARDWARE

The article focuses on the relevance of high-level synthesis (HLS) systems used for
designing pipelined datapaths. The goal is to explore methods of mapping algorithms to the
pipelined datapaths implementing the cyclic data flow graphs with dynamic schedules. The
proposed method involves creating and optimizing cyclo-dynamic data flow graphs,
describing them in VHDL. The method demonstrates its effectiveness through examples
like run-length encoding decompression and can be implemented in HLS tools.

Keywords: data flow graph, field programable gate array, VHDL, pipeline,
dynamic schedule.

Fig.: 3. Tabl.: 1. Bibl.:12.

Introduction. The high-level synthesis (HLS) systems are increasingly
distributed by companies producing the CAD tools for integral circuits and FPGAs.
They are intended for the computer-aided design of hardware devices that execute
algorithms described in a high-level programming language such as C in parallel.
Their use makes it possible to speed up the design process tenfold. But HLS still do
not provide a decent minimization of hardware costs of synthesized pipelined
datapaths in comparison with the manual design. Therefore, it is necessary to search
for new methods of mapping algorithms into hardware computing devices. Existing
methods of mapping the data flow graphs of various types have found application in
the program compilation, but they are rarely used in hardware design.

In this work, the known methods of the pipelined datapath design are
considered. These methods analysis make it possible to select the approach to create a
method of designing the pipelined datapaths, which is focused on the execution of
algorithms based on the cyclic data flow graphs with a dynamic schedule. The
proposed method consists in mapping a cyclo-dynamic data flow graph into the
datapath with finite state machine (FSMD) which is described in the VHDL language.

Methods of pipelined datapath design and dataflow graphs. A typical
method of the datapath design consists in describing the algorithm with a dataflow
graph (DFG) and control flow graph, and mapping them into hardware. Such a
mapping consists in the sequential execution of three stages: resource selection,
operation scheduling, and operation assignment. The synthesis is finished by the
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deriving the interconnection scheme and the finite state machine (FSM) design [1].
Since this method synthesizes both the datapath and FSM controlling it, it is often
called the FSMD method [2]. But the quality of the resulting device depends
significantly on the performance of the stages of synthesis, each of which has a
different goal. Although the method is used to implement a large set of algorithms, it is
not directly adapted to the synthesis of pipelined datapaths with high throughput.

For the synthesis of pipelined computers, the method of mapping the
synchronous data flow graphs (SDF) has become widespread. Such a graph consists of
operator nodes and directed edges connecting them. It is considered that the operator
in the node is executed immediately (fired for execution) as soon as data (tokens)
appear at its inputs, and it outputs the results in the output edges. An edge serves as a
dataflow and has a buffer to store the data. Most often, this is a FIFO buffer. It is
represented by thick dashes across an edge that correspond to register delays. DFG is
synchronous, i.e., SDF, if there is a one-to-one correspondence between the data in the
dataflows, for example, they have indices, which depend on the iteration number.
Therefore, the execution of the algorithm on SDF has a constant period during which
each node consumes and generates the same number of tokens [3]. Because of this,
SDF is classified as a statically scheduled dataflow graph (SSDF)[4].

In a single-rate SDF, inputs and outputs of nodes consume and produce the
same number of tokens during the calculation period. Therefore, it is not difficult to
map a a single-rate SDF into a pipelined datapath that executes a given algorithm with
a period of one cycle. By such a mapping, the nodes correspond to the logical circuits
that calculate operators and edges do the communication lines, their register delays do
the pipeline registers [5]. The representation of SDF in a multidimensional space
makes it possible to formally design the pipelined datapaths with a given period of
algorithm execution [6]. The SDF use is limited by the set of algorithms which nodes
execute the same operations in each period.

The cyclo-static dataflow (CSDF) considers that the actors can have different
number of executed tokens in different firings, but the amount of these tokens in a
single cycle is stable. Therefore, such a model provides the static schedule [7].

The parametrized SDF (PSDF) is more general, sofisticated, and impressive model
of the cyclic algorithms. It considers that the nodes can perform a set of different operations,
which can be switched depending on the configuration of tokens in the node inputs.
Moreover, the graph can be hierarchical one. But CSDF, SSDF and PSDF are practically
used only in the automatic programming but not in the hardware design [4,8].
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There is a wide class of cyclic algorithms which could not be represented by SDF,
CSDF or SSDF. They distinguished in that the algorithm period depends on the data which
it executes. For example it is the compression algorithm, each output code calculation
period is variable and strongly depends on the data. Therefore, such an algorithm has the
dynamic schedule and the respective computation model is named as cyclo-dynamic
dataflow (CDDF) [9]. The hardware implementation of such an algorithm is performed
usually by the FSMD method, and therefore, it is complex and often ineffective. Consider
the design of a new method of mapping CDDF into the pipelined datapath.

Prerequisites for the method creation. The method is intended for the design of
the pipelined datapaths performed in FPGA. So, it must take into consideration the FPGA
architecture features like the operation hardware execution and the dataflow performing. On
the other hand, the CDDF model arrangement must provide such algorithm shedule which
assures both correct hardware implementation and deadlock absence.

The hypothesis is that CDDF can be mapped into the pipelined datapath as the
homogeneous SDF can. Such a mapping is possible when a set of conditions is
satisfied. Firstly, the necessary conditions of CDDF to be deterministic and free of
deadlocks must be satisfied [9]. They are the following.

1) A set of values of the control token, which infer the dynamic behavior, must
be limited, this token must be present in the same phase (iteration) in which it is used
to determine which phase should be executed, the executed phase must not depend
from the value or index of the input datum [7].

2) The graph should not have cycles of dependencies without any delay in the
edges [7]. It should be noted that by this condition, there are no dependency cycles in
the corresponding data dependency graph and, accordingly, such a graph gives
structural solutions without blocking. This is also a condition for the absence of a loop
in the corresponding combination scheme, which results the latch [9].

3) All the delays which load the edges must have the initial data or tokens, and
this condition is named as the live cycle condition [10].

4) CDDF operates in cycles, each of them executes different number of
iterations. The number of consumed and generated tokens by any node in each
iteration must be stable as in the homogeneous SDF [7, 10].

5) After execution of a single cycle, CDDF must return in the initial state of this
cycle. This assures that CDDF is period safe [10].

6) FSM, which generates the control tokens, must not be deadlocked.



50 ICSFTI2023

Each CDDF node is mapped into respective logic scheme. And the dataflow
represented by an edge weighted by a FIFO delay is mapped into respective register
chain or FIFO buffer. When the resuling structure is described by some hardware
description language like VHDL the following conditions must be satisfied.

1) The logic scheme which is described in the VHDL language using the
process operator, must use the IF-THEN-ELSE and CASE logical operators. And
condition that deadlocks do not occur is that the ELSE alternative and all alternative
branches of the CASE statement are enabled. The similar features have the WHEN-
ELSE and WITH-SELECT operators as well.

2) The dataflow is described in the VHDL language as a process that is
triggered by the edge of a common clock signal, in which assignments are made to the
signals that mark the FIFO registers.

To describe CDDF and for its convenient perception, each node together with
the edges coming out of are described by one process operator. However, a set of such
process operators can be combined in a single process operator [11].

For the convenience of compiling the algorithm, the CDDF elements have a
symbolic representation, the examples of which are shown in Fig. 1. So, the counter is
set using the node of incrementing and register delay as in Fig. 1,a. At the node inputs
the enable, initialization control data as well the data stored in the register delay are
inputted. The similar counter but with the separate output edge without a delay is
shown in Fig. 1, b.

ECT ECT
Init/v Init
a) b)

Fig. 1. Counter model with output from
the register (a) and from the node (b)

If the random access memory (RAM) is the mapping target then the specific
subgraph of CDDF is related to it. The Block RAM (BRAM), which is used in FPGA, has
a storage as the register set drive, writing data register, write and read address registers,
and respective write address decoder and read data multiplexor. The corresponding
subgraph has a node for data writing (MW), a storage and a reading data node (MR)
(Fig. 2). Nodes MW, MR have the data D and addresses A inputs. The storage itself is
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depicted by a long bar. The edge that passes through the storage is also thickened because
it characterizes the n data buses that are attached to the n registers of the storage.

Fig. 2. Subgraph of BRAM

The subgraph of FSM consists of the node which forms the next state (NS)
based on the input signal X, the output state (OS) node, which forms the output data Y,
and the state register (ST) which loads the edge connecting both nodes (Fig.3).

Fig. 3. Subgraph of FSM

CDDF Optimization. When synthesizing pipeline datapath, SDF is optimized
by shortening the critical path in the corresponding datapath circuit, and then,
optimized SDF is mapped to the datapath. The retiming is recognized as an universal
method of optimizing SDF, and it consists in such a permutation of delays in edges
that does not disrupt the general execution of the algorithm. The pipelining method is
most often used for SDFs, according to which the same number of delays is inserted
into the edges, which are directed in the same direction relative to the graph
intersection. The pipelining is similar to the retiming in that it shortens the critical
path. But at the same time, the latent delay of the algorithm increases [12].

Likewise, CDDF can be optimized using the retiming and pipelining methods.

Method of mapping CDDF to the pipelined datapath. The method is
intended for the design of pipelined datapaths, which are configured in FPGAs with a
period of one cycle.

Initial data for design are:

— a dataflow algorithm that is represented as CDDF and that can use access to
single or multi-port memory, which has the control part like FSM;

— optimality criterion tc as the minimum period of the clock interval;

— a library of FPGA elements of a certain series, which includes registers,
adders, BRAM with specific delays.
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Design results: the device description in VHDL or Verilog, which is ready for
synthesis and further configuration in FPGA.

1. Representation of the algorithm in the form of CDDF. The functions performed
by the logic circuits are represented by the corresponding nodes. The data transfer between
the nodes along with the corresponding delays for the required number of clock cycles are
represented by edges loaded by the respective delays. The functions of storing data into
BRAM and reading these data are represented by the subgraph like one in Fig. 2. The
control FSM is represented by the subraph like one in Fig. 3. The derived CDDF must
satisfy the necessary conditions to be deterministic and free of deadlocks mentioned above.

2. Optimization of CDDF using pipelining and retiming. The goal of
optimization is to minimize the value of tc. It is equal to the critical path in the CDDF.

3. Mapping the optimized CDDF to the hardware. At the same time, nodes with
outputted edges incident to them are described by VHDL language process operators
or Verilog language Always constructs. The FSM is described as the separate process.
The resulting VHDL or Verilog program is a description of the functional scheme at
the level of register transfers of a pipeline computer that executes a given algorithm
with a period of one cycle, which is minimized in terms of duration.

The following should be taken into account during the optimization of CDDF.
The critical path tc in CDDF is the maximum path delay. It is determined as a sum of
delays in the logic circutits which are relevant to the nodes that belong to the path
between two edges loaded by registered delays:

tc = max X tp;, 1)

[

where tp; is the delay of the i-th node of the P-th type which belongs to the considered
path. It should also be noted that in modern FPGAs, the share of delay in the
interconnection lines reaches 60-90%, and the delay in logic circuits accounts for 10-
40% of the total delay, respectively. Therefore, the final decision to obtain an
optimized project should be made after processing the VHDL file with a compiler-
synthesizer, placer and router of the FPGA CAD tool.=

Synthesis example. The run-length encoding (RLE) decompressor is a simle
example of the module which executes the CDDF algorithm. Consider a bit sequence
11100001100. Then, it is encoded by the RLE algorithm as a code sequence 3422.
The decompression algorithm must be performed cyclically, i.e., for each input
symbol, a sequence of zeros or ones of the appropriate length is generated. Thus, each
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cycle has a variable number of iterations that depends on the data. So, the algorithm
can be represented by CDDF. The algorithm is written in C language as follows.
if (start){
pw = 0; //pointer to write in a buffer
while (~eos){ // main cycle finishes by the end-of-sequence signal
while (pw = N) { // cycle of writing codes in a buffer
B(pw) = yi;
pw++;
}
pr =0; //pointer to read from a buffer
fl = 0; // flag of the bit value
while (pr = N) { cycle of reading codes from a buffer

¢ =B(pr);
while (c = 0){ // iterations of the bit sequence generation
c--;
xj = fl;
}
fl =~ fl;
pr++;
}
pr=0;

The input codes yi are written to the buffer memory B(pw) at the pointer pw
address in the write cycle. The resulting sequence Xxj is generated in the cycle of
reading from the buffer memory codes yi at the pointer pr address. Both cycles are
relatively independent and can run in parallel until the eos signal arrives.

When designing the pipelined datapath for computing the sequences of the
undefined length, the buffer memory B must be organized as FIFO implemented as a
circular buffer. Then, the FIFO depth and code yi tracking period must be such that the
buffer memory does not overflow. When FIFO is implemented in BRAM, then its
volume is selected as M = 2™, where nb is the memory address bit width. Then, the
writing pointer state pw must outrun the reading pointer state pr at least to the value of
N, i.e., pw — pr > N. Note, that both pointers are incremented modulo M.

The corresponding CDDF is shown in Fig.4. The FSM diagram of the
decompressor is shown in Fig. 5.
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Fig. 4. CDDF of the decompressor

pw=pr & c=0

start or>
(===

Fig. 5. FSM diagram

Here, the bold points and marked bold points represent the input and output nodes,
nodes MW, MR with the storage B form the buffer memory, 11,12 are the incrementer nodes
of the pointers pw and pr, node I3 is the incrementer for deriving code c¢ of the running
length, node G generates the output sequence xo, nodes NL, OL with the state register ST
form FSM. One can see that all conditions of the CDDF correctness are satisfied.

The alternative critical paths in Fig. 4 are shown in bold color lines. So,
according to (1) the minimum clock period is equal to

tc = max((twr + tiz), (tos + ti2)), (2)
where tyr, i, tos, tipare delays of the logic circuits implemented in the respective nodes.

The FSM diagram (Fig.5) has the idle state Free, initialization state Init and the
operation state Run. In the state Init the buffer memory loads N input data. In the state
Run along with loading next input data the codes yi are read from the buffer and
loaded to the register c. After that the code c is decremented yi times which derives the
length of the output sequence of equal bits. The flag trigger fl is inverted each time
when the code c is zeroed.

The optimization of CDDF consists in using the methods of retiming and
pipelining. The goal is to add the pipelined registers at the inputs and outputs of CDDF
and exchange the delay position for getting the subraph as in Fig. 2 which is mapped
into BRAM and trying to minimize the critical path.
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The resulting optimized CDDF is shown in Fig. 6. Its description in VHDL is
the following.

start

.—I/sYartd

eos  €osd

o

Fig.6. Optimized CDDF

library IEEE;
use IEEE.STD_LOGIC_1164.all;
use IEEE.Numeric_STD.all;
entity RLDecompressor is generic(nb: natural:= 9; -- address bit width
N:natural:=256);  -- FIFO deep
port(
CLK:in STD_LOGIC;
RST :in STD_LOGIC;

EY :in STD_LOGIC; -- input data enable

START :in STD_LOGIC; -- start of the input sequence

EOS :in STD_LOGIC; -- end of input sequence

Yl :in STD_LOGIC_VECTOR(7 downto 0); -- input sequence
XO :out STD_LOGIC,; -- output sequence

EXO :out STD_LOGIC -- enable of output sequence
);

end RLDecompressor;
architecture synt of RLDecompressor is
type ram_type is array (0 to 2**nb-1) of unsigned(7 downto 0);
signal B : ram_type:=(others=>x"01");
type state is (Free,Init, Run);
signal ST: state;
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signal yil,yo,c:unsigned(7 downto 0);
signal pw,aw,pr,ar,pwp,prp:unsigned(nb-1 downto 0);
signal eosd,startd,ipr,eyd,fl,dec,decd,ex: std_logic;

begin
REGS:process(CLK,RST) begin -- register set
if RST="1" then
eyd<='0"; startd<='0"; eosd<='0"
pw<=(others=>'0"); pr<=(others=>'0");
fl<="0"; decd<='0"; c<=x"01"; EXO<='0,
elsif rising_edge(CLK) then
PW<=pwp; pr<=prp; decd<=dec;
eyd<=ey;  eosd<=eo0s; EXO<=ex;
if dec ="1"' and ST=Run then
c<=c-1,
elsif c=0and ipr="1" then
C<=Yo0;
end if;
if STARTd ="1' then
fl<='0";
elsif ¢ = 0 then
fl<= not fl;
end if;
XO<=fl;
end if;
end process;
I11:  pwp <=(others=>'0") when startd ='1"else  -- node I1
pw + 1 when eyd ='1" else pw;
12:  prp <= pr+ 1whenipr="1"else pr; -- node 12

FSM:process(CLK,RST,pw,pr,eosd,c) begin -- finite state machine
if RST="1" then
ST<=Free; -- state register
ex<='0"
elsif rising_edge(CLK) then
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if ipr="1" then
ex<='1"
end if;
case ST is
when Free => if START='"1" then
ST<=Init;
end if;
when Init => if pw-pr>N  then
ST<=Run;
end if;
when Run =>if pr=pw and c=0 then
ST<=Free;
ex<="0";
end if;
when others => null;
end case;

end if;
dec<='0"  ipr<="0"
if ST=Run then
if (( pr(pr'high) ="1" and pw(pw'high) ='0" and pw + not pr >N) or
(pr(prhigh) = 0" and pw-pr>N) or eosd = '1")
and c=0 then
ipr<="1"
elsif ¢/=0 then
dec<='"1";
end if;
end if;
end process;

RAMB:process (CLK) begin -- circular buffer
if clk'event and clk = '1' then
aw<= pwp; ar<= prp; Yil<=unsigned(Yl);
if eyd ="1" then
B(to_integer(aw)) <=vyil; -- writng data
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end if;
end if;
end process;
yo<= B(to_integer(ar)); -- reading data from the buffer
end synt;

The CDDF before the optimization was described in VHDL as well. Both
projects were compiled by the Xilinx ISE tool. The results of compiling, placing and
routing are shown in Table 1.

Table 1. Features of the RLE decompressor configured in Xilinx Virtex-7 FPGA

Hardware volume Maximum
clock
Decompressor .
LUTs Triggers | CLBS | 18k BRAMs | frequency,
MHz
Before
N 219 37 78 0 358
optimization
After optimization 132 53 53 1 332

These results show the following. The decompressor before the optimization
has the FIFO buffer implemented on the base of look-up tables (LUTs) which are
configured as the distributed RAM. This is the cause of increased hardware volume of
the unoptimized decompressor. Such a RAM has less delay in the MR node which
provides in 8% higher maximum clock frequency. The optimized decompressor
contains one BRAM module, which provides the hardware minimization in 70% in
LUTs and in 47% in the configurable logic block slices (CLBS).

So, the use of the proposed method simplifies the design process of the
pipelined datapaths, comparing to the most popular method of FSMD design.
It optimizes the project both in clock frequency and in hardware volume, providing the
use of the specific blocks of FPGA like BRAM.

Conclusions

The graph models of data flow processing algorithms are analyzed and a class
of cyclo-dynamic data flow graphs is selected. A method of designing the pipelined
datapath that perform cyclic algorithms with a dynamic schedule is proposed. The
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results of designing a lossless decompression device using this method are given. The
method can be used manually as well as be implemented in the HLS systems.
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PO3IIUPEHA AHOTALIA
A. M. Ceprienko, A. A. Mosuanosa, 1. B. Mo3rosuii

METO/l BITIOBPA’KEHHS B AITAPATYPY AJI'OPUTMIB
OBPOBJIEHHA NUKJITYHUX ITOTOKIB JAHUX
3 IMHAMIYHUM PO3KJIALOM

AKTyaJbHiCTh TeMH JOCJigkeHHA. CHUCTEMH BHCOKOPIBHEBOI'O CHHTE3Y
(CBC) Bce Ounblie nomuproThes hipMaMu-prupodHuKkamu 3aco6iB CAIIP mikpocxem
Ta mporpaMoBHuUX JoriyHux iHTerpanbHux cxeM (IIJIIC). Bonu npusnaueHi st
aBTOMATH30BaHOTO MPOEKTYBAHHA alapaTHUX MPHUCTPOIB, SIKI MapajelbHO BUKOHYIOTh
QJITOPUTMH, 110 ONHMCAaHI BUCOKOPIBHEBOI MOBOIO IporpamyBaHHs Takoro sk C. Ix
BUKOPHUCTAHHS J1a€ 3MOT'Y Y IECATKH pa3iB MPUCKOPUTH MPOLEC MPOEKTYBAHHS.

IlocranoBka mnpodaemun. CBC qoci He 3a0e3neuyroTh TITHOI MiHIMIZaIi
arnapaTHUX BUTPAT CHHTE30BAHMX KOHBEEPHUX OOUMCIIOBAYIB y MOPIBHSAHHI 3 PYyYHUM
NPOEKTYBAaHHAM. ToMy HEOOXIAHUH MOIIYK HOBUX METOJIB BIAOOPaKEHHS aJITOPUTMIB Y
arnapaTHi 0OYMCITIOBAJIbHI 3aCO0M. ICHYIO4I MeTOoM Bi0OpaskeHHs TpadiB MOTOKIB TaHUX
PI3HMX BH[IB 3HAMIIUIM 3aCTOCYBaHHS y aBTOMAaTH30BAaHOMY IIPOrpaMyBaHHI, ajieé BOHU
P1IKO BUKOPHCTOBYIOTBCS Y IIPOEKTYBAaHHI aniaparypH.

AHaJi3 ocTaHHIX aociaigxeHb i myOJikauniii. HaiiOinpm nomumpeHum tenep
METOJIOM MPOEKTYBAHHS anapaTHUX NPHUCTPOIB AJiE OOpPOOKH MOTOKIB JIaHUX € METOA
CUHTE3y OJIOKYy OOpOOKM JaHUX 3 KEpYyIOUHMM aBTOMATOM, SKHM Mae TpYJHOIIl 3
aBTOMATHU3AIllEl0 4Yepe3 HU3bKUM piBeHb ¢opMmamizauii. IcHyroui ¢dopmanizoBaHi
METOJIM CHHTE3y KOHBEEPHHX OOYMCIIIOBadiB OpIEHTOBAHI Ha BY3bKHUH KJjac
JITOPUTMIB OOPOOKU CUHXPOHHHMX MOTOKIB IaHUX 31 CTATUYHUM PO3KIIAZI0M.

BunisieHHs1 HeIOCTIIKeHUX YACTHH 3arajibHoi nmpoodjemu. € MMPOKUN KIac
aNITOPUTMIB, SIKI MIPEACTABISIOTHCS rpadamMy HUKITIYHAX MOTOKIB JaHUX 3 JUHAMIYHUM
PO3KJIIAI0M, SIKi IIIe HeTOCTaTHBO JAOCIIKEHI 3 OOKY YIOCKOHAIEHHS iX BIIOOpaXKeHHS y
KOHBEEPHI amnapatHi 3acodu 1 BrpoBapkens y CBC.

ITocranoBka 3aBaaHHs. 3aBIaHHAM € CTBOPUTH METOJI IPOEKTYBAHHS KOHBEEPHUX
O0UMCITIOBAYIB, SIKI OpPIEHTOBAHI HAa BHUKOHAHHS alTOPUTMIB OOPOOJICHHS IMKIIYHUX
MOTOKIB JIAHHUX 3 IMHAMIYHAM PO3KIIAJIOM.

BukiaaeHHss ocHOBHOro martepiajay. HoBuil meTon momnsrae y CTBOpEHHI
rpady UMKIIYHUX MOTOKIB JAHUX 3 JAMHAMIYHUM PO3KJIAaI0M, HOro onTuMizauii Ta

onuci Moo VHDL crtunem nmns cunrtesy. Ilpukian cuHTely aekoMipecopa
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KOAYBAaHHS JIOBKUHU PAJIKIB TOBTOPIOBAaHUX CHUMBOJIB IIOKa3ye [I€BICTH Ta
e(eKTUBHICTL METOAYy. TakoX IMOKa3aHi pe3yJlbTaTh CHUHTE3Y JEKOMIIpecopa 3a
anroputMoMm LZW Ta iX OpiBHSHHS 3 1HIITUMHU IPUCTPOSIMH.

BucnoBku. IlpoanamizoBani icHywoui rpadoBi Mojeldl MpeACcTaBICHHS
AIrOpPUTMIB 0OPOOJIEHHS MOTOKIB AAaHUX 1 BUILIECHO KJac rpadiB MUKIIYHUX MOTOKIB
JAHUX 3 TUHAMIYHUM PO3KJIAJ0M. 3alpOTIOHOBAHO METO] MPOEKTYBAHHS KOHBEEPHHUX
00YHCITIOBAYIB, [0 BHUKOHYIOTh HHUKIIYHI aJrOPUTMH 3 JUHAMIYHUM PO3KJIAIOM.
HaBeneni pe3ynbTaté MPOEKTYBaHHS 3a JOTIOMOTOI0 I[HOTO METOAA MPHUCTPOIO IS
0e3BTpaTHOi Aekommpecii. MeTon Moxke 0ytu BnpoBamxkenuid y CBC.

Karo4oBi cjoBa: rpad moTOKiB JaHMX, MPOTPaMOBHA JIOTiYHA iHTErpaibHA

cxema, VHDL, koHBeep, TuHaMiuHUM PO3KIIAI.

Relevance of the research topic. Systems of high-level synthesis (HLS) are
increasingly distributed by companies producing CAD tools for integral circuits and
FPGAs. They are intended for the computer-aided design of hardware devices that
execute algorithms described in a high-level programming language such as C in
parallel. Their use makes it possible to speed up the design process tenfold.

Formulation of the problem. HLS still do not provide a decent minimization of
hardware costs of synthesized pipeline computers in comparison with manual design.
Therefore, it is necessary to search for new methods of mapping algorithms to hardware
computing devices. Existing methods of displaying data flow graphs of various types have
found application in automated programming, but they are rarely used in hardware design.

Analysis of recent research and publications. The most common method of
designing hardware devices for data flow processing is the method of synthesizing a
datapath with FSM, which has difficulties with its implementation due to a low level
of its formalization. The existing formalized methods of synthesis of pipelined
datapaths are focused on a narrow class of algorithms for processing synchronous data
flows with a static schedule.

Highlighting unexplored parts of the general problem. There is a wide class
of algorithms, which are represented by the cyclo-dynamic data flow graphs, which
have not yet been sufficiently explored in terms of improving their mapping in the
pipelined datapathse and implementation them in HLS.

Setting objectives. The task is to create a method of designing the pipelined
datapaths, which are focused on the execution of algorithms for processing the cyclic
data flow graphs with a dynamic schedule.
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Presentation of the main material. The new method consists in creating a
cyclo-dynamic data flow graph, optimizing it and describing it in the VHDL language in
a synthesis style. An example of the synthesis of a run-length encoding decompressor
shows the effectiveness of the method. The results of decompressor synthesis using the
LZW algorithm and their comparison with other devices are also shown.

Conclusions. The graph models of data flow processing algorithms are
analyzed and a class of cyclo-dynamic data flow graphs is selected. A method of
designing the pipelined datapath that perform cyclic algorithms with a dynamic
schedule is proposed. The results of designing a lossless decompression device using
this method are given. The method can be implemented in the HLS tools.

Keywords: data flow graph, field programable gate array, VHDL, pipeline,
dynamic schedule.
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UDC 004.94
Vitalii Omelchenko, Oleksandr Rolik

FORECASTING-AT-SCALE ALGORITHMS
FOR PREDICTION CLUSTER WORKLOAD

The paper deals with the issue of predicting workloads in a cluster to use in proactive
scaling of computing resources. Forecasting-at-scale algorithms Prophet and Greykite for
forecasting time series are considered, their accuracy and universality are evaluated.

Keywords: resource management, proactive scaling, Kubernetes, automatic
scaling, Prophet, Greykite. Fig.: 4. Tab.: 1. Bibl.: 10.

Problem statement. When managing the quality of services provided by clouds or
enterprise-level IT infrastructures, it is important to maintain the quality of services at an
agreed level [1]. In general, maintaining the quality of services at the agreed level is
ensured by providing additional computing, communication, and other resources to those
applications that provide the corresponding service. Effective management of the quality of
services can be ensured mostly by automatic adding or reducing the number of resources.
For this purpose, data center computing resource management systems of cloud service
providers or corporate IT infrastructures contain modules that use automatic scaling
methods and tools, taking into account service delivery technologies. The autoscaling
methods that use the results of load forecasting will be more effective from the point of
view of maintaining the quality of services at the agreed level. Modern paradigms of
service provision are built on the use of microservices, containers, etc. The popularity of
microservices in the provision of services entailed the creation of various technologies for
the implementation of microservice architecture, including those based on clusters. At the
same time, it is advisable to solve the problems of maintaining the quality of services at the
agreed level by scaling all components of the cluster. It is necessary to take into account
the fact that each component of the microservice architecture has its unique features of
work and functionality, as well as the fact that the load pattern is individual for each
component, and there can be a large number of such components. Therefore, when
determining automatic scaling methods, taking into account load forecasting, it is advisable
to process historical metrics, as well as adjust model parameters to predict a load of each
group of components with the same properties separately.

Actual scientific researches and issues analysis. The topic of using both
statistical prediction approaches [2] and artificial intelligence-based approaches for
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automating the scaling of computing resources of deployed applications is quite well
studied [3]. But these works do not consider the issue of implementing the developed
solutions into existing systems, in particular the need to prepare and process historical
data, adjust algorithms for existing load patterns, and validate the obtained results.

Uninvestigated parts of general matters defining. A large number of
scientific works are devoted to the topic of proactive scaling both by statistical
methods and based on artificial intelligence, but the vast majority only evaluate the
accuracy of the obtained models and such a characteristic as universality — the ability
of the model to work with a large number of various load patterns without manual
adjustment — remains secondary [4].

The research objective. The purpose of this work is to investigate the
practicability and possibility of applying forecasting-at-scale algorithms for predicting
loads in a Kubernetes cluster. Through experiments, test the ability of Prophet and
Greykite algorithms to predict typical load patterns of cluster components.

Overview of algorithms. Let us consider two main representatives of
forecasting-at-scale algorithms [5], namely Prophet and Greykite. But first, let us
define what forecasting-at-scale algorithms are. The name «at-scale» in this context
has two meanings. First, it is a simple and powerful tool that does not require the user
to have deep knowledge of prediction algorithms. It lets us scale prediction pipeline in
terms of reducing time for creating more or less accurate model. Secondly, these
algorithms allow solving a large number of various forecasting problems, including
reliable practical forecasting of time series.

Prophet [6] is a time series forecasting library that was developed at Facebook. The
main goal of the development was to create a simple, transparent and understandable
model generation algorithm that would allow to quickly obtain reliable predictions.

This algorithm is based on an additive regression model, which has several
components.

y(t) = g(t)+s(t)+h(t) +e(t), 1)
where g(t) —a trend component, s(t) — a seasonal component, h(t) — anomalies,

e(t) — an error function. In addition to the additive regression model, Prophet also
uses a Fourier transform.

Among the advantages of this model it has the possibility of working with
various time series, the ability to work effectively with large data sets and missing
data, as well as flexibility in the setting.
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The Greykite Library [7] is a powerful time series forecasting library developed
by LinkedIn. Its main task is to provide a flexible, fast, and scalable solution for
generating forecasts based on a large amount of data.

Greykite uses the Silverkite model, which, like Prophet, is an additive
regression model with several components [8]:

Fitting Machine
Learning Models

Find seasonality, Detect trend and
growth, holidays, |-»  seasonality L
events E|1€iﬂngULﬂIS Calculate Residuals 'Dutput

¥
.| Stastical Volatility
Models

Historical data
and user specified
parameters

Fig. 1. Greykite's work algorithm

One of the unique features of Greykite is the ability to flexibly configure
trending and seasonal components to adapt to different patterns in the data. In addition,
Greykite uses different machine learning algorithms to process different components
of the model, which makes this solution versatile.

Experiments. To check the accuracy and universality of the models, two
typical load patterns were chosen [9]. The first pattern has weekly and daily load
fluctuations, the second one has weekly on/off seasonality. Weekly seasonality is
chosen because this period of time reflects the repeatability of people’s actions
throughout the day, including in the business environment. working hours, time for
rest, sleep, and so on. In general, any other seasonality can be chosen, and the goal is
to test the performance of the models on complex seasonalities. It is important to
clarify that the obtained models should not be adjusted to a specific time series in any
way, since it is important to check the universality of the approaches.

To assess the accuracy of time series forecasting models, it is appropriate to use
two accuracy metrics — RMSE (root mean square deviation) and MAPE (average
absolute error in percentage).

RMSE allows you to compare the deviations of the original values and helps to
assess the overall accuracy of the prediction. RMSE is calculated using the following
formula:
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n
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Z (Xt - Xt)
t=1

n

RMSE = , (2)

where x(t) — an actual value at the moment of time t, X, — prediction at the moment
of time t, and n —a number of datapoints in the dataset.

The mean absolute percentage error (MAPE) makes it possible to compare the
predictions of different models at different scales or data. MAPE is calculated as
follows

A

100 M |X =X
MAPE = — |=——4, 3)
n ‘o X ‘

where x(t) — an actual value at the moment of time t, X, — prediction at the moment
of time t, and n —a number of datapoints in the dataset.

The assessment of the universality of the method is determined on the basis of
the assessment of accuracy without additional adjustment of the models. It is important
to determine how the model can adapt to various load patterns.

In the first experiment, the selected models are compared on the example of the
above-described time series with two periodicities of different lengths — daily and
weekly. The data has not been pre-processed. The purpose of this experiment is to
investigate the prediction capabilities of the selected models on complex load patterns
without any data distortion, and also to investigate the effect of the size of the
historical data during training on the prediction accuracy.
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Fig 2. Model predictions based on three-week historical data
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In fig. 2 shows the performance results of the selected algorithms after training for
three weekly periods. The MAPE indicators are approximately at the same level — 0.085,
which indicates high accuracy of the results. It is worth noting that the minimum length of
historical data should be at least two target periods for pattern detection. It is appropriate
to check the accuracy on the minimum permissible period.
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Fig 3. Model predictions based on two-week historical data

In this case, Greykite’s accuracy dropped significantly to 0.16, while Prophet
remained at the same level of 0.085.

The last experiment is conducted for another pattern, namely weekly on/off,
where the load appears quickly and disappears quickly.
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Fig 4. Prediction of on/off pattern patterns
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In this experiment, Greykite is extremely accurate and has a MAPE of 0.06. In
comparison, MAPE for Prophet is 0.12. All final accuracy indicators are shown in Table 1.

Table 1. Prophet and Greykite performance results

RMSE 3| MAPE 3 |RMSE 2| MAPE 2| RMSE MAPE
Approach | weeks weeks weeks weeks on/off on/off
Prophet 49.2857 |0.08723 |51.1198 |0.08929 |72.7108 |0.12620
Greykite |49.0042 |0.08400 |88.4236 |0.16385 |34.1663 |0.06612

Conclusions. The experiments conducted in this work prove that the
forecasting-at-scale algorithms for predicting time series Prophet and Greykite are
appropriate to use when developing solutions for managing the autoscaling of
computing resources in a cluster. Both algorithms showed high accuracy and relative
versatility. Prophet is more accurate on shorter historical data lengths, and Greykite
did much better with the on/off load pattern.

In future works, it is advisable to integrate these algorithms and reactive
management approaches [10] into the resource distribution subsystem and conduct
similar experiments in real conditions.
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PO3IIMPEHA AHOTAIIA

Bitaxiit Omenbuenko, Onexcanap Poik

FORECASTING-AT-SCALE AJI'OPUTMMU JJIA
INEPEJIBAYEHHSA HABAHTAKEHD B KJIACTEPI

IHocranoBka nmpoOJemu. [Ip1 yrpaBiiHHI SIKICTIO OCIYT, K1 HaJalOTh XMapH
abo IT-iHppacTpykTypu KOpPIOPATUBHOIO PIBHS, BAXJIHMBO MIATPUMYBATH SIKICTh
HOCIIYT Ha Yy3roJuKeHOMY piBHI [1]. 3ae0iLnbmioro miaTpuMaHHS SIKOCTI MOCITYT Ha
y3ro/PKEHOMY PiBHI 3a0€3IeUy€eThCs NUISIXOM HaJaHHS JOJAATKOBUX OOYHCIIIOBAIbHHUX,
KOMYHIKalllMlHUX Ta 1HIIMX pecypciB TIM 3acTOCYHKaM, SKi 3a0e3NeuyroTh
BIANOBIAHMM cepBic. EpekTrBHE ynpaBiliHHS SKICTIO MOCIYT MOXe OeTH 3a0e3neueHo
JUIIe aBTOMAaTHUYHUM JOJIaBaHHSM ab0 3MEHIIECHHSIM 00csriB pecypciB. s mporo
CUCTEMH YTIpaBJiHHA oOuncmoBanbHUMHU pecypcamu IO/ xmapHux nposaiinepi abo
KoprnopaTuBHOIO IT-1HGpacTpyKTypoIo MICTATh MOAYJI, SIKI BAKOPUCTOBYIOTh METOIU
Ta 3acO0M aBTOMAaTHYHOIO MaclITaOyBaHHS 3 BpPaxyBaHHSM TEXHOJIOTIH HaJaHHS
cepBiciB. 3po3ymisio, O OUIbII €(EeKTUBHUMHU 3 TOYKU 30py MIATPUMAHHS SIKOCTI
CEpBICIB HaA Y3rO/DKEHOMY PiBHI OyAyTh Ti METOAM aBTOMAacIITaOyBaHHS, SKi
BUKOPHCTOBYIOTh PE3yJbTaTH NMPOTHO3YBAaHHS HaBaHTaXeHHsA. CydacHi MapagurMu
HaJlaHHs cepBiciB MOOY/A0BaHI Ha BUKOPUCTAHHI MIKPOCEPBICIB, KOHTEHHEPIB Ta iH.
[TonynsipHiCTh BUKOPUCTaHHS MIKPOCEPBICIB MpU HaJaHHI MOCIYr MOTATHYyJa 3a
co00I0  CTBOpPEHHS  PI3HOMAHITHMX  TEXHOJOrIA  peamizauii  MIKpOCEpPBICHOT
apXiTEeKTypH, y TOMY YHUCIi 1 Ha OCHOBI KjacTepiB. Ilpu oMy BUpIilIEHHS 3a7a4
MiTPUMaHHS SKOCTI CEPBICIB Ha Y3TOJKEHOMY PiBHI JOULUIBHO 3/1MCHIOBATH IUISIXOM
MacmTabyBaHHSI BCIX KOMIIOHEHTIB Kiactepy. [Ipu mboMy HEOOXiHO 3BaXKaTu Ha Te,
10 KOXKEH KOMITOHEHT MIKPOCEPBICHOI apXITEKTYpH Ma€ CBOI yHIKaJbHI OCOOIUBOCTI
poboTH Ta QyHKIIIOHAJ, a TAKOXK Ha Te, 110 MIabJIOH HaBaHTAXKCHHS € 1HIUBITyIbHIM
JUTSL KOSKHOTO KOMITOHEHTY, a TAKUX KOMIIOHEHTIB MOKe OyTH BeJMKa KUIbKICTh. Tomy
Opd BHU3HAUEHHI METOAIB aBTOMAaTUYHOTO MaciuTa0yBaHHS 3  BpaxyBaHHS
NPOTHO3YBaHHS HaBAHTAXXCHHS JOLUIBHO 3/11HCHIOBATH OOPOOKY ICTOPHYHUX METPHK,
a TaKo)X HaJaIITyBaHHSA MapaMeTpiB MOAENi ais TnepeadayeHHs HaBaHTaKEHHS
KOXKHOT TPy KOMITIOHEHTIB 3 OJJHAKOBUMH BJIACTUBOCTSIMH OKPEMO.

AHaNi3 oOCTaHHIX [JocjilKeHb 1 myOuikamiil. Tema 3acTocyBaHHS K
CTAaTUCTHYHUX MiIXO/IB nepeadadeHHs [2], Tak 1 Ha OCHOBI IITYYHOTO 1HTENEKTY s

aBTOMaTH3allii MacmTaOyBaHHS OOYMCIIOBAIBHUX PECYPCIB KJIACTEPY PO3TOPHYTHX
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JIOZIATKIB € JOCUTH 100pe BUBUCHOIO [3]. AJie B IIMX POOOTax HE PO3TIBIIAETHCA AJle B
UX po0OTax HE PO3IIISINAETHCA MHUTAHHS BIPOBAKEHHS PO3POOJIEHUX pIllIEHbh B
ICHYIOUl CUCTEMH, 30KpeMa HEOoOXITHICTh MiJATOTOBKH Ta OOPOOKH ICTOPUYHHX JaHUX,
HaJaIlITyBaHHS QJITOPUTMIB TiJ ICHYIOYl ITaOJOHM HaBaHTAXEHHS Ta Bajifallito
OTpUMaHUX Pe3ybTaTiB.

Bupisiennss  HemocaigkeHHMX 4YacTHMH 3arajibHoi  mpoOJuemu. Tewmi
MPOAKTUBHOIO MAacCIITa0yBaHHSA SK CTAaTUCTUYHUMU METOJAaMH, TaK 1 Ha OCHOBa
IITYYHOIO 1HTEJIEKTY, MpPHUCBAYEHA BEJIMKAa KUIbKICTh HAayKOBUX IIpallb, HpPOTE
nepeBakHa OUIbIIICTh IPOBOAUTD JIMIIE OLIHKY TOYHOCTI OTPUMAaHUX MOJIENEH, a Taka
XapaKTEePUCTUKA, SK YHIBEPCAJIbHICTh — 3/IaTHICTh MOJEINI MpPAIfOBaTH 3 BEIUKUM
YHUCJIOM PI3HOMAHITHUX IIA0JIOHIB HaBAHTAKEHHSA 0€3 pyYHOTO HalAIITyBaHHS
3aJMIIAETHCS APYTOpsIAHOLO [4].

Meta pocaigxennsi. MeToro AaHOi poOOTH € MOCHIHKEHHS JTOIJIBLHOCTI Ta
MOKJIMUBOCTI 3acTocyBaHHs forecasting-at-scale anroputmiB ayg nepeaOadyeHHs
HaBaHTaxkeHb B Kubernetes knactepi. ILInsxoM ekcriepuMeHTIB MEPEBIpUTH 31aTHICTh
anroputMmiB Prophet Ta Greykite mnepembauaTt TUIOBI I11a0JOHU HABAHTAKECHHS
KOMITOHEHTIB KJIaCTepy.

BukaaneHHss ocHoBHOro marepiaay. B poOoTi posrismaerbcs apxiTeKTypa
poboTu nBOX 3actocyBaHHs forecasting-at-scale amroputmiB — Prophet ta Greykite.
OnucyroTbCs YMOBH TPOBEACHHS ©KCIEPUMEHTIB Ta AaHl i HuX. lIpoBoasThes 3
EKCIIEpUMEHTA 3 P13HOIO JIOBKHUHOIO ICTOPUYHUX JTAHUX Ta 11abJI0HAMU HAaBaHTaKCHHSI.

BucHoBku. IlpoananizoBaHo JOUiIBHICTH 3acTocyBaHHs forecasting-at-scale
IrOpUTMIB Ui TependadeHHs poOOYMX HaBaHTaKEHb KiacTtepy. [laHi anroputmu
MOKa3alu 3JaTHICTh TOYHO TmiepeadayaTd poOoYi HABAHTAKEHHS 3 PI3SHUMHU
1a0JI0HaMH JTaHUX 1 KOMIJIEKCHOIO CE30HHICTIO.

KuarouoBi ciioBa: ympaBiiHHA pecypcaMH, TNPOAKTUBHE MacliTaOyBaHHS,
Kubernetes, aBromatuuyne macmrtabyBanns, Prophet, Greykite. Puc.: 4. Tabmn.: 1.
bi6n.: 10.
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UDC 004.8
Ponochovnyy Pavlo, Oliinyk Volodymyr

CLASSIFICATION MODEL OF MILITARY
AVIATION BASED ON NEURAL NETWORK ENSEMBLE

The paper presents a model for classifying military aviation based on images
using an ensemble of neural networks. Popular actual convolutional neural networks
(CNN) served as the base models and were fined-tuned on relevant data. An ensemble
of models was utilized to improve performance achieving high accuracy with
reasonable compute requirements.

Key words: image classification, military aviation, transfer learning, ensemble
of models.

Fig.: 2. Tabl.:1. Bibl.: 6.

Relevance of the research topic. The recognition of military vehicles has
become increasingly relevant due to the rapid development and creation of numerous
new prototypes, which are difficult to distinguish at first glance. Therefore, there is a
need for systems that can provide reliable and fast information about the specific type
of military equipment. This information can be crucial for intelligence agencies,
military organizations, and other entities. This work aims to contribute to the
development of more efficient and accurate models for the recognition of military
aviation based on modern machine learning methods such as transfer learning and
ensemble modeling.

Problem statement. The problem of creating and developing classification
models in the military domain is associated with the limited availability of information
in open sources. Building such classifiers requires a high quality datasets with enough
data for training the models to make predictions. Despite possible applications in real-
time scenarios where special detectors [1] or even trackers [2] are required, we focus
on classical image recognition and applications in non-military OSINT systems.

Analysis of recent research and publications. In recent years, there have been
emerging approaches to classifying various military equipment, including the
application of machine learning techniques [3]. Other approaches combines detection
and classification [4] that lowers accuracy and is redundant for OSINT-like systems.

Identification of unexplored aspects of the general problem. This article
focuses on studying and analyzing the proposed approach for constructing a model for
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the classification of military aviation based on an ensemble of neural networks. The
research is concentrated on studying transfer learning for complex datasets and
combining the results of trained models in an ensemble for joint prediction.

Target setting. The task is to train base models to recognize aircraft of different
classes in the input images and combine their results in an ensemble that provides the
final classification outcome.

The statement of basic materials. Solving the proposed task can be divided
into three main stages[5]. The first stage involves loading pre-trained base models,
adding additional layers, and training these models on a custom dataset. In the second
stage, the trained weights are used to make predictions on the input image by
extracting aircraft features and determining the probability of similarity to a specific
class. The final stage includes processing the obtained results from the previous stage,
specifically combining them into a single combined prediction, which serves as the
final classification result.

Model training. In order for the models to classify specifically military aircraft,
they should be trained a dataset containing classes of aircraft to be classified. The
dataset with categorized images of aircraft was obtained from an open-source Kaggle
dataset. ResNet-50, VGG-16, EfficientNetB3, and EfficientNetB7 were used as base
models. All pre-trained weights of the base models were frozen after loading to
prevent them from being retrained because we had limited amount of training data.
Subsequently, the model architecture for training was defined, consisting of the
following layers:

1. Base model.

2. Flatten layer— to transform the input data from a multi-dimensional form to a
one-dimensional vector before feeding it to the next layer of the network.

3. Dense - to model complex non-linear dependencies between input and
output data. It has the following attributes: units - 512 (a positive integer representing
the dimensionality of the output space); activation="relu' - which returns the element-
wise maximum of 0 and the input tensor.

4. Dense - with the following attributes: units - nclass (number of classes);
activation="softmax' - meaning it will activate the softmax function, which transforms
the vector of values into a probability distribution.

After defining the architecture, the model was trained with the following
hyperparameters: optimizer - Adam optimizer; loss - 'sparse_categorical_crossentropy’;
metrics - 'accuracy'; and the number of epochs - 10.
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General model structure. In our case, the proposed solution is precisely the
combination of model results, which is referred to as an ensemble. Its operating
principle is as follows: the trained models make predictions on the loaded image, and
then these results are combined using the averaging method (adding up all prediction
results and distributing them among the total number of models). The highest result is
then selected as the final classification outcome. The overall structure of the neural
network ensemble and its functioning are depicted in Fig. 1.

ResNet-50

VGG-16

—_—
EfficientNetB3

EfficientMetB7

Predict 1

Predict 2

Predict 3

Predict 4

Predict

Fig. 1. General model structure

Results. The obtained results of the military aviation classification model based

on the ensemble of neural networks are presented in Table 1. This table displays the

accuracy of each individual model, ranging from 81% to 87%, as well as the accuracy

of the ensemble model, which is 91.91%.

Table 1. Model accuracy results

Model Accuracy Validation accuracy
ResNet-50 1.0000 0.8569
VGG-16 0.9993 0.8165
EfficientNetB3 0.9780 0.8611
EfficientNetB7 0.9822 0.8660
Prediction result of the model ensemble 0.9191

Experiments. A simple interface was created for testing the developed ensemble

neural network model for military aviation classification. Serious of experiment were

conducted to analyze model performance. For instance, two images of the same aircraft

model (A-10) obtained from open sources with high resolution but taken from different
angles were tested. In the first experiment, the image clearly showed all the key
elements and features of the aircraft, and the models correctly classified it with accuracy




76 ICSFT12023

results of 99% and above. The ensemble model achieved a final accuracy of 99.89%. In
the second example, an image was used where the aircraft was not fully visible. In this
case, all the models produced different classification results with lower accuracy scores,
and the ensemble model correctly identified the aircraft model but with a low accuracy
score of 33.8%. The test results are displayed in Fig. 2.
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100 1 100 4 -
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200 A
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0 100 200 300 0 100 200 300
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O6epiTs oro: [t_dataset/A10/10133_1114898296.pg | Open O6epits dhoro: ft_dataset/AL0/20292_1048970472.jpg | Open

MokasaTh 306paxeHts KnacudikysaTu niTak Ha doto MokazaTh 206paxKeHHs Knacugikysati niTak Ha oto

Resnet50: A-10:100.0% Resnets0: F-35:37.52%
VGG16: A-10:99.84% VGG16: EF-2000:91.48%
EfficientNetB3: A-10:99.98% EfficientNetB3: Vulcan:44.99%
EfficientNetB7: A-10:99.76% EfficientNetB7: A-10:87.15%
KiHueeuii pesynsTar: A-10:99.89% KiHueeuii pesynbTar: A-10:33.8%

Fig. 2. Test Results

Conclusions. The paper proposes an approach to solve the task of military
aviation classification on loaded images. This approach involves the application of
modern machine learning methods, such as transfer learning and ensemble modeling.
The utilization of a neural network ensemble allowed for an increase in classification
accuracy of validation data from 81-87% to 91.91%, approximately a 5%
improvement. This is a high performance considering the complexity of the task and
wide variety of aircraft photos in the dataset. Dataset volume and quality is crucial for
achieving state-of-the-art result. In our case of using proposed classification model in
OSINT-systems gathering more training data from open sources with automatic class
label proposal based on low-resource text classification techniques[5, 6] looks
promising and we plan to experiment with it in future work.
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PO3HIUPEHA AHOTALISA
I1.C.I1ono4oBHuii, B.B.OaiiHUK

MOJEJb KJJACH®IKAILII BINChKOBOI ABIALIIL
HA OCHOBI AHCAMBJIIO HEHPOHHUX MEPEX

AKTyaJIbHICTh TeMHU JoCHilxkeHHsl. Po3mi3HaBaHHS BiMICHKOBOI TEXHIKU CTa€
OUTbLI aKTyaJIbHUM B OCTaHHI JHI y 3B'A3Ky 13 BCe OUIBIIMM ii PO3BUTKOM Ta
CTBOPEHHSM BEJIHMKOI KUIBKOCTI HOBUX IPOTOTHIIIB, K1 Ba’KKO BIAPI3SHUTH Ha MEPIIHiA
norjist. TakuM YHMHOM, BHHHKAE€ HEOOXITHICTH CHUCTEM, IO HAIIHHO Ta IIBHIKO
OynyTh HajxaBaTH 1H(POpPMAIIIO, PO JAHUN TUIM TEXHIKH, OCKUIBKH 1€ MOXE MaTu
BAXJIMBE 3HAYEHHS JUISI PO3BIAYBAIBHUX CIIYkO, apMIACBKMX CTPYKTYp Ta IHIIUX
opranizauii. J[ana po0OoTa mpucCBsSYEHa CIPHUSHHIO PO3BUTKY OUIbII €(PEKTUBHHUX Ta
TOYHMX MOJIeJiel po3Ii3HAaBaHHS BIMCHKOBOI aBiallii HA OCHOBI Cy4acHUX METOJIB
MaITMHHOTO HaBYaHHS, TAKUX SIK TpaHCPEpHE HAaBYAHHS Ta aHCaMOJIb MOJIEICH.

IlocranoBka mpoOjemu. IlpoGirema CTBOpeHHS Ta PO3BUTKY MOJENEH
Kkiacudikailii Ha BIICBKOBY TeMaTHKY TOB’s3aHa 3 OOMEXKEHICTIO 1H(pOpMAIIii TIPO 1e y
BIIKpUTHX kepenax. s moOymoBu Takoro kiacudikaropa HEOOXiTHO MaTh HaAOIp
JAHUX, 3aBIIKH SKOMY BIJIOYBAa€ThbCS HABUaHHS MOJENEH, 10 OyayTh pOOUTH
nepeadavenns. [ns Toro abu TOuHICTH Mojeel Oyja JTOCTaTHBOIO Ta Maja BUCOKI
NOKa3HUKM HaOlp JaHMX NOBUMHEH MICTUTH B €00l BEIMKY KUIBKICTh PI3HUX
300paxeHb.

AHaJi3 ocTaHHix gocaimkedHb i myOaikamiii. IIpoTsrom ocraHHIX pOKIB
3’SBIISIETHCSL BCE OUIbIIE CTaTe MpUCBAYeHUX Kiacudikailii pi3HOMaHITHUX 00’ €KTiB,
30KpeMa, 3aBISKH CTPIMKOMY pPO3BUTKY PI3HOMaHITHUX CIOCOOIB 3aCTOCYBAaHHS
MalMHHOTO HaBuaHHA. [Ipore moOymoBa Mopeneid came miisgi 00’€KTIB BHCOKOI
CKJIQJIHOCTI, TaKO1 SIK BIMIChKOBA TEXHIKA, 3yCTPIYA€ThCs BKPall PiAKO.

BupisieHHs1 HeJOCHiIKeHUX YACTHH 3arajbHoi mpoodaemu. Jlana crarrs
MPHUCBSYCHA BUBYCHHIO Ta aHAII3y 3alpPOIMIOHOBAHOTO MiAXOAY ISl TOOYIOBH MOJETI
knacudikaiii BIICRKOBOI aBiallii Ha 300pakeHHI Ha OCHOBI aHCaMOIII0 HEHPOHHUX
mepex. JlocmimkenHs choOKycoBaHO Ha BUBYEHHI TpaHC(EpPHOTO HABYAHHS IS
CKJIaIHUX HAOOPIB JaHUX Ta MOEAHAHHSAM PE3yJIbTaTiB HABYCHUX MOJIENIEeH y aHCaMOITb
JUTSI CTIUTEHOTO TIepeI0adueHHSI.

IMocTranoBKa 3aBAaHHA. 3aBJaHHSM € HABYUTH 0a30Bi MOJEI PO3Mi3HABATU

JITaKM PI3HUX KJIAaciB Ha 300paKCHHSIX 3aBAHTAXECHUX y (DYHKIIIO mependadeHHs, Ta
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MO€HATH iXHI pe3yibTaTH y aHcaMOub, 1o Oyae JaBaTH KIHIEBUN pe3ysbTaT
kiacudikarii.

BuxisiagenHss 0CHOBHOro Martepiany. BupiiieHHs nmoctaBieHoi 3a7a4ul MOXKHA
PO3IITUTH Ha TPU OCHOBHI eTanu. Ha mepiiomy BiOyBaeThcsl MoOy10Ba MOJECH Ta
iX HaBYaHHS Ha BJAacHOMy HaOopi naHux. Ha gpyromy eTami 3miHMCHIOETBCS
nepeAOaUeHHs] HABUCHMX Bar Ha 3aBaHTAXEHOMY 300pa)KeHHI. 3aKIIOYHUN eTar
BKJIIOYA€ B ce0e 00poOKy OTpUMAaHMX Pe3yJbTaTiB MOMEPEAHBOTO eTay — 00’ €THaHHS
y OJHE KiHIIeB€ KOMOIHOBaHE mependaveHHs, mo 1 Oyae (QiHATBHUM pPe3yIbTaTOM
KJacuQikarii.

BucnoBku. B po0oTi 3ampomoHOBaHO MiAXiA A0 BUPIMIEHHS 3a7adyi
kjnacugikaiii BIMCHKOBOI aBiallii Ha 3aBaHTaXEHOMY 300paxxeHHI. BukopuctanHs
aHCcaMOJII0 HEWPOHHUX MEPEX Jaji0 3MOTy MIABUIIUTH TOYHICTh Kiaacu(ikarlii
nepeBipouHnx naHux. [lig Yyac BUKOHAHHS BCl MOCTaBJICHI 3a/a4yl OyJlM BUKOHAaHI
yCHimHO Ta OyJlo JOCSATHYTO BHCOKHX TIOKa3HHKIB TOYHOCTI, IO JIOBOIUTH
e(eKTUBHICTh 3aCTOCYBaHHS 00OpaHUX IMIIXO/I1B.

KuarouoBi cioBa: xinacudikanis, BiiicbkoBa aBiallisl, TpaHCEpHE HaBYAHHS,

aHcamMOJIb MOJEIEH.
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UDC 004
A. Dremov, A. Volokyta
METHOD FOR MALICIOUS

NETWORK TRAFFIC CATEGORISATION

Abstract. This paper aims to provide a solution for malicious network traffic
detection and categorisation. In this paper we propose a semi-supervised GAN to train
a discriminator model to categorise malicious traffic, as well as identify malicious and
non-malicious traffic. The main goal is to achieve accurate categorisation of malicious
traffic with few labelled examples.

Keywords: cybersecurity, network security, malicious traffic identification,
machine learning, generational adversarial networks, semi-supervised learning.

Introduction/Relevance of the research topic

Computer networks are a key part of modern digital communications. However,
these networks can be susceptible to malicious network traffic and various attacks.
These attacks can be categorised by specific packet information used in these attacks.
As such, network intrusion and attack detection play an important part in identifying
an attack and counteracting it and are a relevant area of research.

Additionally, modern machine learning methods and algorithms can be used to
categorise data or objects with great precision, provided a large enough training
sample. However, rapid developments in security penetration create a problem, where
new penetration methods appear frequently and gathering enough packet samples for
model training becomes a difficult task. Therefore, the problem of training models
with few initial samples remains relevant today. A combination of these areas is the
main research area of this paper.

Problem Definition

The core problem that the research focuses on is the problem of malicious
traffic identification and categorisation. First part of the problem is the identification of
whether or not traffic is malicious in nature. Malicious traffic is one that can be used to
attack the computer network and individual devices in the network and include
malware, DoS attacks, network scanning, data exfiltration, R2L etc. Second part of this
problem is categorisation of malicious traffic.
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Actual scientific research and issue analysis

A number of researchers have tackled the problem of network attack classification
[1][2] and the effect of malicious traffic on computer networks [3]. Of particular interest
to this paper is the general approach to performing a network attack described in [1], as
well as classification and effects described in [2] and [3] respectively.

Additionally, research into the intrusion detection and, more importantly, an
analysis of malicious traffic packet contents [4][5][6] help connect network attacks to
packet contents. This allows to define features used by the machine learning algorithm.

Lastly, research in the area of applying machine learning to solve network
intrusion detection problem was performed [7], where a variety of models and
algorithms are used. The research describes the architecture of semi-supervised GAN
networks [8].

Uninvestigated parts of general matters defining

In author’s opinion, the problem of intrusion detection using machine learning
algorithms when there is insufficient data remains understudied. Additionally,
proposed solutions may encounter difficulty with generalisation when being applied in
different scenarios. A GAN based model could be used to achieve greater degree of
generalisation.

Research objective

The purpose of this work is to research methods and models of malicious
network traffic detection and categorisation with the usage of artificial intelligence
models. Additionally, the purpose of the work is to create an Al model that can be used
to detect classify malicious traffic with packet information.

Presentation of the main material

The dataset used in this research is NSL-KDD (https://www.kaggle.com/
datasets/hassan06/nslkdd), which contains 125000 examples of network traffic packet
data, as well as 22 categories based on attack type. Packets labelled “normal” indicate
no attack. The features used in the classification include internet protocol used, service
used, login status, login attempts, attempts to take root status, file and script creation,
error rate, and other, for a total of 41 features. A total of 67000 records are labelled as
non-malicious traffic and 58000 are labelled as malicious (fig. 1), (fig. 2), (fig. 3).
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50000

udp tp icmp
protocol_type

Fig. 1. Distribution of malicious and non-malicious
traffic with regards to protocol used

RangeIndex: 125973 entries, @ to 125972
Data columns (total 43 columns):

#  Column Mon-Null Count  Dtype
@  duration 125973 non-null inté4
1 protocol_type 125873 non-null int64
2 service 125973 non-null inte4
3 flag 125873 non-null int64
4 src_bytes 125973 non-null int&4
5 dst_bytes 125873 non-null int64
& land 125973 non-null inté4
7 wrong_fragment 125973 non-null inte4
& urgent 125873 non-null int64
3  hot 125973 non-null int&4
1@ num_failed_logins 125873 non-null int64
11 logged_in 125973 non-null inte4
12  num_compromised 125973 non-null inte4
13 root_shell 125873 non-null int64
14 su_attempted 125973 non-null int&4
15 num_root 125873 non-null int64
16 num_file_creations 125973 non-null inté4
17 num_shells 125873 non-null int64
18 num_sccess_files 125873 non-null int64
1% num_outhound_cmds 125973 non-null inte4
20 is_host_login 125873 non-null int64
21 is_guest_login 125973 non-null inté4
22 count 125973 non-null inté4
23 srv_count 125873 non-null int64
24 serror_rate 125973 non-null floate4
25 srv_serror_rate 125873 non-null floate4
26 rerror_rate 125973 non-null floaté4
27 srv_rerror_rate 125873 non-null floate4
28 same_srv_rate 125973 non-null floates
29 diff_srv_rate 125873 non-null floate4
30 srv_diff_host_rate 125873 non-null floate4
31 dst_host_count 125973 non-null inte4
32 dst_host_srv_count 125873 non-null int64
33 dst_host_same_srv_rate 125973 non-null floaté4
34 dst_host_diff_srv_rate 125873 non-null floate4

35 dst_host_same_src_port_rate 125973 non-null floated
36 dst_host_srv_diff_host_rate 125973 non-null floate4

37 dst_host_serror_rate 125873 non-null floate4
38 dst_host_srv_serror_rate 125973 non-null floaté4
3% dst_host_rerror_rate 125873 non-null floate4
48 dst_host_srv_rerror_rate 125973 non-null floatéd
41 attack 125973 non-null inté4
42 level 125973 non-null inté4

dtypes: float64(15), int&4(28)
memory usage: 41.3 MB

Fig. 2. Dataset information
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duration protocol_type service flag src_bytes dst_bytes

0 0 1 20 g 491 0
1 0 2 24 g 146 0
2 0 1 49 5 0 0
3 0 1 24 g 232 8153
4 0 1 24 g 99 420
125968 0 1 49 5 0 0
125969 3 2 49 g 105 145
125970 0 1 54 g 2231 384
125971 0 1 30 5 0 0
125972 0 1 20 g 151 0

Fig. 3. Example of values in dataset

The following data pre-processing was performed. The categorical values were
converted to numerical values. The dataset was scaled using standard scaling, equation

).

X = (1)

Where X is the original feature vector, x is the mean of the feature vector, ais
standard deviation.

Lastly the labels were one-hot encoded for categorical classification.

For training we make use of a 70:30 split of training to test data.

As a baseline classifier, a simple deep network was implemented using
tensorflow keras with two fully connected layers with 32 and 16 neurons, activation
function is “relu”, batch normalisation layers and dropout layers to prevent overfitting
(fig. 4). Final layer is a dense layer with “softmax” activation for categorical
classification. Model metrics are “categorical crossentropy” for loss function and
“categorical accuracy” for accuracy. The model was trained for 50 epochs on the
dataset and achieved 99% accuracy, indicating possible overfitting (fig. 5). This
classifier will be used to evaluate performance of the GAN-based classifier.

Second model is based on a generative adversarial network (GAN). These
networks consist of a generator model and a classifier model. The generator uses
gaussian distribution noise to generate fake information, equation (2).
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P(x) = e~ (x—w)?/20? )

Where u is mean of the distribution, o is standard deviation.

The classifier model of GAN is used to classify generator output as real or fake.
For this a DNN with sigmoid activation is used. The result of the classification is used
to calculate generator loss and discriminator loss (fig. 6). This allows to train the
generator to create more believable fake data.

batch_normalization_17_input | input: | [(None, 42)]

Inputlayer output: | [(None, 42)]

L

batch_normalization_17 | input: | (None, 42)

BatchMormalization output: | (None, 42)

l

dense 18 | input: | (None, 42)

Densze output: | (None, 32)

L

batch normalization 18 | input: | (None, 32)

BatchMormalization output: | (None, 32)

1
dropout 13 | input: | (None, 32)

Dropout | eutput: | (None, 32)

L
dense 19 | input: | (None, 32)

Dense output: | (None, 16)

1
batch normalization 19 | input: | (None, 16)

BatchMormalization output: | (None, 16)

L
dropout 14 | input: | (None, 16)

Dropout output: | (None, 16)

L
dense 20 | input: | (None, 16)

Dense output: | (None, 23)

Fig. 4. Baseline classifier DNN
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A subtype of GAN networks is a semi-supervised GAN. These are often used
when trying to create a generator with little real samples available. In this case the
discriminator predicts N+1 classes, with additional label being used for fake data
classification. Of particular interest to this research is the efficiency of the categorical
discriminator, not the generator model.

Baseline classifier Baseline classifier

| —— Classifier loss —

— — | —— Classifier accuracy

[} 10 20 30 40 50 0 10 20 30 40 50

Fig. 5. Baseline classifier metrics

Sample

Y

Real images

s50|
Jojeuwasiq

—_— Generator | | Sample Discriminator

ss0|
Jojelauan

Random input

Fig. 6. General GAN architecture

In our implementation, we use two discriminator models, one for real/fake
categorisation and another for attack categorisation. Target of the research is the attack
categorisation model. The models share weights to ensure correct categorisation for
real/fake as well as attack class. We use two dense layers size 256 and “relu”
activation, as well as batch normalisation and dropout layers. Output layers are
“softmax” for categorical classification model and “sigmoid” for binary classification.
Loss functions and metrics are “categorical crossentropy”, “binary crossentropy”,
“categorical accuracy”, “binary accuracy” for categorical discriminator and binary
discriminator respectfully (fig. 7) (fig. 8). Since all of our input data is labelled, we
only use a small sample of labelled entries, between 100 and 500 samples, as initial
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input for categorical classifier model. For generator a model with three dense layers
was used with 128, 256 and 512 nodes and “relu” activation. Additionally, batch
normalisation and dropout layers were used. Output layer is dense layer with nodes
equal to number of features and “tanh” activation (fig. 9). For model training 10
epochs were used. With final training categorical accuracy around 99% and binary
accuracy around 78%. Final validation categorical accuracy around 89%. This
indicates possible model overfitting (fig. 10-14).

Model: "model™

Layer (type) Output Shape Param #
Tinput 1 (Imputlayer)  [(Nome, 42)] o

dense_3 (Dense) (None, 256) 11608

batch_normalization_3 (Batc (None, 256) 1024

hNormalization)

dropout_2 (Dropout) (None, 256) 2]
dense_4 (Dense) (None, 256) 655792
batch_normalization_4 (Batc (None, 256) 1024

hNormalization)
dropout_3 (Dropout) (None, 256) 2]

output_cat (Dense) (None, 23) 5911

Total params: 84,759
Trainable params: 5,911
Non-trainable params: 78,848

Fig. 7. Categorical discriminator model

Model: "model_ 1"

Layer (type) Dutput Shape Param #
Cinput 1 (Inputlayer)  [(None, 22)] e
dense_3 {Dense) (None, 256) 11863
batch_normalization_3 (Batc (Mone, 256) 1824

hMormalization)

dropout_2 (Dropout) (None, 256) ]
dense_4 (Dense) (None, 256) 65792
batch_normalization_4 (Batc (Mone, 256) 1024

hMNormalization)
dropout_3 (Dropout) (None, 256) 8
output_bin (Dense) (Mone, 1) 257

Total params: 79,1@
Trainable params: @
Non-trainable param

Fig. 8. Binary discriminator model



ICSFT12023

87

Model: "model 3"

Layer (type)

Output Shape

input_2 (InputLayer)
dense_5 (Dense)
dropout_4 (Dropout)

batch_normalization_5 (Batc
hMormalization)

dense_6& (Dense)
dropout_5 (Dropout)

batch_normalization_6& (Batc
hMormalization)

dense_7 (Dense)
dropout_& (Dropout)

batch_normalization_7 (Batc
hMormalization)

dense_3 (Dense)

model 1 (Functional)

[{Mone, &4)]
{Mone, 128)
(Mone, 128)

(Mone, 128)

{Mone, 258)
(Mone, 258)

(Mone, 256)

{Mone, 512)
(Mone, 512}

(Mone, 512)

{Mone, 42)

(Mone, 1)

512

33a@24

1624

131584

Total params: 277,163
Trainable params: 196,266
Mon-trainable params: 2@,897

Fig. 9. GAN model (generator and discriminator model)

GAN and Discriminator Loss

—— Generator

4 —— Ddiscriminator
3 -
i
{2
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T T T T
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iterations

Fig. 10. GAN and discriminator(categorical) losses
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GAN training accuracy

0.9 1 —— GAN binary accuracy
0.8
7 0.7
e
=]
w
B
0.6
0.5 4
0.4 -
4] 200 400 600 800
iterations
Fig. 11. GAN training accuracy
Discriminator training accuracy
1.0 Ay Tt W oy Lo e o o i
0.8 =
2 0.6 -
[]
E
=
&
0.4 -
0.2 -
—— Discriminator categorical accuracy
0 200 400 600 800
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Fig. 13. Discriminator validation data loss (every epoch)
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Conclusions

This research proposes the use of semi-supervised GAN model to train a
classifier network for categorising malicious network traffic with limited number of
labelled entries. For comparison we also used a baseline classifier DNN with a full
dataset. The baseline classifier managed to achieve a validation accuracy of 99%,
whereas SGAN discriminator only achieved 88%. The SGAN discriminator shows
signs of overfitting with training accuracy of 99%. While the results are subpar
compared to a full dataset classifier, it is worth noting that SGAN model only received
a small portion of the dataset labels, between 100 to 500 samples, in different tests,
while still achieving a relatively high accuracy score. It should also be pointed out, that
GAN networks generally have trouble generating entirely new information, instead it
creates slight variations of existing data. As such it may not be able to be used to train
a network to predict entirely unknown threats.

Overall, SGAN networks may not be an effective solution to training network
attack classifiers, however, additional research may be conducted. In particular, the
question of network hyperparameter tuning remains open, as it may allow us to
prevent overfitting and improve model accuracy. Additionally, the research was
conducted only on a single dataset, it is worth exploring additional datasets to further
evaluate the proposed solution.
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